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Abstract

Recently, according as the importance of GIS(geography information system) database security is embossed, much
researches had been achieved about GIS network security. But most such researches are weak against sourceful illegal
reproductions and distributions of GIS vector data map. In this paper, we proposed an efficient layer unit contents based
partial encryption technique in the vector map compression domain to prevent illegal distributions and unauthorized
accesses. This method achieves a partial encryption about each central coordinate and directional parameters of a
MCA(minimum coding attribute) that is created at the vector map compression processing in the vector space. First, the
position encryption is applied as permutating randomly the center coordinate of each record that is minimum unit of vector
map shape. And second, the direction encryption that changing shapes of vector map topography is applied as encrypting
the direction of vertices's coordinates of each record. In experimental results, we confirmed that our proposed method can
encipher the large volumed vector map data effectively in low computational complexity. Also, we could minimize the
decline of compression efficiency that occurred by conventional contents based encryption schemes using AES or DES
algorithms.
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Fig. 14. The synthesis of encrypted layers.
(a) original vector map, (b) encrypted vector map, and (c) pseudo- colored map of (b).
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