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Abstract

Social network services whose users increase rapidly is the online services that reflect social network. They are used
for various purposes such as strategy of election, commercial advertisement and marketing, educational information sharing
and exchange of medical knowledge and opinions. These services make users form social networks with other users who
have common interests and expand their relationships by releasing their personal information and utilizing other users’
social networks. However, the social network services based on open and sharing of information raise various security
threats such as violation of privacy and phishing. In this paper, we propose a group key management scheme and
protocols using key rings to protect communication of small groups in social network services.

Keywords : Social Network Service, Group Key Management Protocol, PGP, Key Ring
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