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Abstract

Without providing a proper security measure to the handover procedure in Mobile WiMAX,
several security attacks can be mounted. Even though security schemes have been previously
proposed for this purpose, they are still vulnerable to several security attacks due to fatal
design flaws. A newly proposed security scheme in this paper is based on the framework of
authentication domain and concept of handover ticket. A method of establishing security
associations within the authentication domain is proposed, and a lightweight security measure
to protect the management messages associated with the handover is also proposed. Especially,
using the handover ticket, the new security scheme can defend against a Redirection Attack
arising from a compromised base station. The new security scheme is comparatively analyzed
with the previous security schemes in terms of Replay, Session Hijacking, Man-In-The-Middle,
and Redirection attacks.
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1. Introduction

Mobile WIMAX is a mobile broadband wireless-access solution based on IEEE

802.16e-2005 [1] which enables convergence of mobile and fixed broadband networks. IEEE
802.16 specifications only deal with the MAC and PHY layers, while the WiMAX Forum’s
Network Working Group (NWG) has developed a network reference model (NRM) [2] to
serve as an architecture framework for WiMAX deployments, which includes the end-to-end
network requirements, architecture, and protocols of WiMAX, using IEEE 802.16e-2005 as
the air interface. Unlike IEEE 802.11-based WLAN, WiMAX has been designed with security
in mind from the beginning. WiMAX security relies on an authenticated key management
protocol called PKM (Privacy Key Management). |IEEE 802.16-2004 [3] introduces the
PKMv1 protocol as the key management method. Later on, PKMv1 protocol was improved by
the IEEE 802.16e-2005, which introduced PKMv2 protocol.

Handover management is the process of initiating and ensuring a seamless handover of a
mobile station (MS) from one base station (BS) to another. The BS associated with the MS
before the handover is called a serving BS while the new BS is referred to as a target BS. The
MS should establish a new security association with the target BS after the handover, which is
required for mutual authentication and session key derivation. If the MS performs an EAP
authentication with the AAA (Authentication, Authorization, and Auditing) server every time
it registers to another BS, then it induces a long latency that is hindrance to the seamless
handover, because the EAP authentication accompanies several message exchanges between
the MS and AAA server. Nevertheless, it is not desirable to re-use the security association
used before the handover, which creates a domino effect [4]. Namely, if the security of one BS
is compromised, then this can lead to compromising the security of all previous BSs
(backward secrecy) and the following BSs (forward secrecy). To strike a balance between
security and performance, several security schemes [5][6][7][8][9] have been proposed to
reduce the latency due to the authentication after the handover, which are based on the
ASN-anchored mobility framework introduced in the WiMAX Forum’s NRM [2]. On the
other hand, there are various management messages exchanged among the network entities to
complete the handover successfully. If they are not properly protected, then several security
attacks such as Session Hijacking, Man-In-The-Middle, Redirection, and DoS attacks can be
mounted to disturb the normal handover procedure.

Our contribution in this paper is threefold. First, a security framework to protect the
management messages exchanged during the handover is proposed. The WiMAX standard
assumes that those messages are exchanged securely, without specifying a concrete security
mechanism. A couple of research papers have proposed schemes to protect these messages.
However, they are not robust against various security attacks, which will be reviewed
comparatively with our proposed security scheme. Second, a method to optimize the handover
procedure is proposed to speed up the handover. That is, using a timestamp as a nonce in our
proposed security scheme, it is shown that the number of the management messages associated
with security can be reduced. Third, a case of a compromised BS is considered in this paper. If
a BS is compromised, then the radio link with the BS can be eavesdropped, which is
unavoidable. Furthermore, the compromised BS can be used to hijack or redirect a victim
MS’s session with a normal BS to the compromised BS. A concept of handover ticket is
proposed to defend against those security attacks arising from a compromised BS. This paper
is organized as follows. Section 2 introduces the security issues in the Mobile WiMAX
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handover as well as a background on the Mobile WiMAX and Mobile WiMAX handover. In
Section 3, a new security scheme for achieving a secure Mobile WiMAX handover is
proposed as well as a method to optimize the handover protocol in terms of performance.
Security analysis on the proposed security scheme is given and a comparative analysis with
previous security schemes is also provided in Section 4. Finally, the concluding remarks are
given in Section 5.

2. Security in Mobile WiMAX and Previous Works

Fig. 1 shows the Access Service Network (ASN) architecture developed by WiMAX Forum
[2], where one or more base stations (BSs) are controlled by an ASN Gateway (G/W). There
are two important functional entities in the ASN architecture, one of which is an Authenticator
that provides key management and AAA client functionality. The other is Anchor DP (Data
Path) acting as a layer 2 traffic aggregation point within an ASN. The BS is responsible for
providing the air interface to the mobile station (MS), and cooperates with the ASN G/W to
provide an ASN-anchored mobility to the MS. There are two deployment models: the
Integrated deployment model and Standalone deployment model. In the Integrated
deployment model, the Authenticator is co-located with the BS, while the Authenticator is
within the ASN G/W in the Standard deployment model, as is shown in Fig. 1.

2.1 Authorization Protocol in Mobile WiMAX

The security of the network access in Mobile WiMAX is done with respect to PKM (Privacy
Key Management) protocol whose main purpose is mutual authentication and key derivation.
The current version of the PKM protocol is PKMv2, where most security weaknesses
[10][11][12][13][14][15] found in the previous version, PKMv1, have been eliminated. The
PKMv2 supports two modes of authentication: RSA-based authentication and EAP-based
authentication. Since it is more likely that EAP will become the de facto authentication
method for Mobile WIMAX access control, it is assumed that the security of the initial
network access and the handover are based on the PKMv2’s EAP-based authentication and
associated key derivation.

@ EAP Authentication @ EAP Authentication

ASNG'W e AAA ASN G'W > AAA
+ +— DMK —
| l @Ik Neighboring BSs e © AK Context Retrieval
® HO
............... BS; BS; BS; BS;
@ TEK 3-way . @ TEK 3-way ‘
Handshake i @ Network Re-entry Handshake : © Network Re-entry
X. v
Oy O
(a) Integrated Model (b) Standalone Model

Fig. 1. ASN Architecture of Mobile WiMAX

When an MS first enters the Mobile WiMAX network through BS, as shown in Fig. 1-(a), the
MS performs an EAP authentication (@) with the AAA server via BS,. After a successful
authentication, an MSK (Master Session Key) is shared between the MS and AAA, and is
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securely delivered to BS, (@, more precisely the Authenticator in BSy). After deriving a PMK
(Pairwise Master Key) by truncating the MSK to 160 bits, both the MS and BS, compute an
authorization key AK, from the PMK. The generation process is as follows:

B PMK = Truncate (MSK, 160)
B AK;=DOT16KDF (PMK, MS, BS;, “AK”, 160), where j=0, 1,2, .... (1)

On the other hand, in the Standalone model of Fig. 1-(b), after a successful authentication, the
MSK is securely delivered to the ASN G/W (@, the Authenticator in the ASN G/W).
Subsequently, the ASN G/W transports the authorization key AK, to BS, (®).

The Dot16KDF algorithm is a counter mode construction that may be used to derive an
arbitrary amount of keying material from the source keying material. MS and BS; denote the
Layer 2 addresses of MS and BS;, respectively. Based on AK,, a mutual authentication and key
exchange (TEK 3-way Handshake) are performed between the MS and BS to share a common
TEK (Traffic Encryption Key) to secure the data transfer between them. TEK, generated by
BS, is transported to the MN after being encrypted with AKG,.

2.2 Secure Handover in Mobile WiIMAX

When an MS handover occurs from a serving BS (BSy) to a target BS (BS;) as shown in Fig.
1-(a), a Network Re-entry consisting of several steps (Ranging, Authorization, ... ) should be
performed between the MS and BS;, where the Authorization procedure includes the EAP
authentication and TEK 3-way Handshake. Since there is no pre-established security
association between the MS and BS;, the MS should perform another full EAP authentication
with the AAA server to be connected with the target BS (BS;), which induces a long delay.
Therefore, to skip the time-consuming EAP authentication, IEEE 802.16e [1] introduces a
Handoff Optimization (HO), which allows an old AK (AK,) to be reused with the target BS.
Namely, BS, delivers it to BS;. However, HO does not guarantee a perfect forward secrecy,
which means that if AKq is compromised before handover, then the wireless link between the
MS and target BS is also compromised.

To speed up the Authorization procedure during the Mobile WiMAX handover and to
guarantee the perfect forward secrecy, a proactive key distribution scheme has been proposed
[3][8][9]. As a result of a successful EAP authentication between the MS and AAA server as in
Fig. 1-(a), the MSK is generated. Then, the AAA server distributes a distinct PMK derived
from the MSK proactively to each of neighboring BSs, which will be the candidate target BSs
for the MS’s handover from the current serving BS. The generation process that is different
from (1) is as follows:

B PMK; = DOT16KDF (MSK, MS, BS;, “AK”, 160), where j =0, 1, 2, ...
B AK; = Truncate (PMK;, 160) 2

Namely, while BS; is the serving BS for the MS in Fig. 1-(a), PMK; and PMK; are distributed
to BS; and BS,, respectively, by the AAA server. When the MS starts a handover from BS, to
BS;, the MS and BS; can perform the TEK 3-way Handshake based on PMK; without
performing another full EAP authentication.

On the other hand, when an MS handover occurs from a serving BS (BSy) to a target BS
(BS,) as shown in Fig. 1-(b), the BS; performs an AK Context Retrieval procedure with the
ASN G/W to request a new AK (AK,) to be shared with the MS, which is generated using (1).
Based on AKy, the MS can perform the TEK 3-way Handshake with BS; as a part of the
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Network Re-entry procedure. A full handover protocol under the Standalone model is more
complex than it is shown in Fig. 1-(b), which will be presented in more detail in Section 3
when our security scheme is proposed. The Mobile WiMAX standard [1][2] assumes that all
the management messages associated with handover are protected in terms of secrecy and
integrity. However, no security schemes associated with it are defined within the standard. A
couple of security schemes [7][9] have been proposed for the purpose of protecting the
handover-related messages. Both schemes are based on the public-key encryption and digital
signature to protect the messages. However, a mutual authentication between two network
entities is not provided in both schemes due to the improper design of security schemes.
Therefore, they are susceptible to various security attacks. The security weaknesses of those
schemes are more elaborated in Section 4.

3. A New Security Scheme for Handover based on Handover Ticket

A security scheme under the Standalone model is proposed to protect the management
messages associated with handover, which is also secure against various security attacks
against the previous security schemes. In the following, +Kyx and —Kx denote a pair of public
and private keys of X, where X can be MS (M), ASN G/W (A), or BS ( X =0, 1 for BS, and
BS1). Nx and T are a random number and a timestamp generated by X, respectively. [ m ]k is
a symmetric encryption of m using a secret key K. While [ m ].«, denotes the encryption of m

with the public key +Kx, Sig(—K) is a digital signature based on the signing private key —Kx
covering all preceding fields. MAC(K) is the message authentication code computed over all
preceding fields of a message using a symmetric key K.

3.1 Assumptions and Design Principles

First, it is assumed there is a pre-established security association between the MS and the AAA
server, based on which the MS is initially allowed to enter the Mobile WiMAX network and a
key hierarchy is also established as in (1). On subscription to the Mobile WiMAX service, the
MS is provided with its own credential to authenticate itself to the network. The credential is
shared secret between the MS and the Mobile WiMAX service provider. Since the service
provider stores the subscriber’s credential in the AAA server, it is reasonable to assume that
there is a pre-established security association between the MS and the AAA server. Second,
for the purpose of securing the management messages during the handover, it is also assumed
that the network entities such as BSs and the ASN G/W are configured to possess their own
public-key certificates when initially being deployed in the Mobile WiMAX network.
However, the certificates are not directly used to protect the handover messages. Instead, they
are used to generate a pairwise long-term symmetric key between any two network entities
when an authentication domain is established for the first time within the Mobile WiMAX
network. An access service network (ASN) in Fig. 1 becomes an Authentication Domain when
security associations between any two BSs or between a BS and ASN G/W are established.
Third, instead of random numbers, timestamps are employed by our proposed scheme to
guarantee the freshness of each handover message. In Mobile WiMAX, the timestamp
representing a transmission time of a handover message has been already employed to allow
the receiving network entity to estimate the message propagation delay. Therefore, it can also
be used for our security purpose. Nonetheless, strict time synchronization between two
network entities is not required for security since the timestamp is more like a sequence
number in our proposed scheme. Forth, it is also assumed that an attacker cannot access or
modify the secret information and timestamp values in the neighbor caches of the MS and BSs.
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3.2 Handover Procedure under Standalone Model

Under the Standalone model, a handover from a serving BS to a target BS consists of two
phases as shown in Fig. 2 [2]: Handover Preparation phase and Handover Action phase. A
MS can initiate the handover by transmitting a MOB-MSHO-REQ message. If the serving
BS (BSy) receives the MOB-MSHO-REQ), then it sends a HO-REQ message containing the
MS information to one or more candidate target BSs (BSy, BS,, BS3) neighboring BS, over the
backbone network, to notify that the MS intends to handover. If the serving BS (BS,) receives
the HO-RSP messages from the candidate target BSs, then it informs the MS of the selected
target BSs by sending the MOB-BSHO-RSP. The Handover Action phase begins when the
MS receives the MOB-BSHO-RSP. The MS chooses a final target BS (BS;) and sends a
MOB-HO-IND message to notify the serving BS of the final decision. Then, the HO-CNF
and HO-ACK messages are exchanged between the serving BS (BS,) and target BS (BS;) to
confirm the MS’s decision. The connection of the serving BS with the MS is now terminated.
In order to re-connect with the target BS (BS;), another full EAP authentication should be
performed between the MS and AAA server via the BS;.

Handover Preparation Phase Neighboring BSs

@ MOB-MSHO-REQ @ HO-REQ [ BS,

i@LiOB-BSHO-RSP - @ HO-RSP BS; [e—

___________________ i IR @ CTRPT

[
[
1
1

e — e BS,
i @ MOB-HO-IND & HO-CNF /HO-ACK 1\

L

—| ASN Gatew ay

@ FENG-REQ/RNG-RSP @ DPF REG-REQ/REG-RSP

@ TEK 3-way Handshake

Network Re-entry
Fig. 2. Handover Procedure under the Standalone Model

However, since it induces a long latency to hinder a smooth handover, the WiMAX Forum
introduces a Context Retrieval procedure between the target BS and ASN G/W. Since the
MSK/PMK shared with the MS is stored in the Authenticator within the ASN G/W, the target
BS (BS;) can obtain an authorization key AK; computed from PMK as in (1), directly from the
ASN G/W using the Context Retrieval procedure (CTX-REQ / CTX-RPT messages); it can
be carried out during Handover Preparation phase. When Handover Preparation and
Handover Action phases are finished, the Network Re-entry starts with a Ranging procedure
(RNG-REQ and RNG-RSP messages are exchanged between them). The Ranging process is
required to adjust all PHY parameters for the wireless link. Subsequently, a TEK 3-way
Handshake can be performed based on the authorization key AK; shared between them. If the
MS is successfully connected with BS;, then BS; exchanges a Data Path (DP) REG-REQ
and REG-RSP messages with ASN G/W to switch the data traffic for the MS from BS, to BS;.

3.3 Bootstrapping Security in Authentication Domain

An Authentication Domain is logically defined in the Access Service Network (ASN)
consisting of ASN G/W and one or more BSs (BS;,j =0, 1, 2, ..., n-1), as is shown in Fig. 1,
when security associations among the network entities are established. ASN G/W plays a role
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of security controller in the Authentication Domain. When BSs are deployed in ASN for the
first time, they perform the “one-time” Authentication Domain Registration procedure with
ASN G/W to establish security associations (long-term symmetric keys) with other network
entities. Eventually, the long-term symmetric keys can be used to protect the management
messages associated with the handover in Fig. 2, which will be explained in Section 3.4.

ASN G/W is initially configured with a pair of its own public and private keys, (+Ka, —Ka),
and the public keys of BSs, +K;. Each BS; is also configured with a pair of its own public and
private keys, (+K;j, —K;), and the public key of ASN G/W, +K,. Neighbor_BS (BS;) denotes a
set of candidate target BSs that the MS can handover from the current serving BS;.
Neighbor_Key (BS;) is defined as a set of long-term symmetric keys that the BS; shares with
each neighboring BS. When an Authentication Domain Registration procedure starts, each BS;
and ASN G/W generate personal keys K; and Ka, respectively, and Neighbor_Key (BS)) is
computed as follows:

B Neighbor_Key (BS))
B = {Ki|Ki=prf (K K BS;, BS,) and BS, € Neighbor_BS (BS)) }. 3)

Each BS; also shares a distinct long-term symmetric key Kja with the ASN G/W. Namely, Kja
= prf (K;, Ka, BS;, ASN G/W), where prf () is a pseudo-random function. For example, suppose
K| is the personal key of BS; for j =0, 1, ..., 5. If Neighbor_BS (BS,) = {BS,, BS,, BS3} and
N6|ghb0r_BS (le) = {BSo, BS4, BS5}, then Neighbor_Key (BSo) = {KOlv Koz, Kog} and
NEighbor_Key (BSl) = {K10, Kia, KlS}; where K01 = KlO-

When establishing an Authentication Domain, each BS; registers itself with ASN G/W by
sending the following Registration_Request message.

B For each BS;wherej=0,1,2, ...
| BS; generates a random personal key K; and a timestamp T;.
B BS;= G/W: Registration_Request { Tj, [Ki]+k,, Sig (-K)) }

When receiving the Registration_Request message, ASN G/W responds with the following
Registration_Response message.

B ASN G/W generates a random personal key Ka.

B Foreach BSjwherej=0,1,2, ...

B ASN G/W computes Neighbor_Keys (BS;) and Kja, and generates a timestamp Ta.

B BSj < G/W: Registration_Response {Ta, [Kja, Neighbor_Keys (BS;)].«;, Sig (—Ka) }

Each BS; maintains a neighbor cache consisting of | Neighbor_BS (BS;) | + 1 entries. Each
entry is 3-tuple (ASN G/W, Kja, Ta) or (BS,, Kjx, Tx), where BS, € Neighbor_BS (BS;) and Kj,
€ Neighbor_Key (BS)). Ty is a timestamp generated by each neighboring BS, and sent to BS;.
After the Authentication Domain Registration procedure is finished, the neighbor cache of BS;
is initialized as (BS,, Kjx, Tx = 0) and (ASN G/W, Kja, Ta). The reason why T, = 0 is that there
was no message exchange between two BSs during the Authentication Domain Registration
procedure. ASN G/W also maintains a neighbor cache consisting of n entries, each of which is
forBS;,j=0,1, 2, ..., n-1. Each entry is also 3-tuple (BS;, Kja, Tj). Fig. 3 shows the neighbor
caches of BS; and ASN G/W after finishing the Authentication Domain Registration
procedure.



KSII TRANSACTIONS ON INTERNET AND INFORMATION SYSTEMS VOL. 5, NO. 11, November 2011 2211
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Fig. 3. Neighbor Caches of BS and ASN G/W

Once the Authentication Domain is established, the neighbor caches of the BS; and ASN G/W
are padded with the entries of MSs whenever they join the Mobile WiIMAX network. As a
result of the successful EAP authentication of an MS with the AAA server via BS;, entries for
the MS, (MS, AK;, Ty = 0), and (MS, BS;, MSK, PMK;, Ty = 0) are inserted into the neighbor
caches of BS; and ASN G/W, respectively.

3.4 Secure Handover Scheme

Based on the long-term symmetric keys shared between network entities, the management
messages during the handover can be protected. Unlike previous security schemes [7][9] using
random numbers, our proposed security scheme employs timestamps to guarantee the
freshness of handover messages. As mentioned in 3.3.2, each BS; and ASN G/W maintains
their own neighbor caches to store the previous timestamps received from other network
entities. The MS also maintains its own neighbor cache for such purpose. To simplify the
notations, we assumed that each timestamp included in the handover message is distinct even
though its notation is identical, which means Ty, in @ and Ty in ® are distinct (T, in @ < Ty in
®). As in Table 1, each message is integrity-protected by the MAC (Message Authentication
Code) is computed using the shared symmetric key. Each protocol message has several
inherent Information Element (1E) fields described in [1][2]. However, since most of them are
not related to security, they are excluded for explanation simplicity. Instead, only the
security-related fields are shown in each message.

In Table 1, the handover messages of ©, @, and ® are protected with AKg, which is an
authorization key derived from a previous handover or an initial EAP authentication with the
AAA server. On the other hand, BS, and BS; share a long-term symmetric key Ky, based on
which a session key SKo; = prf (To, Koi) is computed and used to protect the handover
messages of @, @, and ®. During the Handover Preparation phase, when BS, receives the
MOB-MSHO-REQ, it sends a HO-REQ message containing the MS information to one or
more candidate target BSs neighboring BS, over the backbone network to notify that the MS
intends to handover as explained in Section 3.2. Namely, {®, @, @, ® } are repeated for each
BS; € Neighbor_BS(BS,). The list of candidate target BSs are prepared by the MS through a
scanning process and included in the MOB-MSHO-REQ message. During the Handover
Action phase, the MS chooses one of them as a final target BS (BS; in Fig. 2 and Table 1).
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Table 1. Security Scheme for Handover Messages

Handover Message Security Fields
@ | MS=BS§, MOB-MSHO-REQ | T HT, MAC(AKy)
HT=[ Tas. MS, Neighbor BS(BSy), MAC(SKna) ]
(@ BS,=BS, |HO-REQ To, HT, MAC(SKyy)
- © | BS=G/W | CTX-REQ T, HT, MAC(SK,2)
& g
e
% ® | GGW=BS; | CTX-RPT T [ masked AK,]sx,, , MAC(SK:s) g%
sz
gl < PMK,;= DOTI6KDF (MSK, Ty, MS, BS,, “AK”, 160) > ',_'E &
3 AK, = Truncate (PMK, 160) T o
,%o SKnia = prf (T, MSK)
% Mask;=prf(BS;, SKy1a)
e masked AK,= AK;® Mask;
& ® [ BS,=BS, | HO-RSP T, MAC(SKy,)
\
@ | BSy= MS MOB-MSHO-RSP | Ty, MAC(AKY) j
® | MS= BS; MOB-HO-IND T, Masky, MAC(AKy) ™~
® | BS;=>BS, | HO-CNF To, Mask;, MAC(SKo;) g
S g
® | BS;=BS, | HO-ACK Ty, MAC(SKy) it
o -
AK, = masked AK, ® Mask,
/
@ | MS=BS; | RNG-REQ Ty, MAC(AK,) o
-
- 8 £
© | BS;=>MS | RNG-RSP Ty, MAC(AK,) -
MS < BS, TEK 3-way Handshake (canbe omitted: see Section 3.5) Z
-
® | BS;>G/W | DP REG-REQ Ty, MAC(SKyy)
@ | GGW=DBS; | DPREG-RSP T, MAC(SKy)

When each handover message in Table 1 is received, it is processed according to Algorithm
1. Suppose handover-message { T, ..., MAC(SK) } is sent from X to Y and neighbor_cache of
Y contains an entry for X, ( X, K, stored_T ), where if X or Y is MS, then K = AK. When Y
receives the handover message, it is processed as follows:

[Algorithm. 1: Procedure for processing a received handover message]

W If T <stored_T, then drop the message silently;
B IfX=MSorY=MS, * compute a session key SK */
then SK « AK /* AK is already a session key between MS and BS */
else SK « prf (T, K); /* compute a session key SK using a long-term symmetric key K */
B Using SK, compute a MAC value, computed_MAC(SK);
M If MAC(SK) = computed_ MAC(SK),
then drop the message silently;

M stored T« T; /* replace the timestamp in the neighbor cache by the one in the message. */

For example, when receiving a HO-REQ message, BS; first checks if T, in the message is
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greater than the one in its neighbor cache. If successful, then BS; computes the same SKy; = prf
(To, Koi) and verifies the correctness of the MAC value. Next, the timestamp in the neighbor
cache is replaced by Ty, in the message. As a response to the message, BS; sends a HO-RSP
message that contains T; and the corresponding MAC value.

Now, we concentrate on two items, “HT” and “masked_AK;”, passed during the handover.
The HT (Handover Token) generated by the MS is used to notify the ASN G/W that the
handover is actually triggered by the MS itself, not any other network entity. is the ability to
combat a compromised BS attack is a useful functionality, which will be more elaborated in
Section 4.5.

B HT = [Ty, MS, Neighbor_BS(BSo), MAC(SKwa)] 4)

The meaning of HT is that the MS intents to handover from BS, to one of
Neighbor_BS(BSy). It is authenticated with a session key SKya = prf (Ty, MSK) derived from
MSK shared with the ASN G/W. When HT is finally delivered to the ASN G/W through the
CXT-REQ message, HT is verified after checking the timpetamp and MAC value of the
CXT-REQ message. Upon successful verification of both of them, ASN G/W computes AK;
for BS;. The generation process, which is different from (1) and (2), is as follows:

B PMK; = DOT16KDF (MSK, Ty, MS, BS;, “AK”, 160)
B AK; = Truncate (PMK;, 160) 5)

However, unlike Mobile WiMAX standard [2] and previous schemes [7, 9], masked_AK; (=
AK; @ Mask;) is sent to BS; instead of AK;, where Mask; = prf (BS;, SKya). The reason for
masking AK; with Mask; is that if BS; is not chosen as a final target BS, then AK| needs not to
be known to BS;. On the other hand, if it is chosen, then the mask will be removed during the
Handover Action phase. Namely, when the MS decides to handover to BS,, the
MOB-HO-IND message contains Mask; to obtain AK; (= masked AK; ® Mask;) as in Table 1.
Subsequently, based on AKy, the MS and BS; can perform a TEK 3-way Handshake. When the
Network Re-entry procedure is successfully finished, BS; exchanges Data Path (DP)
REG-REQ and REG-RSP messages with the ASN G/W to switch the data traffic for the MS
from BS, to BS;. Unless these messages are properly protected, an attacker can redirect data
traffic for a victim MS to another BS.

3.5 Combining Ranging Process with TEK 3-way Handshake

As a part of Network Re-entry procedure, Ranging and TEK 3-way Handshake are
subsequently performed between the MS and new BS;. The following is a simplified version
of the TEK 3-way Handshake (T3H) [1]:

B BS,= MS: T3H1{ Ny, ..., MAC(AK,) }
B MS= BS, : T3H2{ Ny, Ny, ..., MAC(AK))}
| BSl = MS: T3H3{ NM, Nlr veey [TEKl, ]AKl’ MAC(AK]_) } (6)

TEK 3-way Handshake is for achieving mutual authentication between the MS and BS; based
on an authorization key AK;. It also establishes a new TEK (TEK,) to protect the data traffic
between them, namely BS; generates and transports an encrypted TEK; tothe MS. Owing to
two security fields in the RNG-REQ and RNG-RSP messages in Table 1, a function of TEK
3-way Handshake can be integrated into the Ranging process so that TEK 3-way Handshake
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can be omitted. When receiving the RNG-REQ message, the BS; checks whether Ty, is valid
and whether the MAC value is correct using AK;. If the verification is successful, then the BS;
can authenticate the MS. On the other hand, when receiving the RNG-RSP message, the MS
does the same verification as BS; did, and can authenticate BS;. Finally, a new TEK can be
derived as follows:

B TEK, = prf (AKy, MS, BSy, Tw, T1) ()

During the TEK 3-way Handshake in (6), a TEK is encrypted and transported by BS; to the MS.
However, generating a session key unilaterally by one party is usually recognized as insecure
[10]. Therefore, the TEK is derived from values contributed by both parties as in (7).

4. Security Analysis and Comparisons

In this Section, our proposed scheme is comparatively analyzed with two previous schemes
[7119] in terms of security. After the security weaknesses of [7][9] are pointed out, it is shown
that such weaknesses are not found in our proposed scheme.

4.1 Nonce and Replay Attack

If arandom number is used to guarantee the freshness of a certain message, then it should work
in a challenge-response way. In [7], random numbers, N; and Na, are employed for the
freshness of the CXT-REQ and CXT-RPT messages as follows:

W BS, = G/W: CXT-REQ { [ N ], Sig(Ky) }
B G/W= le : CXT-RPT { [ ceey Nlr NA]+K11 Slg(—KA) } (8)

It is assumed that BS; and ASN G/W know each other’s public key, +Ka and +Kj, respectively.
The random number N, in the CXT-REQ message is a kind of challenge value to ASN G/W.
Since it is included as a response value in the CXT-RPT message, BS; can verify the
freshness of the CXT-RPT message. However, ASN G/W cannot verify whether or not the
CXT-REQ message is replayed. In order for ASN G/W to verify it, Na generated by the ASN
G/W should be included in the CXT-REQ message. So, it is not feasible to guarantee the
freshness of both messages without introducing an additional message when random numbers
are used. There are two methods to remedy this problem. First, the ASN G/W keeps a list of all
N;‘s generated and sent by BS;. When receiving N;, ASN G/W first checks if it can be found in
the list. If it is not found, then it can be considered as a fresh N; and can continue the protocol.
However, keeping a list of all N; ‘s sent by BS; is a big burden on ASN G/W and is not possible
in some cases. Second, the timestamp can be used as in our proposed scheme.

| lez> G/W : CXT‘REQ { T]_, ceey MAC(SKlA) }
B G/W= BS, : CXT-RPT { Ta, ..., MAC(SK1») } 9)

When receiving each message, the timestamp is first verified as to whether or not it is greater
than the one in the neighbor cache. Namely, the freshness of the message is guaranteed by the
freshness of the timestamp. Furthermore, the correct MAC value verifies whether or not the
message is sent from the legitimate entity. Our scheme does not store all received timestamps,
but a single timestamp is received previously.
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4.2 Mutual Authentication and Man-In-The-Middle Attack

When a handover message is exchanged, mutual authentication based on an established
security association should be performed between a sender and a receiver to defend against
Man-In-The Middle or rogue BS attacks. In [9], a security association between them is
established on the fly as follows:

| BSO = BSl: HO'REQ { No}

W BS,— G/W : CXT-REQ { [ SK Lk, T: }

B G/W= BS,: CXT-RPT{ [ ..., AKoJs }

| BS, = BSO: HO-RSP { [ No, ]AKO } (10)

It is assumed that BS; knows a public key +K, of ASN G/W in advance and there is no security
association between BS, and BS;. AKj is an authorization key shared between the MS and BS,,
which is also known to ASN G/W. By exchanging CXT-REQ and CXT-RPT messages, BS;
and ASN G/W share a session key KS generated by BS;, while BS; and BS, share AK,. As a
response to the challenge No, BS; sends encrypted Nq to BS,. However, there is a fatal design
flaw in [9]. ASN G/W cannot verify whether or not the CXT-REQ message is sent from the
legitimate BS; since anyone can prepare and send the message using ASN G/W’s public key
+Ka. Namely, there is no mutual authentication between them. Suppose a rogue BS (BSR)
receives the HO-REQ message. Then, BSg impersonating legitimate BS; exchanges
CXT-REQ and CXT-RPT messages with ASN G/W, and finally obtains AK,. So, BSg can
respond to the challenge from BS,. On the other hand, in our proposed scheme, each pair of
messages is mutually authenticated as verified in (9) so that a MITM attack is infeasible.

4.3 Uncontrolled Handover and Session Hijacking Attack

Through a Context Retrieval procedure, an authorization key AK to be shared with an MS is
distributed to a target BS. Therefore, if an attacker (A) can forge a CXT_REQ message, then
the authorization key can be retrieved and exploited to mount a Session Hijacking attack.
Suppose a victim MS is being serviced through BS;and an attacker within a service area of BS;
tries to hijack a connection with the MS, where i #j.

B A (BS) = G/W : CXT-REQ
W G/W = A (BS) : CXT-RPT{....AK, ... } (11)

First, the attacker disguising a legitimate BS; sends a forged CXT_REQ message to ASN
G/W and obtains AKjas in (11). The attacker now tries to re-connect with BS;. Under a normal
handover procedure, the attacker’s network re-entry attempt is blocked by BS; since BS; did
not participate in any handover procedure so that it does not have the victim handover context
of a MS. However, the Mobile WiMAX standard [2] allows a MS to perform an uncontrolled
(unprepared) handover, which occurs when the MS tries to re-enter a target BS that did not
participate in the normal Handover Preparation and Action phase. That is, the MS can start a
Ranging process with the target BS without sending © and ® as in Fig. 2. This may occur due
to suboptimal radio planning conditions. Therefore, the attacker can successfully re-connect
with BS; since it has already obtained AK;. To defend against this attack, the message should
be properly authenticated and the AK delivered to BS; should also be encrypted. The security
scheme proposed in [9] is not secure against this kind of Session Hijacking attack. As can be
seen in (10), since the CXT-REQ message is not authenticated by ASN G/W, the attacker can
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forge the CXT-REQ message and can obtain AK. On the other hand, in our proposed scheme,
a CXT-REQ message is authenticated based on a long-term symmetric key and timestamp, so
that the Session Hijacking attack cannot affect our security scheme.

4.4 Perfect Forward and Backward Secrecy

An authorization key AK; shared by an MS and BS; must not be reused with other BSs or MSs.
Failure to do so may result in domino effect problems, where a compromise of the key enables
an attacker to decrypt information exchanged anywhere and anytime on the network. From a
security viewpoint, the Handover Optimization (HO) introduced in the Integrated deployment
model of WiMAX Network is not secure in terms of both perfect forward secrecy (PFS) and
backward secrecy (PBS). In [9] as seen in (10), AK, shared between the MS and BS; is reused
with BS;, and it is also a security association between BSy and BS;. So, it is susceptible to the
domino effect.

Suppose BS;; is the target BS of an MS handover at the i-th handover, where BS; is an initial

serving BS. Let AK; and AK;, be the authorization keys of the MS shared with the BS; and
BS,—y, respectively, where x  y. Since the authorization keys are used to encrypt the TEKSs, AKj
and Aij should be cryptographically independent. That is, even though one of them is

accidentally exposed to an attacker, it should be infeasible to derive the other from the exposed
one. If BS; is the target BS, then BS; can obtain the authorization key AK; from ASN G/W

through the Context Retrieval procedure. In this case, to guarantee the cryptographic key
independence, AK; should be derived from PMK; which is higher than AK; in the key

hierarchy, as in (1) and (2). A previous scheme proposed in [7] generates the authorization key
in this way. However, suppose BS; = BSJ-y, where x <y, which means the MS revisits the same

BS as it did previously. Therefore, AK; = AKJ-y if the key generation process in (1) or (2) is used.

In this case, the perfect forward and backward secrecy is not guaranteed. In order to solve this
problem in our proposed scheme, the authorization key is derived as in (5). That is, the
timestamp is included to derive PMK, based on which AK is generated. Therefore, even
though the MS revisits the same BS multiple times, the authorization key with the BS is
distinct at every visit.

4.5 Compromised BS and Redirection Attack

If a BS is compromised, namely its neighbor cache is exposed to an attacker, then the
communication link between the MS and the compromised BS can be eavesdropped. During a
Context Retrieval procedure, ASN G/W sends an authorization key to the target BS, which
will be shared with the MS and target BS. Since the authorization key is encrypted with the
session key derived from the long-term symmetric key known to both ASN G/W and target BS,
the authorization key is revealed to the attacker if the target BS is compromised. This is an
unavoidable threat when the neighbor cache is exposed.

On the other hand, another threat resulting from the compromised BS is to redirect all the
MS traffic to the compromised BS. Suppose BSc¢ is a compromised BS whose neighbor cache
is exposed to an attacker (A) and MS; for i =1, 2, ..., are the victim MSs currently being
serviced through BS; different from BSc. Both BS¢ and BS; are under identical Authentication
Domain controlled by an ASN G/W. The attacker disguising BSc sends the following
messages to ASN G/W, which are intended for requesting ASN G/W to switch the data traffic
for the victim MS; from BS; toward BSc.
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B For each MS; wherei=0,1, 2, ...
B A (BSc) = G/W : DP REG-REQ { MS;, BS;, BSc, Nonce, MAC(SKc,) } (12)

KSca is a session key derived from both Nonce and a compromised long-term symmetric key.

Since the message is successfully authenticated by ASN G/W, the message is processed by the
ASN G/W so that all data traffic of MS; is redirected from BS; toward BSc, as shown in Fig. 4.

J—— —— ASN Gateway
A | 2 i
Attacker | ool : b
2" - | > :

L BSc J: __________________

B

Fig.4. Redirection Attack

Data traffic for MS

However, in our proposed scheme, the Handover Ticket is used and verified by ASN G/W.
The attacker cannot forge a valid HT in (4) since it does not know the common secret between
the MS and ASN G/W. Therefore, the redirection attack is not feasible in our proposed
scheme.

4.6 Security and Performance Comparisons

The result of comparing our proposed scheme with the previous schemes [7][9] is shown in
Table 2 in terms of several security attacks. The reason for selecting [7] and [9] for
comparison is that they have been designed under the same model of ASN architecture
(Standalone Model) similarly to our proposed scheme. On the other hand, other security
schemes such as [5][6][8] have been designed under the Integrated Model and have not
specified a detailed security protocol to be analyzed with the security attacks listed in Table 2.

Table 2. Security Comparisons

Types of Security

Attacks [7] [9] Proposed scheme
Insecure Insecure Secure

Replay Attack (random number used) ( random number used) (Timestamp used)

PFS/PBS (Type 1) Secure Insecure Secure

PFS/PBS (Type 2) Insecure Insecure Secure

Session Hijacking Secure Insecure (with Secure

Attack uncontrolled handover)

Redirection Attack Insecure Insecure Secure

(compromised BS) (with Handover Ticket)

Man-In-The-Middle | Secure Insecure (no Secure

Attack (mutual authentication) mutual authentication) (mutual authentication)

The PBS/PFS is classified into 2 types. Type 1 is the one in case the MS does not visit the
same BS as it had previously, while Type 2 is the one in case the MS might visit the BS
previously visited. If AK and PMK are derived based on a key hierarchy as in (1), (2), and (5),
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then Type 1 is satisfied. However, in case of Type 2, PMK should be derived based on a key
hierarchy as well as a timestamp as in (5). Only our proposed scheme satisfies both types of
PBS/PFS. When the controlled handover is supported by the Mobile WiMAX network, the
security scheme in [9] is not secure against a Session Hijacking attack. Finally, even though a
BS is compromised, our proposed scheme is robust against a redirection attack owing to the
Handover Ticket.

Table 3 shows each of the security schemes proposed for the standard Mobile WiMAX
handover protocol. Each of them including ours has only security functionalities embedded
into each of the handover messages. No messages have been supplemented for the purpose of
security other than the standard handover messages in Fig. 2. Our proposed scheme protects
each of the handover messages in Table 3, while [7][9] protect a part of them, which is also a
source of security attack. The handover messages @, @, @, and @ should be sent to each of
the neighboring BSs of BS, even though they are shown to be sent only to BS; in [7][9]. For
the comparison of cryptographic operations, the handover messages ©, @, @, and ® are
considered, since they are commonly protected by each of three security schemes. In [7], four
public-key encryptions and four digital signature operations are needed to protect the
handover messages. In [9], one public-key operation, three digital signature verification
operations, and two symmetric-key operations are required. Five hash operations and one
symmetric-key operation are required in our proposed scheme. Therefore, our scheme is
computationally more efficient than [7][9]. On the other hand, our scheme requires a
bootstrapping procedure to configure an authentication domain. It is to establish security
associations between AUTH in ASN G/W and BSs. However, the bootstrapping procedure is
performed only once when the Mobile WiMAX network is deployed for the first time. It is a
kind of initialization procedure. So, it does not affect the handover performance after the
Mobile WiMAX service starts. If an authentication domain consists several BSs, only 2
messages are exchanged between AUTH and each of BSs, where one public-key and one
digital signature operation is required for each message.

Table 3. Comparison of Three Secure Handover Schemes

[7] [9] Proposed Scheme
@ | Not defined Not defined Twm, HT, MAC(AKo)
@ [ [Noliky, Sig(Ko) No To, HT, MAC(SKo)
© | [Nilikn Sig(-Ky) [ KTk To, Cert T;, HT, MAC(SK;n)
@ | [+Ky, PMKy, Naliky, Sig(-Ka) | [AKq] «, Cert Ta, [ masked_AK; Jsk; 5 » MAC(SKia)
® | [ N1 Jikpgr No, Sig(=Ka) [ No, Cert Jak, Ti, MAC(SKqi)
@ | [ N1y No Not defined To, MAC(AK)
® | Not defined Not defined T, Mask;, MAC(AKo)
® | Not defined MAC (AK,) To, Mask;, MAC(SKo,)
® | Not defined MAC (AKq) T1, MAC(SKq1)

5. Conclusion

A new security scheme for the Mobile WiMAX handover has been proposed in this paper. A
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fundamental framework of the proposed security scheme is provided through bootstrapping
security in an authentication domain under the ASN architecture. Based on the established
security associations among network entities, the management messages exchanged during the
handover can be protected from various security attacks. Especially, timestamps have been
employed for the freshness of the messages in the proposed security scheme, unlike previous
security schemes using random numbers. As a result, it has been shown that our proposed
security design can be greatly simplified as well as enhance security. Furthermore, a concept
of handover ticket has been introduced to defend against security attacks arising from the
compromised BS. To the best of our knowledge, this is the first attempt to design a security
scheme against a BS compromised attack.
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