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Monitoring system for packet analysis on Wi-Fi
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Abstract

Many technologies for wireless internet are increasing as more and more laptop computers, net
books, smart phone and other terminals, which provide wireless network, are created. IEEE
802.11 is computer wireless network technology that used in small area, called wireless LAN or
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Wi-Fi.
computer communication
maintained by the

IEEE 80211 is a set of standards for implementing wireless local area network
in the 24, 36 and 5 GHz frequency bands.

I[EEE LAN/MAN Standards Committee

(WLAN)
They are created and

(IEEE 802). AP (Access Point) is

installed at cafes and public places providing wireless environment. It is more convenient to use

wireless internet, however, It can be seen easily around us and possible to communicate with AP.

IEEE 80211 has many vulnerability,

such as packet manipulation and

information  disclosure, so

we should pay more attention when using IEEE 80211. Therefore this paper developing monitoring

system which can find out AP and Stations that connect with it, and capturing AP’s information to

find out wvulnerability. This paper suggests monitoring system which traffic analysis in wireless

environment.

» Keyword : Wireless Networt, IEEE 802.11, Packet Analysis, Monitoring
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Fig. 2. System Class Structure

3. Receive Packet
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& Result Print

7. Sawe Facket Data

[O2! 4] T2 ZHER AAEL ARAA Clojo{
Fig. 4. Sequence Diagram of Packet Monitoring System



Wi-Fi @714 37 £4< A BUHP AJ25 281

A9 [28 218 o] RUHH "]-’iﬂ% 1 (Main),
gl A (Parse  Packet), ZUE2IH(Print  screen),
Alo]H. Hlo]E|(Save Data), E#E #4(anal Trafﬁc)_O_
2] Y& FEeE ‘4’€ g Aok =@l

2497 BUE 2= ,Ad g2 -?-27} 3=
HRle A B2 Rl o "*74;{]‘4 g2 HZl A s FA1E o
7 HZE XE AL APZAL ZHoJA AL 52 B34
THE~THIY Eefy B4, AlojH HlolH=Z
ExFAMe FEHX 4% HARE &9 3 F= 3loH
Eﬂl-—L] EAAME 4R [P?/V“Eﬂ' A BE 5&

*ﬂol‘ﬂ dolEell e 4] A2 HE 219 HolHE &
ForH IP 71Eo2 Y ez Agdch

Maing

+ Raw Socket descriptor

parsePacket])

+ Receive Packet

printScreen( saveData()

+ Various Info. + Packet Data

analTraffic

+ Statistic Data

(T2 3] AlXE SefiA Clojoi 23
Fig. 3. System Class Diagram

2 cfolofa®

A 2AE 98 RUHY A2do] BAsRA 71 W
Az AL 44 Pk o] YEHnAL 3 Edy
4 Askzae dolelg Rk Agsie A, 4
3!

js}_&;y\-] 1:!1,]H A=A=%=1 M
o FAIE= FZl deir=
%fﬂt}. 2 “*4 27 3t

il
o o af
o

P i

IV, A|AE] =3

_ TS

1. BUEEE 2 MY 4N
A WA A3 selaE 209 4R A3 sk gue.
2 WA BUE e Edels 44 F RE A wee

A s "tk F WA Zdy gudMe Ad
BSSID(APS] MACF2)eF  SSID(APS 282}
AUTH/CIPHER(E$F3K),  DATA, BEACON(APY] A
B5E g 9tk

9] <2 5>oNE ZHo)He MACFAS A2 FHojR
AP} SSID7F BeAA|1 Qth ctil+cA] E#E o]
o] A outtxt WAL traffictxt EHNT BH9Y 5
- 71H o] AdE Tk

root@bu83: [home/buB3

oiE) ®uE) =221 EHog@ w@WE) =sSd)

root@bu83: /home/buB3# wlanconfig ath create wlandey wifi® wlapmede mon
athl C O|E|HIO| A A A
root@buBd: /hone/bu3d  fbusniff BLEEZE QIEHo|~ 84
Ab@W @ ./busniff <interfaces [<channelx]

root@buB3: /home/buB3d  /busniff athl

EEFEET B

= root@bug3: /home/bugs

oidE) =EE 22100 EHog(d wWie) =82HH)

>

cho: [p3 b
Bu's Yicelezs Packer Capture Prograsd IOQultzCtrl-Cl
AP 4y
BSSID CH SSID AUTH/CIPHER DATA BEACON
00:0¢:35:93:b5:88 1 bu RSN(WPA1/2) o 3
60:0b:55-58a2:83 10 SPW-540 (open system)/No cipher © 5
00:16: 27:58:05:17 11 unicorn (open system)/No cipher 0 9
| = [=] E =
Al£E FH BHHELS 23

Comsinmiuary ABihesias naTa

(O 5] 2LH 2= ME 3 T 2M HER3 2ol
Fig. 5. Set Monitoring Mod&&&

root@bu83; /home/bus3

o) EFE) 22l EHolg@D WE) =EH

ch:fieh
Bu's vireless Packet Capture Program! ([Quit:Ctrl-C]
[AP]

BSSID CH SSID AUTH/CIPHER DATA  BEACON
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[STA]
Station(MAC) AP(bssid) DATA P 4 At
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root@bulEd: [home/budld

HUE) BEE) =21 sojeil) wWin
[i. 96:0e:35:93.b5:881125. 158 233 11:-]" HlOo|&8 MAC =2, IP
T TIT 73T R Ta
211.234_240.225% I'la(iﬂl’l (@8.76%)
202.131.27.217 W (1.01%)
211.234.117.248 HTTP (22.47%)
168.126.63 .1 ons t0.24%)
211.58.241.156 HTTR (18.51%)
211.115.93.99 WTTP (1.52%)
211.115.93.76 HTTR (8.13%)
211.234.117.117 unknown {1.14%)
11 58 241 36 MITE 12.53%)
Grknown TI.1d%) b i
- NS (0.4a%) HETHIPE &
WTTR (38.13%)
-nateon 160208 = =p e iy
total : 1579(packets) e =
2. Be:Bc:31:63:0s: 231125, 323320
©4.233.189.100 (o.52%)
219.220.163.82 UHS (5.15%)
222.122.237.239 TR (22.68%)
74.123.11.33 HTTE (3333
210.120.128.188 Telnet 117.01%)
164.124.141. 230 FTP (6.78%)
222.122.237.240 WrTR (3.61%)
-FTP (6.76%)
~Telnet (17.81%})
- DNS 5. 15%)
WrTe (71.13%)
total : 194(packers)
31l &
Traffic.txt

[O2! 7] Trafficixt mflQ| L
Fig. 7. Treffic.txt File
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FRoME AMul=g g S2E F4 AREZ o9}

Encoding®4] 5-& #HA3] 4 & & Qir.

T00t@bUBA; /Home/buB3 =4

IRIE) BIE 27I(v) EHolW@ ®(E) ERUH

M

<head><title>Object moved</title></head>

<body><h1>0bject Moved</hl>This object may be found <a HREF="http://www.cyworld|
.com/nain2/index.asp">here</a>.</body>

w4

MAC ©0:50:21:14:¢9:35 ->00:12:p2:48:235:83

IP 192.168.0.2:46149/unknown -> 211.234.241.199:80/HTTP [tcp] R

E| [@RQVEP1I0 741 Data

GET / HTTP/1.1°M

Host: www.cyworld.com™M

User-Agent: Mozilla/5.0 (X11; U; Linux 1686; en-US; rv:1.8.1.13) Gecko/20061201
Firefox/2.0.0.13 (Ubuntu-feisty)™M

Accept: text/xml,application/xml,application/xhtmlsxml,text/html;q=0.9,text/pla
in;q=0.8,image/png,*/*;q=0.5"M

Accept-Language: ko-kr,ko;q=0.8,en-us;q=0.5,en;qs=0.3"

Accept-Encoding: gzip,deflate™™

Accept-Charset: EUC-KR,utf-8;q=0.7,%;q=0.7"M

Keep-Alive: 300°M

Connection: keep-alive™M

Cookie: pcid=120714816434112124; LOGINwsafechkwon&echeckson&email=amurer83%4ocy|
world%2Econ&id=29014835; UD2=5ecd0253b295a5¢9; IPGuard=1; XecureKey=0"M

Outixt

[32! 8] outixt me| LIS
Fig. 8. outtxt File
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