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ABSTRACT

The need for application fraffic classification becomes important for the effective use of network resources. The
header-bosed identification method uses the header signature ({IP address, port number, transport layer protocol
(TCP/UDP)jextracted from Internet application server to overcome some limitations (overhead, payload encryption, etc.) of
previous methods. A lofs signature is extracted because this method uses header information of server. So, we need a
maintenance method fo keep essential signatfures. In this paper, we represent the signature maintenance method using
properties of identified traffic and history of the signature. Also, we prove the feasibility and applicability of our proposed
method by an acceptable experimental result.
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Algorithm 1. extractSignature

1: Input: Flow={f,...f.}, HS= o

2: Output:Bunch={b,,....by }, HS={hs|,....hsn}

3: void extractSignature (...){

4 for( i=l; isn ;i P

5: makeBeunch(fi),

6: }

7 for( i=1; i<k ; i+H){

8: HS=HS U{getServer(b;)}

9.}

10: }
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Algorithm 2. identify Traffic

1:

2
3
4
5
0.
7
8
9

Input: Trov={t,...0s}, HS={hsy,...hsn}

s OQutput: Tigenifiea={11, ..., 0k}
: void identifyTraffic (..){

for( i=1; i<k ; i+H){
hsemp=getServer(t;);
if(code =foundHS(hsemp))
ti.setCode(code);
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Algorithm 3-1 isAbnormal()

1: Input: hs

2: Output:True or False

3: bool isAbnormal (...){

4: /) check abnormal

5 if(getldentfiedFlow(hs)==1)  //one-way flow

6: i (getldentifiedClient(hs) ==1) //exclusive

7:  return True;

8: /) check P2P

9: if (getldentifiedPacket(hs)

/getldentifiedFlow(hs)==1);

10:  return True;

11: return False;

12: }
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Algorithm 3-2. isTimeout()
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~

2: Output:True or False
3: bool isTimeout (...){
4: application = getApp(hs));
5 inactivityTime=currentTime-getLastTime(hs);
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return True;

7.
8:  return False;
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< 100% 0 : : : Algorithm 3-3. isDominant()

é // - : : : : 1: Input: hs

€ . o [ o | 2: Output:True or False

& / i i i i Ip:

% 80%f= === == oo T . i 3: bool isDominant (...){

£ os% - o . . | 4 for( i=0 i<2 i++){

;!: % 3 3 3 3 5 // i means 0:size 1:duration

10000 20000 30000 40000 6: application = getApp(hs));
Signature ID
(T2 7) 7HeE AITLIA B As 7. mean = getMean(application, i);
8 std = getStd(application, i);
9 if (getProperty(hs,i) >mean-+std*3)

AIYA "ol Bl 28 A Ao EMN 'Er‘}*\jl }\6] 10: return True;
T WL F stk 1}

AT AlIYUH Y EAE Belst] Yot o 12: return False;
g 717 F AITYAE FE8HL T ALY 13: }
Z 249 Ed HlEs ARSI

(Id D2 A2UA | 24 EQge) ves Az gt A4, ATUAZE dE9EE, g
TAY 492 HgFh $AF ATUAS 80 AIUAT 22T 82 891 5thlines). ST
7] gste] Balg ERe) Mg B £ME A Sgoz nAa¥ A7 B4 W Emean) I F
JYA ofe|tE FAstAtt (™ 7)ol A et 2ol Z ¥ (standard deviation) & T-8CHline:7~8). 3
UF- AT H(73.56%) THo] E Y A ] ARE-x] AU EX g AIUR7L &8 289
AL, TE WP Az ATUHS17%)7F B4 A ERL Mmsld $A% AIUAS BAH
H EdF] tIFE00%) s A stk F, A THline:9~10). A3 Eefj s wetslr] Sls) o
& EfFS TAse A AITIYATE EAF gk v o] A|tE ek B =io = AlTIYAH #
= 3 g 5 2] el 248 gHR37] W&ol Lan, K 5(18]°]

2 #y dA e AT AITUAES st A W WS ARESIATE  EEelA = A
7 fel A ATUA B ERR) GEE g 248 Bed 2o
£ (average size of flow, average duration of flow)
=2 Abg3th El S8 da2 Alo|dk EAS vy Sigaominant = Sig(fiow durationbye) > (M€ANap + 3*Stdapp)
7] 918 & W Hit EY 54Z VEeE )
Ed 54¢ wotat $AW 4L )
gl 7+ 54 HiHmean)d ¥ 2kstandard T o2 wAR WA B Hedd =
deviation) & AHERTHIS]. FTE)F 33& AHg  TAA IR R B 2 A AT AIHAZ
P2 e e, s,

AV F 332 ATUATF BAE Ege] &

e merste] SAE BT BAsts A1 3.3.4 AtE 2T E st Ta| v

& FHste SpS Hdln. € e 9 ) AIUAE 8 S5 g sk Aol
A SR AR 5498 Aeksl] A8 WS TE - gy gy sge Alg B9 A5 AEHE 2]
(line:4~11)E AFHE3IH, 3l o)Ak SHol A A ook gt} Wk, g AIUAR BAE Eg
g 54E 7AW sl AITIUAE A AlTTY S WAIANT FAES 5o} ST S8 ow BA




slicf 78t Ul S8 EafE A 2{st AIDUA 22| gof st o7
Algorithm 3-4. isPopular()
1: Input: hs
é 2: Output:True or False
8 3: bool isPopular (...){
Y :“ ****** :“ ****** :f ******* 4:  application = getApp(hs));
0% : : : 5: appClient=getAppClient(application),
o usa;):?atlo o e 6: if(getClient(hs)/appClient > 3)
(I8 8) S8 ADLIH AlZE 7 remn True;
8: return False
9 EdTS WY SAE A5 NS ALE &
sfo] AR AHEES AL ©)F o] &3
o] AIYAZ Felst ATUA ALES T3 IYAe] QIZIEE HE3th & A8-8o] 44 7]
= ZAe ey po THE 23D E A, AT AIYUAE T &
&9 A A At gtk ¢4, ATy
usage ratio- #ofHos.t using the Sig . A T} ?:}%Q?i,‘gﬁ% ’\]OJL]O‘ 7}‘—21‘-%% *‘f‘%?-:v: g}
# of Host using the Application 2 AgtcHline:d). lE &= ol slT &= At
3 S2EQ JiFE F3thline:5). A AN
o9 W AR AHEES Folsly] 95 SES AT T SAE At i ATIYUA
lﬂ‘%“ﬂ*i AF AHEste $8S AASa AMEE 2 A3 TAE9] 5 HE(line:6)o] 54 7]
o] By 2 BAs THOD] FoH ST AITUAE HAHR] A
(18 8)3 7o) & S AEA Egfo] WAl YA 2 E(line:7) gk
St P2P5-8-2 739 Wit AlTTYA S| AREE O
09 Zo] W), 4 AuE FA07 Edgo] u 4. 238 ¢ 43
ARE WAA S8 A AHEEY drHoR
=2 AIOYUAZE EATE EAT 5 Sk mEA =l Zﬂ"}ff} tﬂltﬂ AlTIYA 79k 3§ E
B =RdAE 0o)del BRS AAeke A gt ol A® B4 AZY A5 #elsty] 95 sk 3
’&9] usage ratios 7= AlZIUAE AHA it o T4 AXdE *;iil’é}l Ak
A A 9] gk}, AA BAS 98 FYe AZH309) FF Al
2 3 e HH 9 AIUAE #EE] 9 E o0& F e BPTA TMA[I0]1E ©]-&-3te]
3 AT A ] AFEES ol &dTh ¥ EFE 345 AEA Edgs FH&A (F ) FHTF BE
Mg el W veRhdich A EYY ] JRE HAF
ol—/a]z 4= ATIUAR 249 EYs 2 GT-KU201004-#015 AHg-ste] AIYAE 55
AATE S2ES HE, S AHES 7IF2E A 331 GT-KU201004-#025 W02 45 33t
(% 2) Ezfi= Esfo|x M
Name Start time Duration Flow Packet Byte # of host
KU201004-#01 |2010.04.01 00:00| 30 days 83978 X 10° | 1,380 X 10° | 1,046 X 10’ 108
KU201004-#02 |2010.04.01 00:00| 30 days 116818 X 10° | 1456 X 10° | 1,008 X 10’ 105
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(O& 9) EME(completeness) H|

99

—=—— proposed method.
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Time

(b) Byte
100[g &
&
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H
8 929
H
2
o
s
—=—— proposed method.
—B5— service-based(60 min)
no-maintenance
= Ex f 2 ig
2010/04/01 2010/04/10 2010/04/20 2010/05/01

(a2l 10) H=f=(accuracy) H|w

=
(G 32 B =3odlA Agdsts AlTYA #E
Wk AA timeout #(O0F)S 7IFCE HAs)
+ serviceZ|¥F 2] WH[7], 28|32 Al TYA #E
£ A&sA &3 FE2E EE AIYUAE FHA
7= WH[8]e #4E(completeness)F AT

(accuracy)E YERATE (29 9)9F (18 10)> AHA
St Folg YeHth ¥4 EH JYEE ol T

Ao st 7,

Identified Traffic
completeness=—— X X
Total Traffic 3
Correctly Identified Traffic
Identified Traffic )

accuracy=

2 =Fo A Aletst #z2] W (proposed method)
o] #AEL AT 71 FE2E EE AIIYUAE 7
218} W (no-maintenance) 7} H] 523+ A% B iTh
Timeout #t= ©|-&3h ] WY Hoh #4& 59
A Aol FFE S &9 T F Utk FEge
= AIZEA W 25 100%0 7Hhe Ase B

-

th (& 3)olA FHSoF ks H2 AIIYUA 5

ojtt. obt-# #E A ¥ AT 1042113570

AIYA7E EA40 AREEAA T, Albeh ] W

W e Aes 7EWA B 1653467 AL

Ui S AlEEsh HEE BH oF 158% A=

olt). &, B =FoM Aoket e WS HLs)
o]
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e Fus @ F Aok ES AU
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Proposed | Service-based No-
method | (60 min)[7] | Maintenance[8]
Completeness | 12.40% 8.82% 12.84%
(flow/byte) | 30.92% 12.98% 29.89%
Accuracy 99.69% 99.74% 99.63%
(flow/byte) | 99.35% 99.37% 99.56%
# of Signature| 165,346 6,885 10,421,135

U9 BEAolg€e AIUA AAs|oF 37
:q]_,_oﬂ F7149 AR FZHAIIYU A © 72bytes)©|
Satek shAEh AlQME #HE] WA E EE8

s} AIUAZS A dekate] A g 24
7HA A7} FRkol AR EolE Ae 9l
AARTE & AR A F7H
15Mbytes &7}3}tt.

&9 TR wet §u AR dee &
Asl7] fla B4 Ase] 7+ & ¥ precision}
recall FH= SA3Ach

_|_,
~

o e
To 4

-

Q.
o

rok
Y
o

-
b3

True Positive

precision=

True Positive+False Positive ®)
True Positive
recall= — -
True Positive+False Negative (6)

)

Precision 413t E
< 9v|Sl recall> &
g vl &S ofv] gt
9] precision} recall-S L}E}
(% 4)JJr o] AQtd &

)
I ofy
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ol
Lok
ol

O.
e =

O o
L
ol 12
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iy} =5
>
(I (m

oL
it
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P
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e
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9] precision
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rlo
S
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o
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2,
S

X

O

Atk AT, recallE 5849 FFol
AF}E Kt Serverclient 7|¥He] $82

recallgtS 7FA| = WHH, peer-to-peer 7]%He] &
W2 recallghs 7HRITE S8 AW JHE AL

k)
kD
o>
r3

1076 |

1075 Bk

1074

number of Signature

1073 | ——8— service-based(60 min)

no-maintenance

2010/04/01 2010/04/10 2010/04/20 2010/05/01
Time

(3 11) Ala4™ 7H= H|w

o AIYUAHE A7) wiel AEA EgF el
UEPA] eF=peer-to-peer o-£2] peer JEHE= AL
UAZ FZ5A Xeith

(I8 1) A 717 5 93} sk AU A
o] Mg B AAYE FHg Aojth obFd
e IS AL E%E AT, AU A] AR
7} N&AH o7 Zr7)e9ty 187 timeout A
013‘3}04 AIYUAE & shils 745, AlIYA
o] FZ& tidol He AEA EY

= A4S 3 T F Atk

G 5T 7 &2 WY vtk F2E AlIIYA
8 TS B9 AlOYA B E A &2
A5 AIYUA S dFEE99%0) o] AN E
g3} PPg-EoA FEHATE AT, B =7
A AQre #e] WS Age At oF 80% ol
H Y EfF 3} p2P 580 #HE AU Ao |tk
B2 do JRE Xt 589 54 Ast
A u, ATYAHE & AHT IS FAT
& Stk

9] 3-tuple {IP addres port number, transport layer
protocol (TCP/UDP)}e|t}. 4 A|2®)& Al ZIY A
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st 718t CIHU S8 E2iE EME 4

(% 4) M Z3H(precision, recall)
Application Proposed method Se.r\.'ice—based(évO min) : I.\Io—maintenance
(type) Precision Recall Precision Recall Precision Recall
oPe (flowbyt)) | (fowyte) | (flowpbyte) | (flowbyte) | (flow/byte) | (flowbyte)
Internet explorer
(Web Browser, SC) 1.00/1.00 0.97/0.90 1.00/1.00 0.77/0.63 1.00/1.00 0.95/0.85
Nateon 0.99/0.98 0.97/0.08 0.97/0.97 0.50/0.04 0.98/0.99 0.95/0.19
(instance messenger, SC+P2P) o o e o o o
Skype
(instance messenger, P2P) 1.00/1.00 0.04/0.03 1.00/1.00 0.02/0.01 1.00/1.00 0.07/0.05
Melon 1.00/1.00 0.04/0.23 1.00/1.00 0.02/0.09 1.00/1.00 0.03/0.17
(music broadcasting, SC+P2P) T T T T T T
Bugs music
(music broadcasting, SC+P2P) 0.74/1.00 0.21/0.21 0.77/0.99 0.11/0.02 0.84/1.00 0.25/0.30
Kdisk
(file hosting service, SC) 0.70/0.52 1.00/1.00 0.66/0.56 0.64/0.88 0.64/0.52 0.73/0.96
Torrent
(file sharing, P2P) 1.00/1.00 0.02/0.04 1.00/1.00 0.01/0.00 1.00/1.00 0.03/0.05
Fileguri
(file sharing, P2P) 1.00/1.00 0.00/0.00 1.00/0.98 0.00/0.00 1.00/1.00 0.01/0.01
Avast
.. 1.00/1.00 0.94/0.92 1.00/1.00 0.61/0.40 1.00/1.00 0.89/0.87
(anti-virus, SC)
P2P: peer-to-peer ~ SC: server-client
(% 5) Ala4A 74 Hlw
Proposed method Service-based(60 min) No-maintenance
Rank Application Count Application Count Application Count
(type) Ratio (type) Ratio (type) Ratio
| Torrent 126,791 Torrent 6,419 NetBIOS-SMB 8,857,806
(file sharing, P2P) 76.68% (file sharing, P2P) 93.23% (abnormal, P2P) 85.00%
5 Internet explorer 22,515 Internet explorer 356 Torrent 1,324,381
(Web Browser, SC) 13.62% (Web Browser, SC) 5.17% (file sharing, P2P) 12.71%
; Donkey 10,501 Nateon 63 Donkey 122240
(file sharing, P2P) 6.41% (“]Stal‘scé+’£ls,§e“ger’ 092%| (file sharing, P2P) L17%
. NetBIOS-SMB 1,487 Avast 14 Fileguri 77,111
(abnormal, P2P) 0.90% (anti-virus, SC) 0.20%| (file sharing, P2P) 0.74%
5 Skype 670 NetBIOS-SMB 6 Internet explorer 27,904
(instance messenger, P2P) 0.41% (abnormal, P2P) 0.09%| (Web Browser, SC) 0.27%
165,346 6,885
Total - - 10,421,135
100.00% 100.00%
P2P: peer-to-peer  SC: server-client
A Be, EdE 24 EE, AlIYUA B BE AlIYA ] FA ol E AMS-ShE 47HA] Al e
E A 543 sove &y AIUA F WS Al
24 A5 FUs A7 A4 ATUAS @ Aret wel el B E95) s o
g3t7] g8 AIIYUAZR A4 E Ege AT kel A|2ES AR she] AL BAS A3}, 3
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