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Abstract As the Information and Communication Technologies continue to advance, some
sensitive services (e.g. e-commerce, on-line financial service, and etc.) have spread rapidly.
Accordingly, ensuring the safety of the sensitive service itself using personal information as
well as the protection of personal information Is becoming very important. In addition, with the
popularization of smart phone and the universalized use of wireless Internet, many services
that have been provided on the basis of the conventional wired network are increasingly
propagating to wired and wireless converged network environment. These changes in the
network environment requires new paradigm for the pursuit of safe and stable communication.
In this paper, we propose seamless and secure service framework that can facilitate a
sustainable secure connection between the user terminal and the sensitive service system by
using both the personal and network information. The proposed service framework is capable
of isolating the source of authorized use by a third party of the personal information as far as
the user terminal is not lost, although some personal information is disclosed. Besides, it can
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provide a seamless and safe service environment even if the access network is changed by
relocation of terminals in the heterogeneous mobile network environment.

Key Words :
interfaces
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o] macrh 53|, AQtse olFWt #

3o B3zt AFHI dEd 7S 34
A HESiEM T A BA4E Zde R
o] g3} '

FAEEE FHLZ PAZAA AHEEHL e HE
29l Her1E9Ql Psec [B]E THoZ2 7|18 wE3}Y)
918 IKE(Internet Key Exchange) [22], Authentication
2 IntegrityE 1% AH(Authentication Header) [24],
A/E535E A3 ESP(Encapsulating Security Payload)
[5] 59 HoES AFs ck 28y 7] S
A3 IKE:= B A viax wg@e] Fesim,
PKI(Public Key Infrastructure)®} 22 R Q=&
ez 37] g7 o5 AHErde B2 ¥
ol mEt

FaOIAE A
PogD AT gD § sPW
x€, 2; .
X w H {Ple(g" mod p)

Verify that X is not @
PeliD§ AR S SID Y SPW
yesZ,
o(nen ) = g7 mod p
HiP
Ky = Hy{P g mod p i g" mod p | g% mod p]
K = PRE{K SaRsIDEsPW 0]
Y= H[Ple{g’ mod p}
MSG, ={54 parameters]
AUTH (= KHIY L85G, 1,

Y086, SUTH,

SO SRR
o=( TP ¥ o= g¥ mod p

Koy =H P g*mod p f g7 mod p i g% mod p]
K, =PRFUK i isiDEsPW O]

Verify AUTH

MSG, ={S4 paramerrs]

AUTH, = KHIMSG, 1,

MG AUTH,

Veripy AUTH,
p=prme, § = symbol i = sosr, B ] = hash Runcizon {26}, PRF] ] = pseudo random
hotionf27), HB = Locsd 1D, fD = Remote 1D, 8D = ibess 1D, SPW = iher's SA
hameters = pecessary information in order to create the SA {o.g. AS/ESP beader type, 3 list of supporied

ocithns, security parameter index, Diftie-Hellman Group and ste}

<19 3> mPAK #x}

PAK(Password-based Authenticated Key exchange)
21] & Audoz /LU E, 71 BRE ol §
3 A5 A% AXAE YA 718 G ws}
T WY Azt Adse ARz ZHEYHIE
PAK H¢t A FAg A% greed 7L
24 ZdloldEe Mujzld] Hot AL FAE F
AEZ 7JA % mobile PAK (mPAK)E AR&-3ith
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FHORIEZL RES AEoF AMue} S /NG
Al Edol|AES} AL o Het Aido] A4
H2 o Adejoirt. webA FetolAES} Auzt Hx
A5 AL 7Y R &S vk AHE 7}
WA ARE T3 Eol|dES] HIE $s8ty, o] #
AolA BHdAgel I3t 718 Hulsly] $3) mPAKS
Fagtt 19 32 mPAKS AAE epdc

mPAKE 71873& 13 seed2A So|AEY 7}
A7 RN opyet, EFto|AdES AW IDAA
33t IDe So|AE/AHY ofF 9 W3 AJH
ot FHsA SPolAE/AMHME AHE + 7] dE
o IDE 7¥te s HAd ZEe|dES} w9 A
A= dAsA /A2 5 AUk

mPAK AXE 3 ST|AES Azt 7194 Q
3 7157 gEEd, Bd AAS AT Al wAA
(Tunnel Request, Tunnel Ack)® mPAKe| A% A}

Ad 715 o] &3 Keyed HashE %3] n3" 4 otk

Hz Bdo] AAHY, B ¥A 9 /£X& g3
HAAE Este] Sgo|AES ’\131 E% AL
HYS 53 o]Foldd YL F3 F HArA 9
HeMe FpoldES) "1‘319}-4 ‘ﬁ%i*rlﬂ] 7t WA =R

gorz TPSec AH, ESP 5& %3] w33 4 g}

4. MElA A2l @

A MH|AE o] &ste FHe AHl2 o] 8219}
Mz A Feggor FAETh maba] 2l
J Au|2E o] &3d o], bdd Aul2e] RS
AREALE AH| 2 Al F AR AT AlZ]e] s)ukeit,

Atete Au|2 ZHYYae STlAE/AH Y]
ko g sy FeloldES Au|7td dAHE
A gl XN&ZQ etAfAd suksle My F
o|AES A& AAY BAT & vk wEbA £
IQEERY] AHAL M E T3 gud + gtk
Y Muj 29 ¢k o] &S g e FA
= AMBAE o]&3tE U (Mobile Node; MN), 717+
ABl2E AFsteE AU 2AFAHSafety  Critical
Service Provider; SCS), 12|31 AR ©d# Ay
2 ATAL A5 AHRE AFE] % FARY

> rulo

_.\.4

e

98-S Jd3de FTARE (Seamless and Secure
Service support Node; SSSN) & 7A€ 4 3ok
gt Mqul A FAle FEoldE V5] ©A
531, SSSNell & AH 7]%o] §AETh MNS 2updd
Al Hulo]2az A, Beo HEHA AHH|2E
A}, ZdtoldEg M= MRS Au|2 7t
2 3 oln] $EHA dad M2 FARE A
o gtk EoldEE MHEY HE FR7F He
Ay IDE 7HAAL glow, AWE SgoldE D, 2
o] E vEYA AEFH oA FH, AHEAID, AHE
A} Password 5 7HiA ARE 7HA L I

MN 3 SCSol #A® Zfo|ldExs Hx Aol
AA A SSSNo.Z §5& Fqdrt. 55 FHA A
HE olu] /A Sle FHOREY 7KIA ARE
53 FYo|AEE AFsta, 74 Seo|AESY] Het
SAlo] Basg 718 Ak Eujgi.

Ay 520 AgAoer dadw, A4 &
Zidre 2 FEtoldES Mujztels ¥d 7|Hke| b
3 A AA 7} AL, SetolAES Mzt AdE

= 2E WAAE SHBAL HRR HYE 59 o
$o]X7 B} BAL Feo]AES} Al ID
A w-n% E}Ol

2 3 16}%] de o A&Hom %Xllﬂﬂ}
Zelo|d B}t Ayt ohd tE UEHZ Ali%
o BAE Hddg T3 ASHA Feoh 9P
AYAE ki Bgo] ad Hart gl duky
Mu| 28 3] Al Eis 7HEAE olfe St
Fafold e Muzt Bd 7uke] HARAZ AA
Hd v ZPoldE IDE V|FeE HAEY FF
H& A, & A TH 2 ZEo|dES HESY
3 HEARE AEFH R AYs, B8 AS 2
oA EQ H& ojHE AFE F& Qv ol
o|AES} AMu|ete} F717 wAA] w3, FEo|AdE
o YEYa Ad4E AA me FEeldES} A
2 Adsls JeiAE A o) o] Foxinh
MN& o]l5A4 S xﬂ% 7] 93 B4 JEYA
Aol 28 7k UV] wiEel, H&E AR
= e i R S I Atk e MN9|
vEYga d2 e WA &,

rﬂmﬂ:-

ﬂ

g 5
TAR
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o MN2 #3 gl& AHl2 o]&o] s153dith

SCS= AMH& AFAZA, Av|2 7FYg=te] 230
o8 TFd Mul2E AFdch MuxE ¢tAA o
STHA g gk Mujxg kAol 2T E W
Z Melaz FEE £ Qlvh gyt Mujzag g 1l
# Au2E A A8ME AHEAY o] ¥
THolBR, dvtA oz WIzk HH|AE AT A
& AR ov #F AHlzd diFd JHUA 9
HAE 718A 02 7k 3 ik

MNe 2Ry ¥z Aulx AFE sHWA H9,
SCSE 71 7HiA &9l AAE B8 AFHA 7Y
AQJAE st uA g} wpEbA MNL SCSell 744
A ZRE AAA =i, SCSE AANE 7Y R
9 Y& T Aulx AT ARE AR YR
AR U Myl o]EAE FAT £ & A}
A AEAT WeA] g FE AR AR B
B NAHBRZE o] FolAw, " Mujxo] o]fHE
AHEA AERE TR o (FUWE, A RANE,
AANT F) 98 =N FEHos ALY 4
Ae FEHERE X3

SCSE 71& 7H4A 891 HAF 9] dEZ, AMujd
A Myl AFE 233 MNol a4 dodt)
o] w, SCS& 7 &Rl Has T3 g Ay
& 23RS} FEAEASG Mulaady dHe] FHé
A AHA AL

SCS=HH 92 faA4 A& 2% we Ay
€ FolF AEE T3 AH2E 8AHHE dgol
MNQIAIE #edch A¥e AHl2 83Ae 35
g 53 A BRE 23, Mujs 2F 9T
o & 9A7F /A B digsie g AR
HEAA 9 dAsh=AE AAY F HE 9A9
dA] ARo w2}, AHE 7R AR wide] &
34|, oldX & SCSolA Aegg).

MHZRE Aulzedy ode faxes Adpe
SCSE ol AR A2 8% wie] A 9L
€ WTdty, 59 8L 8 A olHE A

Ao ojHAZAzg o) AYel, AulAed
913

olZE WEHIZ e & AXE F3 A
AR7t 7EE 492 duE = ok ZA AR}
FEH Gy AR A3 =¥HE 4F, 71E
7HiA & AAE T3 ste= AMEe SUAAE
THA R3h7] WEel oo AgAe] dde F
AME MBUAE AFTEE F vk EF FEP F
BeA d#E QABAE BAEY] R e o|FUT
o] F@AdA B e AAEE AT

tlo @
oy fir

&
i)

4 @

5. 78 & 45 5%

o] =& AQtste Aula ZHPYAY A
S AEs] A8 FEoIAQE AZEY, AH AX
Ego], T FHolJdES MYt ZREZ F&
T3, o5 A A3 AT AP (test
bed)& TFAT AlF#EL SSSN, MN, SCS Al
MY 75242 TR SSSN ol AT A
H AZEO)7 GAE L, A8 dH(Mobile Node;
MN) 2 ¢bA Mu]x Al2€l(Safety Critical System;
SCS)lE ZoldE AxEY s gAQT). 7 /)
T84 AR ALY E 13 2

ZelolAdEg} AMue IDE IPv6FAE, ZA0H
IPvdF4E ARSIt E2toldES A8zt HY
IPv6-IPvd HE S #&31glom, Aueel 72 gds
53 FA8l= WAjxe BEE [PSec ESPE 3831
. EFoRE Bz Foe tE dEH2~E

ro rir

<E 1> A¥3a7

Windows XP Windows XP

oS Linux 2.6

Tablet SP2
CPU Intel Xeon Genuine Intel Intel T2400
3GHz 8Core  800MHz 1.83GHz
Memory 4GB 1GB 1GB
ID IPv6 Address IPv6 Address IPv6 Address
Spmnel - 1pyq Address IPv4 Address IPv4 Address
Security IPSec ESP IPSec ESP  IPSec ESP
NIC Gigabit 802.11 a/b/g Gigabit
Ethernet (dual) Ethernet
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