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ABSTRACT

A cloud service customer has no other way but to wait for his lost data to be recovered by the cloud service
provider when the data was lost or not accessible for a while due to the provider’s system failure, cracking
attempt, malfunction, or outage. We consider a solution to address this problem that can be implemented in the
cloud client’s domain, rather than in the cloud service provider’s domain. We propose a high level architecture
and scheme for successfully retrieving data units even when several cloud storages are not accessible at the same
time. The scheme is based on a clever way of partitioning and partial overlapping of data for being stored on
multiple cloud storages. In addition to providing a high level of data availability, the scheme makes it possible
to re-encrypt data units with new keys in a user transparent way, and can produce the complete log of every

user’s data units accessed, for assessing data disclosure, if needed.
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