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ICS Security Risk Analysis Using Attack Tree

Kim Kyung Ah* - Lee Dae Sung™ - Kim Kui Nam™***

ABSTRACT

There is increasing use of common commercial operation system and standard PCs to control industrial
production systems, and cyber security threat for industrial facilities have emerged as a serious problem. Now these
network connected ICS(Industrial Control Systems) stand vulnerable to the same threats that the enterprise
information systems have faced and they are exposed to malicious attacks. In particular Stuxnet is a computer
worm targeting a specific industrial control system, such as a gas pipeline or power plant and in theory, being able
to cause physical damage. In this paper we present an overview of the general configuration and cyber security
threats of a SCADA and investigate the attack tree analysis to identify and assess security vulnerabilities in
SCADA for the purpose of response to cyber attacks in advance.
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