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Detecting CSRF through Analysis of
Web Site Structure and Web Usage Patterns

Jae-Yeong Choi* - Hyuk-Jun Lee® * Byung-Jun Min™*

ABSTRACT

It is difficult to identify attack requests from normal ones when those attacks are based on CSRF which enables
an attacker transmit fabricated requests of a trusted user to the website. For the protection against the CSRF, there
have been a lot of research efforts including secret token, custom header, proxy, policy model, CAPTCHA, and user
reauthentication. There remains, however, incapacitating means and CAPTCHA and user reauthentication incur user
inconvenience. In this paper, we propose a method to detect CSRF attacks by analyzing the structure of websites
and the usage patterns. Potential victim candidates are selected and website usage patterns according to the
structure and usage logs are analyzed. CSRF attacks can be detected by identifying normal usage patterns. Also,

the proposed method does not damage users’ convenience not like CAPTCHA by requiring user intervention only in
case of detecting abnormal requests.

Key words : Detect CSRF, Usage Pattern, Web Security
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