OISR =2T
F142 |52 (20114 102) | pp. 416-424

GxA|o]E $1§F USN Gateway A1S|A, eHAHA] o7 2
ol B3 A7

A Study on the Reliability/Safety assessment and improvement of
USN Gateway for Train Control
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Ducko Sin - Hyunjeong Jo - Kyengho Shin - Yongsoo Song

Abstract The recent development of USN (Ubiquitous Sensor Network) technology has broadened its applications to
many fields of industry. The USN technology enables the system to monitor and control the status of distributed sensor
nodes based on the low-powered communications. Applying the USN in the train control domain, the operational efficiency
can be enhanced, where the reliability and the safety of the system are the key challenges. This paper suggests the system
design for evaluating and improving the reliability and safety of the gateway, which is a USN component that manages the
radio network among the sensors and collects the information from them. For this purpose, the reliability and the level of
safety integrity of a general gateway have been predicted quantitatively and the supplementary design has been proposed
for the selected week points. The verification on the reliability and the safety of the improved gateway according to the
related standards has been followed. With the results of the study, the applicability of USN gateway for train control systems
has been reviewed.
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Table 2 Reliability and safety target of the USN gateway

Category |Quantitative Requirement Define of Failure

Failure of required
function

Probability of dangerous

failure per hour
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Fig. 2 RBC of the existing USN Gateway
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Table 3 Example of the components list of the existing USN gateway

No Design No. Component Type Quantity Description
Name [EA]
1 BT100 BATTERY 1 CR2032_BS-1
2 C702,C705,C706,C707,C708 Tantal Capacitor Tantal"A" 5 0.1uF/33V
3 C709,C701 Tantal Capacitor Can Tpye 1 220uF/6.3V
4 C100,C101,C103,C104,C105 Chip Capacitor 2012 5 4.7uF(2012)/25V
5 C102,C802,C804 Chip Capacitor 1608 3 InF/50V
6 C106 Chip Capacitor 3216 1 33uF(3216)
o | COCTRCMOMRCOn GBI | e | w2 | 15| downey
9 C110 Chip Capacitor 1608 1 6pE/50V
10 Ci1 Chip Capacitor 1608 1 480pF/50V
11 C112,C113,C203,C204,C624, C625,C908,C911,C936,C937 Chip Capacitor 1608 10 18pF/50V
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Table 4 FMEA of the existing USN gateway

Function Block . FMCA . Consequence Weight |Frequency[/h]
. Function Failure Mode
(Failure Rate[/h]) Code (Gateway Level) (A) (A X ALru)
GWO001 | Inability to power supply Failure with safe sate 0.2 4.10e-7
Dangerous Failure
GWO002 | Overvoltage suppl 0.1 2.05e-7
v 8¢ SUPPYY (Unpredictable)
Dangerous Failure
Power . GWO003  |Inadequate current supply . 0.2 4.10e-7
Power Supplying (Unpredictable)
2.05e-6
D Fail
GWO004 | Output short-circuit angerous Faiure 0.2 4.10e-7
(Unpredictable)
D Fail
GWO005 Input short-circuit angerou.s arure 03 6.15e-7
(Unpredictable)
GWO006 |Inability to transmit data Failure with safe sate 0.4 7.84e-7
Transmission of erroneous data
. d information
Data Processin, (corrupte ’ D Fail 0.2
¢ GWO007 | unwanted transmission, angerou.s arture ’ 3.92e¢-7
. . (Unpredictable)
CPU transmission of incomplete
1.96¢-6 telegrams)
GW008 Diagn(.)sis of failu.re information Dangerou.s Failure 02 3,927
Self and failure handling thereof (Unpredictable)
Diagnostic Handl fail d
= GWogy || nele CIToNCous TAUIES UICET)  poijure with safe sate 02 3.92¢-07
normal operation
- . . Dangerous Failure
GWO010 |Inability to store information . 0.5 2.86e-7
(Unpredictable)
Memory Storage of data Errors of information storage
5.71e-7 processing GWoll Fcorrupti'on of stolred N Dangerou.s Failure 0.5 2 8667
information, reading/writing (Unpredictable)
incomplete data
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Table 4 Continued
Function Block FMCA C Weight |F /h
u.nc ion Bloc| Function Failure Mode onsequence eig requency|/h]
(Failure Rate[/h]) Code (Gateway Level) (A) (A X ALru)
Receiving event/ . .
Inability to collect and t t
command from | Gwol2 | roon fo collectand ANSMIC) - podiire with safe sate 0.5 6.85¢-7
. information
high level
Ethernet To collect and transmit.
1.37e-6 Transmitting event/ erroneo:s d]? @ (C(ﬁruﬁtlon d D Fail
occurred when collecting an angerous Failure
command to high | GWO13 wrree & gerous 0.5 6.85¢-7
level transmitting data, unwanted (Unpredictable)
%
transmission, transmission of
incomplete telegrams)
Inability to link with external
GWO014 na,l ity to link with externa Unaffectedness 0.4 5.08e-6
devices
Providing debug —
UART . Transmission of erroneous data
port & Auxiliary GWO015 . Unaffectedness 0.5 6.35e-6
1.27e-5 . to external devices
interface
GWo16 Gateway Beset occur¥ed .due-: to Dangerou's Failure ol 1.27e-6
the electrical defects in linking (Unpredictable)
Inability to link with external
Gwory | MevHity to linkwith externa Unaffectedness 03 5.64e-7
devices
Interf: ith T ission of dat
nterface w1. GWo1S ransmission o. erroneous data Unaffectedness 0.1 18867
external device to external devices
Gateway Reset occurred due to Dangerous Failure
. GW019 0.1 1.88e-7
IF/Display the electrical defects in linking (Unpredictable) ¢
& Reset Inability to displ i
nability to display operatin;
1.88¢-6 GW020 10y to display operafing | pilure with safe sate 02 3.76e-7
conditions
Display
Display th: f ti
GWO021 'SP .a'y ¢ errors ot operating Failure with safe sate 0.1 1.88e-7
conditions
GWO022 |Fail to reset, if required Failure with safe sate 0.1 1.88e-7
Reset
GWO023 | Unnecessary reset occurred Failure with safe sate 0.1 1.88e-7
Audio/DTMF q GWO024 | Unable to output audio signals Unaffectedness 0.5 9.40e-7
Audio
1.88e-6 GWO025 | Unaware of keystrokes Unaffectedness 0.5 9.40e-7
GWO026 | Inability to power supply Failure with safe sate 0.1 6.67e-7
D Fail
GWO027 | Overvoltage Supply angerou.s arure 0.02 1.33e-7
(Unpredictable)
. Dangerous Failure
Power Supplying GWO028 |Inadequate current supply U dictable) 0.02 1.33e-7
npredictable
(AC220V to 5V) P
D Fail
ETC GW029 | Output short-circuit angerotis ~at ute 0.03 2.00¢-7
(Unpredictable)
6.67e-6
D Fail
GW030 | Input short-circuit angerous tature 0.03 2.00e-7
(Unpredictable)
Inabili - -
GWO031 .nabl ity .to transmit and receive Failure with safe sate 0.4 2.67e-6
information
ZigBee Antenna
GWO32 Transmit and receive data Dangerous Failure 04 2.676-6

€rrors

(Unpredictable)
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8.84e-6
GWo013 GWO016 GWo019

Failure to danger

Failure to danger

Failure to danger of

102) 421

in F4(Ethernet) in F5(UART) F6(IF/Disp./Reset)
6.85e-7 1.27e-6 1.88e-7
Gate001 ‘ Gate002 A\
Failure to danger Failure o danger
occurred in F1(Power) occurred in F2(CPU)
1.64e-6 7.84e-7
GWOOZ/J\ GW003 Gwogl\ (;wo(iJ\ GW007 GW008
Erroncous data Diagnosis of failure
Overvoltage supply [nadequate Output short-circuit Input short-circuit - data and failure to
current supply transmission handling dat:

2.05e-7 4.10e-7 6.15¢-7 3.92¢-7 analing data

4.10e-7 : 3.92¢-7
Gate004 /J\
Gate003
Failure to danger Failure to danger
occurred in occurred in F8(ETC)
F3(Memory) 3.34e-6
5.72¢-7 PJ
GWo10 GWo11 GW027 GW028 GW029 GW030 GW032
- ZigBee ANT.
Im.iblmy to_store Errors of data storage Overvoltage supply Inadequate Output short-circuit Input short-circuit Transmit and receive
information 2.86 current supply

.86e-7 1.33e-7 2.00e-7 2.00e-7 data errors

2.86e-7 1.33¢-7 267

.67e-7
Fig. 3 Dangerous Failure FTA of the existing USN gateway
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Fig. 4 Functional block diagram of fault detection and isolation circuit
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—r Power — CPU — Memory — Ethernet
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. .
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L Power — CPU — Memory — Ethernet
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Gateway Single Module(3.01e-5/h)

Cold Standby Sparing Gateway(1.51e-5/h), (Switching Failure = 0)
.

Fig. 5 RBD, which the Cold Standby Sparing implemented in the USN gateway embedding fault detection and isolation circuits.
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Table 5 Results of a quantitative evaluation of the USN Gateway,
which reliability and safety have improved

Failure Rate[/h] MTBF[h]
Single Module 3.0le-5 33,223
Cold Standby Gateway 1.51e-5 66,445
Dangerous Failure 9.52e-7(SIL2) N/A
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Fig. 6 Dangerous failure FTA of gateway in the form of Standby embedding fault detection and isolation circuits
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