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Countermeasures and Mobile Terminal Threats to harm the Financial
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ABSTRACT

Mobile devices such as smart phones have brought big changes to be called as ‘mobile big bang’ against which we can’t
go. Mobile banking service and MTS(Mobile Trading System) are freely available at any time, anywhere and we are able to
activate communications between financial company staffs out of the office and take care of business works even remotely by
using mobile devices. Mobile devices are approaching as ‘smart mobile innovation’ to improve an enterprise productivity and
competitiveness, but threats which engaged in unfair trading behaviors or unwholesome business works in finance companies
are increasing and the customer’s information can be leaked out by using the nonpublic official information and mobile devices.

Therefore, we have to analyze the potential problems and take the necessary countermeasures with preemptive steps to
protect the customer’s information and improve the financial trading soundness and fairness. In this paper, we would like to
suggest countermeasures and threats against using the financial company’s mobile devices focusing on the financial investment
companies by ‘Capital Market and Financial Investment Business Act’
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