EREAEREHNGE
B/21% H65E, 2011, 12

EZ ¢t5 PP-1/64-128¢) i3 4 32 24"
%gE‘H o|.ﬁ_g‘1§7| EH1A-|;H7'c4 %/ﬁ.iﬁ#
'Teoisty HEASTEMICiStY, *HSAYED Etnt

Truncated Differential Cryptanalysis on PP-1/64-128*

Yongpyo Hong,1T Yuseop Lee,' Kitae Jeong,' Jaechul Sung,? Seokhie Hong”
'Center for Information Security Technologies, Korea University
2Depar’[ment of Mathematics, University of Seoul

0]

ok
2}

%% o5 PP-1 teit 2ole] vole] #53) w1 Aglshs SPNTF2e] 35 ofsoleh. w3, st 3}
A5t B3} o] BAEE AAS] Shudeld] BEA R TR bssh] oF 9 1S A4l o)
sle}, £ =EolAe PP-1/64-128] tigh ¥4 2}& %7%’% ZNghe), B =ell A Algtele 342 270199 Al
A5k 701 ol o2l ol §300] 20109) PP-1/64-1288] Y53} b Bl vU71E T i
A SH PP/ 1200 e £ 5 S B B A% 5 o £ Aol

J

ABSTRACT

The PP-1/64-128 block cipher support variety data block and secret key size. Also, it is suitable for hardware
implementation and can much easier to apply Concurrent Error Detection(CED) for cryptographic chips compared to other
block ciphers, because it has same encryption and decryption process. In this paper, we proposed truncated differential
cryptanalysis of PP-1/64-128. the attack on PP-1/64-128 block cipher requires 2°°'® chosen plaintexts, 2'6'¢ bytes memory
spaces and 2°°'° PP-1/64-128 encryption to retrieve secret key. This is the best result of currently known PP-1/64-128
differential cryptanalysis.

Keywords: Block Cipher, PP-1/64-128, Truncated Differential Cryptanalysis
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