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1. A &
o] =2t (VANET: vehicular ad hoc network)2 AsE, =¥ FXE (RSUs: road side
units), E2 FAS BT WAIX S dlojEe] A ALE F o] ExA AF 71 (CAs:

certification authorities) 22 A= o] At} FA1L V2V (vehicle-to-vehicle) ©] A4 V2I (vehicle-to-
infrastructure) ¥ 4= Utk of® x}=Foll o3 BUlR HAIR &= AL A3 22 F33 AAE A E
T5 7] wiiEo] VANETso|A Hek F83ith
VANET2 A= ko] dZeo] vig A AEste A vEYTY st Hiolth. AFEo] AR
Al H91E A E U F W HAbo] ofF X sty W I AZbe] el A WEtth 18
E4E2 VANET|A Bt A A& “H—‘?— oA THE3dth

Zr a2 1A, S5, 7S/ RS, AR AS SOl st WAIAE WEee A8 ©E 7] (OBU: on
board unit)< 7FA 3L ity OBUE Y85 +&= HAIAZF G238 AEE AJAE A
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2 egold, AREE 1ASS 5470 B wel wA) AT o4 o2 T2 B A7

ok AR Eth o2 Sol, Ae B4, AT Ex 2 Atk Ua A% HuE 45T 5 ek

A Sel ol Aoz e A8 B AR AL AR e AolE PEIE AL wol Bt
Hr2~

2 widlAe AE vAAE A5 F, 2AEY PSS BFst] A AH vAAE EET =
EES 2A5k= 7 AYE H=FT 7N 2339 &4 whyH, VPRSMDS (Variable Precision
Rough Set based Misbehavior Detection Scheme)& A3t} 181 o5& BIATS 53]
7Feit.

B =80 AL 23} gl 280 A= VANETsS] 718 wj Ay} REXS ArxE 43)ste] &

A o182 FAL A=F b AU 2= 3T VANETso A9 R4 &2 gk aadF
A RARS wEET R HolEE BAST, WEH2] ZeteluAlE A
717) 915k 7hd AYE ZNE RS @2 S AAgE 4ZoAe BoAR S STkl Aldshe
VPRS 7|8k 2439 &2 e g F7eith rAger 5doxs 28 94 FF dFIA
tisto] =2 gt}

Fr1
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2. #AAF

2.1. x}al:o]] iL

=5

dFuf el (Telematics)E= ‘Telecommunication’ 37} ‘Informatics’&] Aol 7 2} A B A o)
HEE o] AR A AEAHFEM, AFTZ, AU AHaE AlFste] Hedat kddE A7
A xolth, daufgas X5 IT 5” 71€0] 3¢9 EHE”?_] 712N MEE RIHXE @
T U R ozt A Aol w2 V|eR FHS 0 Uty E3E d AARCE A= IT
o] §HEE AF SAVENA 7|eF A B4l 7leS 835 Ay miE s, ITS, 2 kA A
Fol sl A7 g,
VANETZ 19 2.13} Zo] 2t S40E A YR 93 o f wog 188 5 9dl, A
}o AubE o F [VN (in-vehicle communication network)2}al H2m X}&F QR uke x8F 71
(V2V communication network), &3} ¢z g} FAIT (V21 communication network) &2
L IVNS Aee] wielub AjA] R8-S AZskm Aol CAN, Aol 209, 9=, CDP
aumo] 7171 A4E 93 MOST, 282 BFolay 23S A83sty Alojdke X-by-Wire
(Flexray) 7} QIth (o]4& ¢, 2008). V2V gk 7+ BA1S 7|uko g BAWS 1A%t ARE Agst
£ amet £ Qo] TAE 4 Ut AFTATE YA, VoI AP F24 $A Axeh ol
£xjo] @i} AW 7 FA1E AET & e SAEES At V2VE A 7F 541 7Rke
2 2EHE MU AEEAL AFE, V2t sk TP 7]4ke] wEA4H 9 ok 29, the
= Au~E A8 57} 9t} (Papadimitratos 5, 2006). & 2.1 IVN, V2V, V21e] thEH <l AH|
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2.2. AMAUE =YY

7PARUE H=X3 (VPRS: variable precision rough sets)< FE33F AAAE As}ste] =z 3
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HH 4o,

WIMAX/3G
Base Station

in-vehicle
communication

inter-vehicle
communication

1 T
vehicle-to-roadside
t& gy communication
inter-roadside
\ %P ommunication

29 2.1 VANET®] 1%

£ 2.1 I EA Aua

7 AR

- A% gEln o] Aulx A4Yh: MOST
IVN - 7l 9] Auja A49: CAN

- 7fQl ¢bd Aulx A Y: Flexray

S X EE AR

vav -2 7 2E BA
“F e 54
- 5E L o AR
val - 22 = (Map, POI)
- 1P 7]t 512
F olE PHL NS TR BAZ AR BUHE dold NP BASL 4857 sl A
9}, VPRSS] 73 ofoltiol AASS o@ ujg AslA £EuT 4L oAy BRsls AL

3]-&5l= Zlolt} (Shen¥} Jensen, 2007).
o] W R ZaldHZolA olsfisty] 7 Atk X, Y C Uzt 7, A 7 A= 4
(2.1)3} o] o= oK.

B X CYol® o(X,Y) = 00]th. ZFA=E BRI ol 129 03 42 585e] 22 4 9

XCpY iff o(X,Y)<B,0<B<05
CHlAlo] o AFEEo], A Xol f-aket 2ake) p-shereale et 2ol Aol 4 gtk

RsX = U{[a] € U/R|[2], Cp X}
RsX = U {[z], € U/Rlc([z]p,X) <1- 8}
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B=00" RsX = RyXolth.
HzRgto| oA 34, 74, AAFGL 23 2ol 32 5 Uk
POSRs(X) = Rs X (2.2)
NEGrs(X)=U — RpX (2.3)
BNDrs(X) =RsX — RsX (2.4)

2 2.2 vlolH 3 o

-

x € a b c d ==> e
0 S R T T R
1 R S S S T
2 T R R S S
3 S S R T T
4 S R T R S
5 T T R S S
6 T S S S T
7 R S S R S

% 229 lole] [N 4] (22)% R = {b,c}, X = {e}, § = 0.40] tjat p-2HIL Aahs
9488 F e 68 04= 4YRE AL Od AV OF AV FRAU Gl A 3
b BRUC 7 T 0E AT FEAI A0R UFETE Ag oulac
TR Xel €% @A) AA $Ee ket 2

U/R={{2}.{0,4},{3},{1,6,7},{5}}
U/X ={{0},{1,3,6},{2,4,5,7}}
A€ U/R% B € U/Xol i3, %2 $AF A7} -339 %] EFACHY, (A, B)9] ghe frr}
Zofo} Gk, A= (2)8 nesd the3} 2k,
c({2},{0})=1>5
c({2},{1,3,6})=1>p
c({2},{2,4,5,7}))=0<p

Wbl A7) 2 220] {2,4,5, 7} S-RETA AN p-3H el Fohah
A={1,6,7}% A%, o Fuze 97 wgun

c({1,6,7},{0h)=1>p
c({1,6,7},{1,3,6}) = 0.3333 < 3
c({1,6,7},{2,4,5,7}) = 0.6667 > 8

71904 A 1, 634 78 AT (16.7)el {1.3.6)e) gt A AAY p-3 YAl EgAh
U WHOE HEAUE AR AL OB 2L AFRIAL F5 T

POSgs(X)=1{1,2,3,5,6,7}
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9] A9 3YYAA (25,5} AW LA AR Bl 1034e) A4 1, 6, 70
2Ptk RHCIR (U,CUD)E 1@ o714 Ct 2AS4FTolL, D 235878
ot} USt $X5< Q9 f-F4 9L the Aol ojs) 24

POSRr5(Q) = Uxcu/qRRsX

o714 R-E &3 Ut FxFolth o]AL ZBLEAS AL p-74ES 2As=t A2 & drh &
&3 e e 2o
|POSR,5 (Q)]
YR, (Q) = ]

¥ =] 242 VANETsS] 88 ASIM #3335 GAE olsishs 2otk A9 &A= 74 )
EF wgolA g2 A3 k. 2y 712 sl A8 S5 VANETsO A otel A el 3918 gxshet]
48 4 glrk

FHT vV

(The CAMP Vehicle Safety Communications
=A29E E9 91X AEE 7 ¥ PCN AR

Consortium, 2005). 9] S+ A2 oW g
E AN Z 5 Yt B =T 28R AdlAo] Ado] Qo] BAEE 9 ARE A4S % Yk

fus h=4 %S
RS PR Ha17 A5 RARS 290 A A7} Fwol wel A 5 Aok
VANETsol 4 £ 92 2Alel thate] Golle 5 (2000)& MEQZ RS A3tk UES
2 892 3 YT BE /se o Ese] Polth T wEo] s 2 ojd ojuEs
2 ms gEselth 1 oMEs 1 BYd whe fEst, IAL Fe A 2eis 3, of
g Adlelt. o whgel & 8 BAIE o mdlo] 0@l A4E T Bl eAel tja Wl A

2] ggtthk= Aolth thrY =EEE FTAEE VANETsHA, 29 dolguo]As 231 AL

o3 u-Bo] go] T AW ¥IF5E 2= rk
Zhou 5 (2007)} Park S (2009)2 VANETso| A =ESo] S99 D= 7p3h,
3= H 4L MDSe] ZA | 43S n]X+& Sybil &4 (Douceur, 2002)9 A&3= WHE
o 7 HES wee] Bok A7) Yok ARAT et TE B PUES
WA AN ARE VAT
Ghosh 5 (2010)& 35 3 AlLbel 02 23T, B of@ L=/} 438 35 5 99
ARE AEAREAE A7) 50l o4 A} A AEE I o4k AEE L=
=l et

rlo

g o b5
WS Ag3tel BY o] Atk el Yol 2704 wel ATk A, ol oele L g
g 349 AT A 408 ASUYL YUY, 2948 msol 51 92 08 0 S 5
0] oI AL F7e 7o) oIk B, A A )% RAY] ) A At PAe

Raya 5 (2007)2 LEAVE Z2EZ2 MR A1 H4 e Al FAPHE ke ==
£ gt o g ol oef o]R oz E A3t

Moore %5 (2008)-2 28 o]g} % £ ‘suicide’ WIAUZES ARG, Hae Ao r Aol
Ay == sk w2 i =29 37 A LCOﬂ s “ﬂalAEOH gtk o 34 ¥
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52 3 WA wE7b ARG AL A5k Ak o] WFAUSE ol 2 WMo BAF oA
S 9tk RARPE e = SRl i YT wEs} Q= AYe T LY wEs}
T ABE BANA HHW, O} RADNE S wEE WA £ ik w3, RARYE sl
vE % sl 443 w=8 wuele] A3EW, Ohe otele) vk s WEH el o} k.
RAPYE S LEL E O RARNE sl L8 wiew oe wxd o 443 Aoz 7
z9 5% Qo)

T 74R) A o2 7uk A4 A Ak YTk (Raya 5, 2008; Bilogrevic 5, 2010). 1)1 w] <l
3 (2010) 2ol o= 5 ol A Bl o] JAFUEARIE 0|55 ARE Asjo] A4
z2Rde TEaT, Bt 4o A o5 54 Arel A4 meodue] ofF 54 Fute A
A NGAEE 7122 2wt FAe) vg4 B9 SRS AR wAA B9 A 2R EL A

3. 7HHAYEE =Y 71N FABS I Yy

RS g SR Foehs dEERE £H ol g psith Fofshe A2 Aol CAd
AdZ¥ RSE] F5T o RS A7) 945 vhao] B39 &2 (MDS misbehavior
detection scheme)& 83}, CAol HuF oAt} CAE AFAE H4AsI He3
fication revocation list)ol] F7}3}7] Ao ojH <QlFAfd thsle] HAPL H1o] 3
CRLE 2338 old A2 24l AEE v, AEA BA= = FEAHE & &2
o} owsh At @ 2 H 2ol BN = BAAWS A FEE oA WUA, FF B A5 ©A
A, 718 AT} & A A o) &strt. FAYY gt 55 o
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29 319 ARA, AR 1ol =5 7 94 Xold B2 A RE ASIL, AR 67 A
213 1500 2200) A7 A2 X8 AR, o120E A XA £2 AT] G319 A4
AR7 23 AL A ST},

AR BT R %a— IN|=N¢] ==52] 33 N, RSUs9| H# R, CAs9] J3 C2 7 AFEL
n; 2, RSUs= R; 2, CAsE= C; &, 283 MA (master authority)+= M; 2 Z+Z} YeRdT}

B2 A e WS 017149 F7le] AAste] WABOR, FL E e wee)
BRE D B A2 A8 el FUDE FLAA Yrh PelE 0 o Fo Ee ur
B ofd ==of o A4 WAR] =& AR 4257 s AJAA £ AAAE Lol Al
9 A7 & Aotk

i

ol wEt £ A4 Ao S B fstel thed 2L AR WAAES A5 4 9

&
It

o 713 AA A|5AX5 (EEBL: Emergency Electronic Brake Light): o]® x}2ko] 7}x}7] 7+<:
5tH EEBL AR E WAA7|1, § AFEL Tv| &S AW & ATt

o 5 T &¥ (PCN): oju] B ol X ALLE T} XFEA AR Aol ofs) AsHATh

o =2 Ay AE] ¢¥ (RHCN: Road Hazard Control Notification): =2 AFe] nj1me]L #7F 1
o2 = AES 2o} 22 =2 A E B

o =2 EX &7 (RFN: Road Feature Notification): &tx Zx] % A|gt &= F7H = F73
A BERE BT

e & 2%+ &2 (RBN: Road Break Notification): FA} = AFAAs] S8 T 271 xpehs o
215 8ol B7HsotH, B2 A ARE AEo)

o T3 =2 &3 (CRN: Congested Road Notification): 3 59 T 2o ¥ Extoz HA7}
st £3F ' ARE HAEe

o A /A< A= &7 (SVN: Stopped/Slow Vehicle Notification): &0l 1302 Xgko] A2}
3 QAU ARB] o] F 3 Aol QoW ARE WAL

e F%5 FE AXE (CCW: Cooperate Collision Warning): 33 5 & 75 S=0 Ulst ARE
FaRoig=s

o 713 X FZ (EVA: Emergency Vehicle approaching): F oA HZ3d= thE AHES $3)
o o ) AL ozt

R = AA o] 5709 A S ZHE My € Mo B8 E AR HARES At

Ma = (piiz T7 Li: t, vit, llt)

2

AZIA put =5 ni9] 718, T FE $7olA, Lie 4E7 24T o|ME E; o fAolaL, t& BH
HAIA7E AFE AZOlAL, vys AR toll == nz-J SEola, I2al ly= AR tol %ES TRAIZ
= n; o Aot

o k& n; 7k o & 2 HE FH UAIAE Rod, I HH Uﬂ/‘lzli-‘%ﬂ AE FRE Lohd
ok o7lH I AE SR RS FAE AT HE /‘l’\E“Oﬂfﬂ dR%57d0] At

EE nje A AR AtFo] 2= 0 ZRE v 22 v CLE}

b ogz',

(Bi = pit, t,vit, lit)
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LE nye 25 n 2 RE I AE WA 7 AEst AR wARAA] 8 AE wAA AR E FAS
7] 918k, o)Al W AR WAL} v HAIAY AF A7 S5 1Eal YA AHRE o] 83t o]
A, BEE, LA, FLIRE 47 ALty 714 k& n;7F ARE DA AP HES
we NS st A2 2o FARA SAAL £4 G Y (yes) ol T ol N (no)'Th
20l A G ATS BEE GES A S49) S50l sk SATFOR AYSI

At %] AF2 77k A E 0] 5t7] wiitol A=Fe] olsAg], D = dist(lji, lje,) = GPSS $
Aol e 25 E ]E}T—E}i«] A& ARSSt] Ak Xt 28ja At SR A= ol AR 1L
g 3.29] 24845 ARE31e] 5719 718 HAAHEQ VL (Very Long), L (Long), M (Medium), S
(Short), VS (Very Short) @ A= o R},

b, D)

V3 3 M L VL
1 S

04 d, d, 4y P

39 3.2 2] o]E A YT 258

A Aepo] AA AEEE FAT ©

% = 39
sion Avoidance)& 7]|% a2 T3 o7t}

i)

<=9l ODCA (Overt Deceleration for Colli-

oiw

2
Vrg + 20p0Trg

= _21‘7»0 + 20,0 T — ap, T2 (apy = 0,vp0 < vg,) (3.1)

A B1)NA vy, g, vy DAAAGNAE] R Hepe] S50} 4w, 227 ) Hge) SEE 2
2 UEIT a2, = AN AANE Gehdeh. 35 508 98 2% 0 35 AY 37
24> 917 (Hiraoka 5, 2009) A, 0.8[s]ollA] 1.4[s]7}A] ] @ AR}Fe] vh-S A7+ A A o) 3t AR Zu]) =
daz 4.0[m/s* | Y& BTk wekr At ] BEE e A 12 T FEE gow A
33t o}, 19 3.39] 24345 ALRSlo] 6712 7R # A A el N (None), VW (Very Weak), W
(Weak), M (Medium), S (Strong), VS (Very Strong) 2.2 AP AL AME &4 e £43

9 EAE 5 AR A2 2 A%l "t

VANETsO| A 232} 2kgke] bl 2 Q43S nlxl& AR AR dlAA] o dist 2P S5
o5 A A2 e ¥ 3.17 ) o714 27£4 9l Dis, Dec, Slane 183 Srouts =&
ol A, TEE, FYAA, FLIEE A4 v, AR5 Typetr AE WAA] T/FE Ve
Wt 223 Errore S A Hd 5§ 7Fsst Atd £F LA R (1-FE)Z ALk o
==

AR A2"HE P FAES A A5 588 Buk ohet AAZEE 53 tlolHddl=
A AAFR Y 13 FATAGS 5300 7] Aste] oRzke] eAHE xS 4~ Qith. wEkA B =f

A= AR A2 xRS o7 HE VPRS 714 2AF AR WAIAE AWste] RIS &3]3

o

-

P

oL
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Mo ] s
1 H WO W M s s
] i
] 1 2 3 4 &
a9 3.3 AP gEEd N 253
2 3.1 5439 B E 9 HH A|~H
U Dis Dec Slane  Srout Type Error
z1 M W - Y PCN 0.3
To S w - Y RHCN 0.2
T3 M M - N RBN 0.3
T4 VS M Y Y CRN 0.2
Ts5 S w N Y CRN 0.2
Te M N - N CRN 0.2
7 S M - Y SVN 0.2
s M W - Y SVN 0.2
Zg S S Y CCW 0.1

oh AR449 AR ERE AUA B 23 4 (32)8 2ol A= o)L},
1
_, w (T,
c¢(X,Y) = min <1 - w> (3.2)
=

A7|M X A wAAe] 24549 3
Alegle] AR FF Taoll e 34 =2 :
w (2, yp) = BA 2AHAY) kWA 4ot B 274549 k-AA A 7ke] fA
Wit 3 3.104 2744 P={Dis, Dec, S £

R
rlu
o
=

lane, Srout

U/Dis = {{z1, 23,76, s}, {T2,T5, 27,79}, {Ta}}
U/Dec = {{z1,®2, 25,78}, {®3, x4, 27} , {x6}, {T0}}
U/Slane = {{x1, 2,3, T6,x7, T8}, {Ta, 20}, {x5}}

U/Srout = {{z1,x2, x4, x5, 27,28, 20}, {23, T6}}
PoA 2] A E7s &7 (indiscernibility relation)+ T2} -t}

IND(P) = {{z1},{z2},{xs},{za},{zs}, {ws}, {27}, {zs}}

dE Eol, oW =E7} T} =E2HRE CRN A w4
I

AE $ABATHE CRN ZR 7t 244
o] F3, AT AtFo] 1 AH $A mTE A HAAE A%

£ A5 =2 RE HE vAAE T

fr ox
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N
Fﬁ
_|
032

{x4,x5,x6} R F*Xl% A% BE A2Fe] I Y] POSP(Q) =
A3HA| ek=th. EE}EW Vo € POSp (Q)°ll thall & 3.1¢14 CRN & wA1 A9 Ztf 58 753 3h
A B 2A7F 020122 5=0.2¢1 f-3H G A= A

c(CA,z4) = 1— (1.0/4) = 0.75,

¢(CA,x5) =1— (1.8/4) = 0.55,

c(CA,x6) = 1 — (2.8/3) ~ 0.667.

7| FALE ZFEAE Aol M ghol 1 9 th2H 0.8, 2 &/ th2d 0.5, 3 & th2w 0.2 1
22 4 97 o4 thed 0.0S HgaArh webd AR 2AG4 POSps(Q) = {ze}olnE, $41
2 CRN 74X wA A= A3 A8 WA 22 285 o)A},

o A=, ofE =E7} ThE =ER2RE SVN FH wAAE SAsind SVN Zu7 24444
o] FiL, FHAIZE At Fo 2 AR 4] =Ex AR UﬂAWE ’;‘J T2HE HE HAAE B
oh 29 ool e AR wAA g vl WAIAS] HE AT, = 2T X FEE ol8te] =
AEAQA olsAe, #EE, 5934, 5428 47 74]*“%} Antd 20548 CA=(M, VW,
) N)O]E.i éﬁ%j\é?—] Typeo] SVN\_ T_\Ejé]?} Q = {$77$8}°]E]'- j—aE :Lxé"éoﬁ, POSP(Q) =
{7, zs}olth. CAL FAYS] SAE AT JE Al2-e 349 POSP(Q) = {7, zs}oll EASHA
o=tk wWebd Vo € POSp (Q)°l tisl & 3.1914 SVN AR wWAz|e] o 3§ 713 Ard 257
2271 020|182 =022 f-34FAe 47 oot TLE AR 7S A&kl Attt

¢(CA,z7) =1 — (1.3/3) ~ 0.567,
c(CA,xzs) =1—(1.8/3) = 0.4.

weba] ARE 2A4A POSps(Q) = ¢olBZ, 549 SYN AR mAA= AR AR wA Az A
531, CRLe| &7} o]t}
4. 3% B}

2 =74 Alkss VPRSMDSE] A5S B7Fst7] f8te] o HeES ot
e MB: —‘?—7@33—?4 (Mis-Behavior) 3R Q—T—

L]
=
o
%
ox
o2
B
=
A
=
]
=3
=
w
@
5
z.
o
=
s
3
oz
e
+

e RR: A4S E AN = A5T Sl
o MM: RPN E HAYHZE 53 S5
e RM: AAYLNE AP R 53 3l
A7) A4S ARESte 2714 s HEQ] AgET FAEES AR
o J3E (correct rate): FAFYZ SHHATE. MB/HY AL o diste] MM 7} £33
Ao 2 gXHH, 452 MM/MB2 g Ao Ht}.
MM

correct rate = ——
MB
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o #ABE (incorrect rate): A E At RBAS] B3Rl thsto] RM77}F 773 3]
Ao AdEy, B85 RM/RBE 2 Aojdth

RM

RB

Qe Fo] 2 = Q9400014 MATLAB 7.0 (Kay, 2009)& A-&-3to] 7] it
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Abstract

Detecting misbehavior in vehicular ad-hoc networks is very important problem with
wide range of implications including safety related and congestion avoidance applica-
tions. Most misbehavior detection schemes are concerned with detection of malicious
nodes. In most situations, vehicles would send wrong information because of selfish
reasons of their owners. Because of rational behavior, it is more important to detect
false information than to identify misbehaving nodes. In this paper, we propose the
variable precision rough sets based misbehavior detection scheme which detects false
alert message and misbehaving nodes by observing their action after sending out the
alert messages. In the proposed scheme, the alert information system, alert profile is
constructed from valid actions of moving nodes in vehicular ad-hoc networks. Once a
moving vehicle receives an alert message from another vehicle, it finds out the alert
type from the alert message. When the vehicle later receives a beacon from alert raised
vehicle after an elapse of time, then it computes the relative classification error by
using variable precision rough sets from the alert information system. If the relative
classification error is lager than the maximum allowable relative classification error of
the alert type, the vehicle decides the message as false alert message. Th performance
of the proposed scheme is evaluated as two metrics: correct ratio and incorrect ratio

through a simulation.
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