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Fuzzy Expert System for Detecting Anti-Forensic Activities
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ABSTRACT

Recently, the importance of digital forensic has been magnified because of the dramatic increase of cyber crimes and the
increasing complexity of the investigation of target systems such as PCs, servers, and database systems. Moreover, some
systems have to be investigated with live forensic techniques. However, even though live forensic techniques have been
improved, they are still vulnerable to anti-forensic activities when the target systems are remotely accessible by criminals or their
accomplices. To solve this problem, we first suggest a layer-based model and the anti-forensic scenarios which can actually
be applicable to each layer. Our suggested model, the Anti-Forensic Activites layer-based model, has 5 layers - the physical
layer, network layer, OS layer, database application layer and data layer. Each layer has possible anfi-forensic scenarios with
detailed commands. Second, we propose a fuzy expert system for effectively detecting anti-forensic activities. Some
anti-forensic activities are hardly distinguished from normal activities. So, we use fuzzy logic for handling ambiguous data. We
make rule sets with extracted commmands and their arguments from pre-defined scenarios and the fuzzy expert system learns
the rule setfs. With this system, we can detect anfi-forensic activities in real time when performing live forensic.
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(Z 1) AFA model

Layer Scenarios Related protocols
or commands
Data Anti-forensics activities targeted on data deleting, hiding and modifying OS commands,
e.g. disk encryption tool, erase tool, disk utilities encryption tool
Anti-forensics activities targeted on application and Database system
D. mman
ata'bas.e/ e.g. deleting or modifying DBMS audit log, DB tables, changing DBA account 5 co ds,
Application . SQL query
password, deleting app. log
os/ Anti-forensics activities targeted on OS system OS commands,
Platform | e.g. Changing administrator’'s password, deleting or modifying system log telnet, ssh, etc
Anti-forensics activities targeted on network devices and network security system TCP/IP,
Network . o .
e.g. deleting network router’s log., DOS attack to network monitoring system dial-up modem
Anti-forensics activities targeted on physical changes Physical access or
Physical f;i;nl?qmgng BIOS password, changing RAID disk configuration in the BIOS KVM over IP

(¥ 2) Data layere| 2=5t

20 OflA|

Scenario category

Related commands in Linux/Unix

Related commands in Windows

Explore and modify find, vi, cat dir /d, edit

delete rm - rf, rmdir del, rd, format
Change permission chmod, umask Icacls

Change or erase disk fdisk, newfs diskpart, manage -bde

Encrypt file

openssl, crypt, vi -x

Truecrypt

(E 3) OS/Platform layer2| =5t MZH0O{ ofjA]|

Scenario category

Related commands in Linux/Unix

Related commands in Windows

Obtain root account

su, sudo

N/A

Modify password

passwd

PsPasswd, netuser

Delete system log

./zap2 webmaster

Forfiles, PsLogList

Modify the system time

date, rdate

time, date

Modify or delete registry

N/A

reg add, reg del, reg export

(¥ 4) Database layer?e 25

s @i2iof oA

— O

Scenario category

Related commands in Windows

Modify DBA’s passwd

SET PASSWORD FOR ......

Delete account

DELETE FROM user WHERE ......

Delete table

DELETE FROM table name TO ......

Delete record

DELETE FROM table_ name WHERE

Delete DB

DROP DATABASE......

Modify or delete log

DBCC SHRINKFILE (...)

Exec sp_configure ‘default trace enabled’, 0
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AFE7E EABES ™ ofgA sjoF sk=rt
= AR A XLQ =3 *‘Zﬂi fuzzy logic ™3
ot Aehs W] o8 EAIY F3E detl
s qe EH/\Jﬁi stk o] 17k
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(%

7) AAIZE Anti-forensic®|

EiXlof| 2 &MSI= ruleset

Rules Alert log Meaning
alert tcp any any -> any any [*] [1:1000170:0]  VNC server response | If protocol is TCP, port number is any
(msg:"VNC  server  response”; | [**][Classification: Misc activity] [Priority: | and packet is for VNC
flow:established;  content:"RFB 0"; | 3]09/07-19:13:27.882616 0:50:56: C0:0:8 -> | response.

depth:5; content:".0"; depth:2;
offset:7; classtype:misc-activity;

sid:1000170; )

0:C:29:54:72:94 type:0x80  len:0x42

192.168.881:58522 > 192.168.88.130:5900
TCP TTL:128 TOS:0x0  ID:3611 IpLen:20
Dgmlen:52 DF **AP** Seq:0x2CI51E93
Ack:0x79630D80  Win:OxFAE4 TcpLen:20

Alert log shows the consequence of
detection. The VNC response packet is
detected on 7 Sep.
Source ip is
192.168.88.1 and
192.168.88.130

destination ip is

alert tcp
-> $HOME_NET any

(msg:"3_NETWORK_COMMAND
network information”;

/ confirm

content:'net sessions";

$EXTERNAL_NET any

[**] [1:1000165:0] network information
check [**][Priority: 0]

09/07-18:24:27.566548  0:50:56:C0:0:8 ->
0:C:29:54:72:94 type:0x800 len:0xF8
192.168.88.1:58151 > 192.168.88.130:23
TCP TIL:240 TOS:0x10 ID:0 IpLen:20
Dgmlen:234

AP Seq: 0x7435778D  Ack:

sid:1000160;)

If protocol is TCP, port number is any
and command is ‘net sessions’.

Alert log shows the result of
detection. The ‘net sessions’

command is detected  on September
7. Source ip is 192168.88130 and
destination ip is 192.168.88.1.

0xBD279BE9  Win: 0x1700  TepLen: 20
(& 8) Categories of commands ATHTI.
i L 2]3%lo bl Ale gl
Category Description Examples fUZZY logicoll M= %%ﬂ NS A 0}: g, ©]
Commands related to rm -1f £ fuzzy A olg ok fuzzy A2 o9
deletion, encryption, chmod membershlpoﬂ 23} - 9] Zh(grade of membership)
Caution | permission, et ser & e didel Aolni2s). &8 7ukela
shutdown and account shutdown
init JLEE T W= [0, 1]°]0 1°ﬂ 7W7k ke 7t
Commands related to touch A5 grade of membership®] = ojw] gttt o]
changing time, confirmation taskkill 23S membershipell ¢la 1 A 7_:} o] AARH} H
about system information, ipconfig o] S1O =l o L= o]0
Attention | starting or shutdown service | find ol fs '_Jr el o A7 o T‘jj == T
(process), editing file and vi A= o] FE membershipdHetal gk
exploring files. finger
gx 5.3 Feature selection
Commands that are s
Common | excluded in Caution . o obx] ZAEE AluhE) Qo A9k 7o) Anti-forensic
and Attention categories.

o HojlA AFsIEE
730 A ] Anti-forensic

2% fi5tel AHg L

g0l ZuA @A &8Il #eld CL

(Command Line Interface) 7|5+ WH oy =152

© uke} 7o) live forensic S
yo)= HALAl A|AH T

Sl FECE

Pal Aty LA Y o
A gko T4l ATk kA

152

gRolek s 2l
k]

= o7} Z+S Foldle] A AEES 2 A 5
sttt 1822 2R9 Anti-forensic 397} dvlvt QT E 37}4) WSS Holagith (1)S 37 }x] W=
FAF B0 B E 7E F e AR Fkst= o) A e Aotk (X 8), (X 9= 7+ W
fuzzy logic "i5 AT ATl L F F o wog 1 g2 Yy,

312 OlEY A=sts) (12253) %
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(3% 9) Categories of command arguments

Category Description Examples
Very System configuration | /etc/passwd
Suspicious files, system log files | /etc/sysconfig

and configuration /network
files related to /var/log
account, logging /var/admin
and database username
(followed by
admin
command)
Suspicious Application  related | shellcode,
files except database | utilities that
files and source files | can be used
by users.
Possibly The files that
Suspicious generated by document file
user

FZommana = {Caution, Attention, Common}
FZugument = {Very suspicious, Suspicious, Possibly suspicious}

FZleveotaanter = {Very high, High, Middle, Low}

ey

Anti-forensic 3] 9] A& EE HY
O] ‘JrF/‘rlHl“ °]f’49] AEs A
2=z ul

o
il
2
—_‘71,
E
N
_b{_,
_‘
o
M
o%“:
oX
- ok
Lo
2
ot =.

il

o1 g ’\FQE]L‘/M] upebA ol 99T o

= AL Fofeljof & HHo &
t}. live forensicZH7d oA A=
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o,
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X
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e E}O
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fuzz ’SJOW UH 3 }

Lo -loh B

i, ok
éé rir
n:ﬁ
?L
=2
1B
ofr
E,
n.qo
_°.
do
o ot N

°
o
5:
rir
N
o g
S
&
T
=
M
.
)

M2 82 o bl oox rot N otk oF I @ £

A oo moh it BT X © )y o a%

ih, tlo o o =
Lo px o

Fll‘

°1E‘r 2 "4—?01]*1“ o] &}
£ Agstl vebd 5 3L upper limitwk 3 lower
limit#t 18] modedt-e €3 A& A5 7HE A%
Sk FElel A7 2] membership$HE AE 6}
SATH29]. fuzzy logic®] 9= [0. 1]°]2E, upper

m\l

limitZH-2 1°] 52 lower limitzh< 0°]th modeZt-<
upper limit 73 L3 10] ok (Y 5= BH
oj9} o1z} zk ¥ ol )3t membershipdr=2] 1
A B fuzzy FEC AHE U= THZE
HoFEoh

5.4 X|4| HO]&

fuzzy logicol 419 A]2] ¥ o] 2= IF-THEN rule<
wEt) ol sl dshe 27do] 3744, 1A gk
of st 7ol 3744, Al A=
ahe o] 47 R F 36709 rulee] A 75t
™, 71 5 12719 rules S50l ARE-sEATh the
2 C‘:‘:vLoﬂ/‘i AHE-EH ruled] dF-oln, X HHol S
Y& A s, Ze AR E JETh

Rl : If X is less than 3(Caution) and Y is less than
3(very suspicious) then Z is Very High

R3 : If X is less than 3(Caution) and Y is greater
than 5 and less than 7(possibly suspicious or
suspicious) then Z is Middle

R4 : If X is less than 3(Caution) and Y is greater
than 7(suspicious) then Z is Low

R5 @ If X is greater than 3 and less than7(Caution or
Attention) and Y is less than 3(very suspicious) then
7 is Very High

R7 : If X is greater than 3 and less than7(Caution or
Attention) and Y greater than 5 and Y is less than
T(possibly suspicious or suspicious) then Z is Middle

R8 : If X is greater than 3 and less than7(Caution or
Attention) and Y is greater than 7(suspicious) then Z
is Low

R9 : If X is greater than 7(Common) and Y is less
than 3(very suspicious) then Z is Very High

R11 : If X is greater than 7(Common) and Y is
greater than 5 and less than 7(possibly suspicious or
suspicious) then Z is Middle
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=== Very suspivious

Possibly suspicious

Middle = ° Low

(22! 5) membership &2 F2

RI12 : : If X is greater than 7(Common) and Y is
greater than 7(suspicious) then Z is Low

ruled] AHEE 2= membershipdh4-2] 7S o
eI X3l tiste] 7 fuzzy membership 342
of" Az 73} tf-gE=rol o8 Zgkol A4 =
o} ol HF& FEolg} gt

o2 vtk AU thAl mamdani®E H, A
FE Y, Y FE W, AYE AYEDFE WO
2 e, B QTlAE WeEels A4 gl o)

8hs membership el 4 A= Glo] gl 7
$ A e Qs NUES AEeE WAL
AesgiTh o)sh 2 Aatel 7HE APAES T
2Hel 7] mamdani T%@om[s, 9. o] FEWS

The result of inference

2 Jefj=

>

158 Feole) AAAR FolE 4 o, X
Gol, Yi= 9ol 44, Zi Y FYols

HAAQ JAEES olF @) A, B, CE 7

Ry

ol n

au@

%’4 s FAE YeP ozt = 5 9

o] rule¥3) Rulel} Rule27} WFEA] A2kt
7}24% e A oflth oA3)H 2>
tﬂog 7t rule] APEE 73} (39 AollA
+ membership functionS 2]7]8tH o}l HA7} A
ol Z1& wH oo th3t memebership functionS, B

R

X O N oo ol

9l A argument®] membership function <] v] &
. @ME (3 T3 HFEE THENE S
1ol wrdste &0 Z23= 3tk FF
&9 A= 59 2ol A=, o %
Yy HOl 2 thA] ] A (crisp) 22 ¥

Ael] Fojof 3it) (6)H 7S FA AW (center of
gravity) & AH&-ate] FSHTHS, 9].

ol flo vl
Eh ro g
N

Rulel : IF X is Al and Y is Bl THEN Z is C1
Rule2 : IF X is A2 and Y is B2 THEN Z is C2
()]
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Wy = [max, gy (@) Ay ()] A fmax g, ()
3
ey (2) Wi A gy (2), V2EZ
/’L(‘2(7)_ %A/L02(7)7 Vz2EZ (4)
w(2)= poy (2)V sy (2) &)
\/ur(z) o 2dz
0= (6)

5.6 Experimental results

AF7HA] =3 Y ES vEeE AA AY
g 5L HAE & Btk AR} AlAY o]E=R

s HEoleh FAe tigk AdEE e Al F
QT AYEE Te) £ 2 AE) Awst v
ggict gl et JRE WHAAY Al2" 9
ABE WY A% dold Aol LI
ok 12709] rules ol&dte] FEW AF LT
2] s & A= drht As AT e
A2 JIr g Aiteih

A A AdEl s &AL HolEH o] A
Aste] 3jAe 71W HolHE FE8H Ay
4L AL Ao,

$vi su.c

$gcc —o exe_su exe_su.c

$./exe_su

#who

#mysql_safe —skip-grant &

Mysql> show databases;

Mysql> use employees

Mysql> select name from employees where
salary > 300

#./zap2 guest

#./zap?2 root

7 WA AU s Y "gA ALEE killst

31, rootA g AREALE F713H= shelleode s AHE-

& ZAtolth Y HAS Aok AW & F,
SIS 713 9ok Teht ofE WES WL 9l
LA AO2 HolA 9] i) oize e 49
g 3 98olE Bray JHs 49 B9
A #es] ok

$gcc executable
$./executable
$mv executable .executable

oL g

21T o

Al A A QA7 AL

A SR Bew AR
2

{0

ob
SN

=)
e
o
Hr
=

4y e Rl oot R OX @

_H
ot off

$ xscan quake

$ tail —f KEYLOG.quake:0.0

# xlswins —display quake:0.0 | grep -1 snort
# xwatchwin quake —w 0x1000561

[quake]$ xwd —root —display localhost:0.0 >
dump.xwd

(£ 10), (£ 11), (£ 12)= 99 AU LES H
2EZ Aol

=

T

6. 2

B =54 = AS71e AFARYS Alekst
T 19 we} Anti-forensic 39 AU 0.5 A S}
ATE NFSTS F3ate] AL th/d A"l ot
HA 9| 7L S AlFEE stdloH, 1Y '
A N "3 fuzzy Aw7b AI2ES Afste] AAT
7+0 2 Anti-forensic A E ©A & 5 YA A
t}h 27h AlQket AlaH ] o] HL2 3} 2t}

o~
T

e

T
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(Z 10) R HW AlL2|<20] CHet BIAE ZT}

Sequence of the commands mark Command argument mark Degree of danger

vi — gec Caution -0 Suspicious High

gce — exe_su Attention -0 ,exe_su, exe_su.c Suspicious High

exe_su — who Attention | N/A Possibly suspicious High

who — mysql_safe Caution —skip-grant & Very suspicious Low

mysql — show Attention | N/A Possibly suspicious Low

show— use Attention | N/A Possibly suspicious Low

use — select Attention | From, where Possibly suspicious Low

select — zap2 Caution Guest Very suspicious Middle

zap2— zap2 Caution guest, root Very suspicious Very High
(2 11) + W AlLj2|20 CHet HIAE Z1}

Sequence of the commands mark Command argument mark Degree of danger

gec — executable Attention Executable Possibly suspicious High

executable — mv Attention executable, .excutable Possibly suspicious High
(F 12) M e Al2| 0] CHet BIAE 2t

Sequence of the commands mark Command argument mark Degree of danger

xscan — tail Caution quake, -f Very suspicious Very High

tail — xlswins Caution -f, -display Very suspicious Very High

xlswins — xwatchwin Caution -display, -w Very suspicious Middle

xwatchwin — xwd Attention -w, -root, -display suspicious Middle

RouA, 7P A BEA MY HRE 292 0E 48T S 98 ke
WHO R Anti-forensic F 95 BAY F A=F A Al WA, WA R fuzzy b ARE-SE
&3} oFAth NFSTZZ 192 7] A FAF FE W2 AxE Thsst Sl ole Al&eta 28
A A A A O Al HES A BUEPS 7hest Stk ZUEYe] A3t
e Aoz Al O AdE dEEh T HIME FHsto] gAREe] viz 2l = A

A, AL A" 28 "HEel ek 7] o] 7Fsstth
FEaHA AoAA Be Bod HYASIHA F gozo Ae FEFY I BAY o
A7} 7t =S itk e R olek A R o] 2AHE FE JRE T3 3o Abdoe] 5
ojo] AAb ghell Wt vy AlFA7AA 24 3t Fot= A7 obd, MIERA FolM AsHoz
A9 ARAEE Y ¢ S itk #1F of TREE A= 771] A & S s W
Yzt AA live forensic 7314 B & F e Fo g zghEofof & Zojrk
7Fs3k B E Anti-forensic 39S B4 & + U=

= otk ol= Al AelA et AR Al

gk lHU FEs3| (12352) 59
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