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Abstract

Trust for the data created, processed and transferred on e-Science environments can be estimated with 

provenance. The information to form provenance, which says how the data was created and reached its 

current state, increases as data evolves. It is a heavy burden to trace and verify the massive provenance 

in order to trust data. On the other hand, it is another issue how to trust the verification of data with 

provenance. This paper proposes a fast and exact verification of inter-domain data transfer and data origin 

for e-Science environment based on PKI. The verification, which is called two-way verification, cuts down 

the tracking overhead of the data along the causality presented on Open Provenance Model with the domain 

specialty of e-Science environment supported by Grid Security Infrastructure (GSI). The proposed scheme 

is easy-applicable without an extra infrastructure, scalable irrespective of the number of provenance records, 

transparent and secure with cryptography as well as low-overhead.
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1. Introduction

Provenance states how data reaches its cur-

rent state [Simmhan et al., 2005; Buneman et al., 

2001; Cui et al., 2000]. The information to form 

provenance includes the processing history of 

data, the related memos, the transfer history of 

data and so on. Open Provenance Model (OPM) 

[Moreau et al., 2010; Open provenance model] 

allows users to grasp what provenance says 

easily. OPM represents provenance with arti-

fact, arc, process and agent. As immutable piece 

of state, the artifact on OPM includes a physical 

object and a digital representation such as data. 

Process means an action or the series of actions 

performed on or caused by artifacts, resulting 

in new artifacts. Arc on OPM shows “some 

change” between two artifacts or one artifact 

and one process or two processes. Agent is a 

contextual entity acting as a catalyst of a pro-

cess. But, OPM does not prove or show the trust 

of process, artifact and arc. Because the in-

formation to form provenance is accumulated as 

data evolves and there is no standard for the 

format or the structure to record provenance, it 

is hard to trace and verify data with provenance 

as provenance increases. As electronic record, 

data is easy to transfer, copy and modify. 

Provenance which records the processing his-

tory of data is not created and managed by one 

system or a domain generally [Tilmes and Fleig, 

2008]; e-Science Grid is one example of the 

domain. Along the transfer path of data, prove-

nance is only added by different agents or prov-

enance recording systems. As provenance in-

creases, it gets a heavy burden to trace all the 

information provenance provides along the do-

mains data transferred. 

On the other hand, even though provenance 

is an important ground to trust data, it is an-

other data to be verified. OPM does not repre-

sent the trust of data. Therefore, it is necessary 

to verify whether the artifact described by 

provenance is the exact data referenced and the 

processing described causes the state change of 

data really.

The domain such as e-Science environment, 

where data as research product is important, 

needs provenance to prove the trust of data 

[Bose, 2002]. It is emphasized that origin and 

processing history of data is crucial for encour-

aging effective sharing of science research data 

among collaborative scientific communities 

[Jagadish et al., 2004].

2. Related Works

The issues of trust reasoning with prove-

nance are the requirement of expert system or 

the credential records from reputation system 

[Hartig et al., 2009; Prat et al., 2008; Keijzer et 

al., 2007; Gil and Artz, 2007]. The fast and exact 

verification scheme proposed in this paper 

tracks data transfer and data origin only with 

provenance as [Chapman et al., 2010].

Many researches track the history of data 

along the causality of the data states from the 

current version of data to the origin of the data 

[Hasan et al., 2009; Braun et al., 2008]. And, 

many researches assume that provenance is be-

lievable [Tilmes and Fleig, 2008; Barkstrom, 

2010]. A scheme of provenance tracking using 
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bit vector [Gadang et al., 2008] was proposed to 

overcome the weaknesses of the aforementioned 

approaches; heavy load to track the causality of 

the data versions. In the paper, it was possible 

to know the data origin using several bits. 

However, it was not possible to check exactly 

which version of data was referenced. The in-

formation for data source is somewhat inexact 

without considering the data version, because 

the data evolves with one identity. Moreover, 

the paper does not verify whether the bit vector 

is trusted. The overhead of the approach in-

cludes the requirement that all domains must 

know each bit position at the bit vector by which 

they are represented in advance. Any additional 

domain causes the bit vector to be updated and 

requires the consent of all domains.

On the other hand, new services or new sys-

tem structures for the trust reasoning with 

provenance were proposed on e-Science envi-

ronment [Anand et al., 2010; Szomszor and 

Moreau, 2003; Tilmes and Fleig, 2008; Barkstrom, 

2010]. But, there is little mention of the tracking 

overhead for the trust reasoning of data with 

provenance especially for the situation that the 

provenance records are extended several do-

mains [Hasan et al., 2009]. [Barkstrom, 2010] 

proposed BFS algorithm to track the history of 

data processing with provenance; the tracking 

cost is proportional to the number of the events 

which cause provenance to be recorded. [Tilmes 

and Fleig, 2008] pointed out the difficulty of 

tracking data processing with provenance espe-

cially when the data is distributed or transferred 

among multiple organizations. It proposed two 

types of meta data to reproduce the data rapidly; 

it focused on how to reproduce a specific version 

of data fast. But, it did not mention the ver-

ification of the data reproduced by provenance 

or the tracking overhead of provenance to prove 

the trust of the data reproduced.

3. e-Science Domain and Problem 

Specification

e-Science environment, which is also called 

e-Science Grid or e-Science domain, provides 

an improved open infrastructure for science re-

search by mitigating the limitation of time and 

space which is an obstacle of offline laboratory 

[Sahoo et al., 2008]. It enables scientific experi-

ments by remote control of the expensive 

equipments. The enormous data produced from 

the experiments and processing can be stored 

at e-Science domain safely and retrieved by any 

user authorized at any time at any place via 

Internet. High performance computers, which 

can process large data in a rather short time, 

can be shared on e-Science environment. Each 

e-Science Grid assorts intra-domain security 

supported by Grid Security Infrastructure (GSI) 

[Foster et al., 1998; Welch et al., 2003; The 

Globus Security Team, 2005] to protect its ex-

pensive equipments and its important data. 

However, the data transferred between the do-

mains is not protected [Lang et al., 2006]. Pro-

venance is needed by the domain where the trust 

of data is important. Because e-Science envi-

ronment is constructed to support science re-

search, it is important to secure the data ob-

tained during the research and to guarantee the 

verification of the history of creation and proc-
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<Figure 1> Data Evolution on OPM for HVEM Grid

essing of the data. Using provenance, a user can 

trace “process” or the “data” that led to the ag-

gregation of services producing a particular out-

put on e-Science domain [Bose, 2002].

HVEM Grid [Jung et al., 2007; Han et al., 2006] 

is a concrete example of e-Science environment. 

The experiments using High Voltage Electronic 

Microscope (HVEM) on HVEM Grid are exe-

cuted with the purpose to know the elements 

and the microscopic structure of the sample to 

be studied. When the EM images obtained from 

HVEM and the images processed of the EM im-

ages are kept in HVEM Grid as experimental 

results, the information for the images and their 

processing is recorded as provenance. The 

provenance states by what processing condition 

and on what environment the images come to 

exist and change. <Figure 1> shows an OPM 

for the data produced and processed in HVEM 

Grid. Process which causes the changes on arti-

fact is expressed as rectangle, artifact such as 

image is drawn as circle. The detail information 

recorded in provenance is written in the docu-

ment symbol. A in <Figure 1> is a material for 

the experiment with HVEM. HVEM Grid has 

the EM images of A from HVEM and the proc-

essed images of the EM images through align-

ment, tomography and reconstruction.

One day, a researcher who read the paper, 

Doc_15/1_A, gets to have one question. He, who 

knows A, is doubtful whether Rec_3/1_A origi-

nated from A.
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<Figure 2> e-Science Grid : HVEM Grid

4. A Fast and Exact Verification of Inter- 

Domain Data Transfer and Data 

Origin on Open Provenance Model

This paper solves the question raised at sec-

tion 3 with the two verifications : the verification 

of inter-domain data transfer and the verifica-

tion of the real origin of data. The fast and exact 

verification of data transfer and data origin was 

proposed as the first step to track the entire his-

tory of data with provenance. The next step 

would be the tracking of data evolution at each 

domain as needed. The two steps compose the 

two-pass verification.

This paper assumes that each e-Science Grid 

is believable. It does not consider camouflage of 

the Grids and collusions between the Grids.

4.1 Preparation to Verify Inter-Domain Data 

Transfer and Data Origin

e-Science Grid is the domain where expensive 

experimental instruments and high performance 

computing devices are shared. Researchers save 

their significant data to the domain, too. Because 

the resources and the data which e-Science 

Grids manage are valuable and important, 

e-Science environment has its logs for the ac-

cess to the resources and the data for the pur-

pose of defense against attacks or system 

failures. The logs are recorded and managed by 

e-Science domain directly and cannot be 

touched by any individual who is not authenti-

cated and authorized. Therefore, each e-Science 

environment is responsible for the truth of prov-

enance and the data related to the provenance 

as shown in <Figure 2>. And, the trust of the 

data produced on e-Science environment can be 

estimated by the trust of the domain; this paper 

assumes that each e-Science Grid is believable. 

The processing history of data in provenance 

can be tracked and verified with the logs on the 

domain for the usage of instruments and com-
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<Figure 3> Data Flow among e-Science Domains

puting infrastructure, the storage access. 

<Figure 1> represents the domains data has 

been transferred as data evolves on OPM : G1, 

G2, G3, G4 and G5. Each state of data, which 

is shared between the sender domain and the 

receiver domain at a data transfer, is indicated, 

too. For example, EM_10/10_A is shared by G1 

and G3. The problem is how to verify the data 

transfer and the data version transferred repre-

sented on the OPM of HVEM Grid.

<Figure 3> shows what to check in order to 

verify the data transfer between domains. At 

<Figure 3>, EM_10/12_A should be checked as 

follows. Both G1 and G2 should confirm that the 

data version EM_10/12_A[t7] was transferred at 

t10 from G1 to G2. Both G2 and G4 should con-

firm that the data version TOM_31/12_A[t12] 

was transferred at t13 from G2 to G4 in the same 

context. As data evolves, the states of data 

change. There is no guarantee for all the states 

of data to be kept and to be retrieved at any 

time. Therefore, each domain should add the fol-

lowing information to provenance.

•Each state of data and The effective time 

interval of the state

The effective data version of EM_10/10_A 

from t0 is represented as EM_10/10_A[t0]. The 

hash value of EM_10/10_A[t0] and its effective 

time interval is kept as the data state of 

EM_10/10_A from t0. The effective time inter-

val is the duration each data version exists along 

the causality of data evolution to the current 

state of data. It becomes an important clue to 

search the data origin of the current state of data 

in a domain. At <Figure 3>, the effective dura-

tion of EM_10/10_A[t0] is [t0, t1). At t1, EM_10 

/10_A[t0] changes its state to EM_10/10_A[t1].
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<Figure 4> Verification of Inter-Domain Data Transfer and Data Origin

•The data origin at a domain should be 

tracked by considering the two cases as 

follows. Each domain should add the proper 

information to provenance.

•The data origin transferred from other domain.

If the data version of EM_10/10_A transferred to 

G3 is EM_10/10_A[t1], G3 keeps PubG1(H(EM_10 

/10_A[t1]), t3) additionally, which is the encrypted 

value of (H(EM_10/10_A[t1]), t3) with the public key 

of G1. The pair of (H(EM_10/10_A[t1]), t3) shows 

the existence of EM_10/10_A[t1] from t3 at G3. 

PubG1(H(EM_10/10_A[t1]), t3) indicates that G1 will 

prove the transfer of EM_10/10_ A[t1] at t3.

• The data origin created at the domain without 

any reference of the data from other domain.

G1 holds PubG1(H(EM_10/10_A[t0]), t0) addi-

tionally. PubG1(H(EM_10/10_A[t0]), t0) indicates 

that only G1 can prove the creation of EM_10/ 

10_A[t0] at t0. If a domain keeps the encrypted in-

formation with its public key, it means that the data 

is created at the domain without any reference of the 

data on other domains.

4.2 Verification Process of Data Transfer and 

Data Origin 

<Figure 4> shows the tracking process of the 

real origin of Rec_3/1_A. The user to track the 

data origin asks G4 the source of Rec_3/1_A. The 

user receives PubG2(H(TOM_31/12_A[t12]), t13), 

which means G4 got TOM_31/12_A[t12] from 

G2 at t13, as the answer. When he asks G2 the 

origin of TOM_31/12_A[t12] with PubG2(H(TOM_ 

31/12_A[t12]), t13), G2 verifies PubG2(H(TOM 

_31/12_A[t12]), t13) with its private key, PriG2. 

After G2 confirms that TOM_31/12_A[t12] ex-

isted at t13, it informs the user that the source 

of TOM_31/12_A[t12] is EM_10/12_A[t7] and 

sends PubG1(H(EM_10/12_A[t7]),  t10) as the 

answer. The user asks G1 the source of EM_10/ 

12_A[t7] with PubG1(H(EM_10/12_A [t7]), t10). 

After G1 verifies PubG1(H(EM_10/12 _A[t7]), 

t10) with its private key and PubG1(H (EM_10/ 

12_A[t7]), t7), it informs that EM_10/ 12_A[t7] 

is the real origin of Rec_3/1_A. Because G1 can 

prove that EM_10/12_A[t7] was produced from 
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the experiment with HVEM at t7 on the domain, 

G1 can confirm EM_10/12_A[t7] to be the real 

origin.

5. Contribution and Evauation

The contribution of this paper is to construct 

the two-pass verification of data with prove-

nance instead of the one-pass verification such 

as the verification according to the causality of 

provenance, and to propose a scheme to verify 

data transfer and data origin fast and exactly 

as the first step of the two-pass verification. If 

the first pass succeeds without any problem, the 

second pass can be executed optionally by all 

the verification of each data version with prove-

nance along the causality of provenance at each 

domain. The result of the two-pass verification, 

whose objective is to verify data transfer among 

e-Science domains and data origin, is the same 

with that of the verification according to the 

causality of provenance shown in OPM.

The characteristics of the proposed scheme 

are as follows.

• It needs no extra infrastructure.

Each e-Science domain has the security 

schemes for authentication and authorization for 

the access to the resources in the domain [Welch 

et al., 2003]. For the scheme proposed, each do-

main is only to add hashing and encryption/de-

cryption based on PKI to its infrastructure.

• It is scalable.

At the first step of the two-pass verification, 

the proposed scheme is not affected by the 

amount of provenance to be verified directly, but 

by the number of the domains which data is 

transferred to. The changes on data produce 

provenance records as many. The overhead to 

track data origin according to the causality of 

data states increases as provenance records are 

produced [Hasan et al., 2009; Braun et al., 2008].  

The verification cost of two-pass verification 

with the first step and the second one is the 

same with that of the schemes proposed by 

[Hasan et al., 2009; Braun et al., 2008]. But, with 

the first step without the second one, users can 

verify the real origin and the transfer history of 

data. Therefore, the proposed scheme is scal-

able. Moreover, if data is transferred to the do-

mains to which the previous versions of the data 

have been transferred before, the overhead to 

verify the origin of data is cut down.

• It includes the security scheme to ensure 

an exact verification.

The proposed scheme confirms the data ver-

sion effective at certain time interval using hash 

function of one-way verification function with-

out revealing the content of data. The data state 

and the time at a data transfer, which are en-

crypted by the public key of the sender domain.

• The overhead of time and  space is low

During the verification, the times for hashing, 

hash verification and encryption/decryption based 

on PKI are small as shown in <Table 1> and 

<Table 2>. The required space to keep hash 

value is also not large as shown in <Table 3>.1)
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6Data 

Type

Data 

Size

(MB)

Hashing Time (s)
Hash Verification 

Time (s)

MD5 SHA1 SHA256 MD5 SHA1 SHA256

rec 338 1.572 2.604 7.552 2.98 4.057 9.345

zip 103 1.23 1.214 2.596 0.955 1.285 2.57

pdf 2 0.048 0.038 0.064 0.025 0.037 0.073

<Table  1>  Hashing Time and Hash Verification Time of the 

Data and its Provenance

Data 

Type

Hash 

Algorithm

Encryption Time

(s)

Decryption Time

(s)

RSA1024 RSA2048 RSA1024 RSA2048

rec

MD5 0 0.006 0.181 0.041

SHA1 0.03 0.003 0.162 0.034

SHA256 - 0 - 0.034

zip

MD5 0 0 0.141 0.034

SHA1 0.03 0.003 0.141 0.037

SHA256 - 0 - 0.038

pdf

MD5 0 0 0.141 0.038

SHA1 0.03 0 0.144 0.034

SHA256 - 0 - 0.038

<Table 2> Encryption and decryption time of the hash value

Hash Algorithm PKI Algorithm

MD5 SHA1 SHA256 RSA1024 RSA2048

Size(B) 16 20 32 256 256

<Table 3> Information size after hashing and encryption with 

the private key of the e-Science domain

1) The experimental environment was a computer with 
a Pentium 4 CPU at 3.20GHz with 3G of RAM. The 
data for experiment was collected from the HVEM 
Grid. The file format of rec is necessary to convert 
the 2D images from HVEM to its corresponding 3D 
image. The performance using crypto++ library 5.5.2 
[Crypto++ library] and the QuickHash library 
[Quickhash library] is given in <Table 1>, 
<Table 2> and <Table 3>. The provenance 
information of the data per version was less than 
1KB and consisted of the creator, the creation 
time, the creation environment, and the list of data 
referenced. The experimental results are the 
average of 100 trials.

6. Conclusion and Future Work 

This paper proposed a fast verification of in-

ter-domain data transfer to track data history 

from the current state of data to the real origin 

of the data. The proposed scheme cuts down the 

tracking overhead of data and provenance along 

the causality presented on OPM because it 

checks only the inflow data and the outflow one 

at each domain along the causality in OPM. The 

fast tracking is based on the domain specialty 

such as the intra-domain security of e-Science 

domain. Moreover, the verification of data 

transfer is exact and transparent. The proposed 

scheme requests the sender domain to confirm 

that the domain possessed the data sent to the 

receiver domain at the transfer time for the ex-

act verification of data transfer. The hash values 

of data transferred, the effective time interval 

and the encrypted values of them enables any 

user to request the verification without reveal-

ing the content of data. The overhead of the pro-

posed scheme is negligible because the hash 

values encrypted and the data to represent the 

time interval are very small and the verification 

time only includes the decryption time, the hash 

verification time and the communication time to 

query the initial version of data to each domain. 

The scalability of the proposed scheme is anoth-

er merit because the number of provenance re-

cords or any change of the number does not af-

fect the performance of the scheme directly.

In the future, the quantitative analysis for the 

proposed scheme will be added.
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