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A study on Improved Convergence Security Monitoring System model

DongHwi Lee* - Ok Hyun Ha**

ABSTRACT

According to the NIS, damages due to leaking industrial technology are reaching tens of trillion won. The type
of damages are classified according to insider leaks, joint research, and hacking, illegal technology leaks and
collaborated camouflaged. But 80% of them turned out to be an insider leak about connecting with physical security.
The convergence of IT and non IT is accelerating, and the boundaries between all area are crumbling. Information
Security Industry has grown continuously focusing Private Information Security which is gradually expanding to
Knowledge Information Security Industry, but Information Security Industry hereafter is concentrated with
convergence of IT Security Technology and product, convergence of IT Security and Physical Security, and IT
convergence Industry Security. In this paper, for preventing company information leaks, logical security and physical
security both of them are managed at the same level. In particular, using convergence of physical security systems
(access control systems, video security systems, and others) and IT integrated security control system, convergence
security monitoring model is proposed that is the prevention of external attacks and insider leaks, blocked and how
to maximize the synergy effect of the analysis.

Key words : Convergence Security, Enterprise Security Management, Event Monitoring
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