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Abstract 

Biometrics systems are used in a wide range of areas, including the area of crime prevention, due to their unique characteristics. However, 

serious problems can occur if biometric information is disclosed to an unauthorized user. To address these issues, this paper proposes a real 

valued fuzzy vault method, which adopts a real number error correction code to implement a fuzzy vault scheme for protecting fingerprint 

temples. The proposed method provides the benefit of allowing the private key value to be changed at any time, unlike biometric template 

such as a fingerprint, which is not easily renewable even if its security has been breached. The validity of the proposed method is verified for 

fingerprint verification.  
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1. Introduction 

 

Biometric technology can prevent various illegal acts related 

to identification through its positive function of authenticating 

individuals. However, biometric technology can also be used to 

trace personal profiles, related transactions, or changes in the 

database without the consent of the person in question, and 

accumulate diverse personal information with regard to a 

particular individual. ISO 24745 presents three major 

requirements for biometric technology – irreversibility, 

unlinkability, and renewability[1].  

Recently, techniques to protect biometric templates have 

been actively studied. Generally, these techniques are based on 

feature transformation or biometric cryptosystem. Feature 

transformation methods can be divided into the BioHashing 

and robust hashing method, depending on the use of the 

method that allows inverse transformation. On the other hand, 

there are two methods of biometric cryptosystem – the key 

generation method that generates the encryption key directly 

from the biometric information, and the key binding method 

that binds the encryption key with the biometric information 

and extracts the key later, if necessary, using the biometric 

information[2]. 

The feature transformation method is based on the function 

that is defined by the user-specified key value or password. In 

particular, if inverse transformation is possible, there is an 

additional requirement for the key value to be protected. 

However, the safety of the system can be improved, since the 

attacker must have the biometric information as well as the key 

value in order to attack the biometric system. These days, the 

BioHashing method based on random rectangular coordinates 

is most widely being studied [2]. The input feature vector 

generates a particular value through the inner product with 

rectangular coordinates that are generated randomly in advance 

and saved in a token, and the value is made binary using the 

specified threshold value to have the intended BioHashing 

value. The experiment result shows that this method provides 

the benefit of a low “false accept rate.” However, it also has 

several shortcomings and limitations as described below [3].  

The first problem is that the original biometric template can 

be obtained if the user-defined key value used for the inverse 

transform function is disclosed. The second problem is that the 

degree of similarity between templates before transformation 

must be maintained in order to prevent deterioration of the 

recognition rate, because matching occurs at the transformed 

domain. Therefore, the recognition rate can be changed 

significantly depending on the selection of the transform 

function. The final problem occurs when the large-scale 

random matrix is used to increase the recognition rate. In this 

case, the benefit of using the biometric algorithm can be lost, as 

the assessment function of the matrix itself becomes greater 

than the assessment function by the biometric information, and 

there is a risk of increasing the false accept rate. 
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This paper proposes a fingerprint template protection 

technique to ensure the privacy and security of the biometric 

information based on a real number fuzzy vault, using real-

number error correction code. The error correction code or 

CRC (Cyclic Redundancy Check) has been used to cope with 

fluctuations of the biometric information, when binding the key 

with the polynomial coefficient and extracting the key using 

the biometric information, based on the finite field polynomial. 

However, implementation becomes complex in this case, and 

the real-number matching device cannot be used that was 

developed to match the biometric information. To overcome 

these shortcomings, the RN (Real Number)-ECC (Error 

Correcting Code) was adopted, which as the approximation 

characteristics of a real-number polynomial. 

This paper is composed as follows. In chapter 2, the 

biometric template protection technique using the fuzzy vault 

will be reviewed. Chapter 3 describes a proposed real number 

based fingerprint fuzzy vault method. Chapter 4 analyzes the 

experiment results. In Chapter 5, conclusions will be given. 

 

 

2. Biometric information protection technique 

using the fuzzy vault 

 

The fuzzy vault process consists of encoding and decoding 

proposed by Jules and Sudan to protect the important 

information [4]. Encoding is performed as follows. Alice tries 

to hide a confidential information S using the set A . The 

polynomial function )(xP  is constructed with the secret S . 

Then, elements in the set A  are assigned to the variable x of 

the polynomial function, and thus points on the polynomial 

)(xP are generated. To hide polynomial )(xP from the 

attacker, lots of chaff points that are irrelevant to )(xP
 

are 

inserted to generate V (Vault), and then encoding is completed.  

On the other hand, a genuine user Bob tries to obtain S  in 

the vault using the set B . If there are many matches between 

B  elements and A elements, B will identify most points on 

the polynomial )(xP  
from V . However, the points identified 

using the set B  may include points that are irrelevant to the 

polynomial expression. These erroneous points will be 

corrected using the error correcting code, and Bob can obtain 

S  accurately.  

For an attacker, B  and A  almost does not match, thus  

the attacker cannot access S  due to many chaff points. The 

fuzzy vault algorithm can narrow the gap between ambiguity of 

the key and the accuracy required by the encryption structure, 

because the error correcting code is used even when the set B  

doesn't accurately match the set A . In addition, set A  and 

secret S  are simultaneously protected by chaff points that are 

irrelevant to the polynomial function.  

One of the characteristics of biometric information is that 

biometric information extracted during the registration process  

for the same person can be different when it is obtained for 

authentication. For fingerprint recognition, the value can differ 

Fig. 1 Biometrics by fuzzy vault scheme[5] 
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depending on the degree of alignment with the sensor. 

Therefore, the fuzzy vault, which introduces the concept of 

“fuzzy” among the concepts described above, can be well 

combined with the biometric system.  

Figure 1 shows the diagram that combines the traditional 

fuzzy vault scheme and the biometric system. The encoding 

process to make the fuzzy vault can be described as follows. 

The user generates S  randomly, which is composed of K-bit, 

and will be used as an identifier of the user. S  is split into 

( },...,,{ /21 lKsss ) that is composed of -bits evenly, and these 

bits compose the coefficient of the polynomial )(xP  that has 

the )/( lK coefficient, because all arithmetic operations of the 

general fuzzy vault system (coefficients having the l -bit 

value) are based on the finite field )2( lGF . In conclusion, the 

polynomial )(xP  can be expressed by )1)/((  lKd , 

1)/(

)/(21)(  lK

lK xsxssxP . For the fuzzy vault, two 

sets ),( NT need to be generated. 

The first set is for the genuine user  

))}(,()),...,(,()),(,{( 2211 AA aPaaPaaPaT  , which is 

created by calculating the polynomial )(xP  using the 

quantized biometric feature value },...,,{ 21 AaaaA  . All 

components of the user vault set T will be used to recover the 

polynomial function, while unlocking the vault. Therefore, the 

generated point should be at least )1( d . Here, the set T is 

deemed to be composed of A points. 

The second set is N , which is composed of several chaff 

points. These points play an important role in hiding the vault 

set T . )},(),...,,(),,{( 2211 QQ wvwvwvN  where 1v is the 

corresponding x  value as the input of the polynomial 

function, and 
1w is the corresponding polynomial function 

value. The x value used here should not be overlapped with 

the values belonging to T . That is, it is generated randomly 

within the scope of the field, while 

),...,2,1,,...,2,1,( Ajqiav ji  , and satisfies the condition 

that it is not located at the polynomial 

),...,2,1),()(( qivPwxP ii  . The final vault V is created by 

mixing the set T  and N  that are composed in this way. 

Then, all registration processes are completed, and the vault 

that is created will be stored on the smart card or USB memory 

to protect privacy.  

To open a vault, two inputs (vault V and B ) are required. 

The vault )(V is obtained from the storage media, whereas the 

test B can be obtained by acquiring biometric features from an 

individual. However, this process usually causes a serious 

problem when applied to an actual biometric system. First, the 

feature values of the biometric system, such as the fingerprint 

can vary due to external variables whenever the biometric 

information is obtained. Therefore, it is quite rare for sets A  

and B  to match exactly as shown in the above process. So, 

error detection and correcting code to detect or modify the error 

with the extracted 'S is required. 

Error correction code has been studied actively since 

Shannon introduced the concept that "information can be 

transmitted or saved without loss, using error correction code” 

in his 1948 paper. Among these studies, the Reed-Solomon 

code [10] is most widely used in the fuzzy vault study area. 

The Reed-Solomon (RS) code is the error correcting code 

developed by Irving Reed and Gus Solomon in 1960, and 

belongs to the category of multiple BCH(Bose-Chaudhuri-

Hoquenghem) code. This error correction code is widely used 

to improve the reliability of various digital communication 

systems and data storage systems. 

Thus far, most fuzzy vault studies used the RS code. 

However, all variables and input values should be expressed in 

the value of Galois Field )(qGF  in order to apply this code. 

As a result, the feature value having the real-number value 

extracted from the fingerprint or face cannot be directly used. 

Furthermore, generalized inverse, which has been widely used 

in the linear algebra when calculating inverse of the polynomial 

function, cannot be used. In terms of security, this limitation 

means that the similar identifier, which can issue the real-

number S  for high security, cannot be issued, because S  is 

given by the binary bit array only, and length at this time is 

limited by the size of the Galois Field in use. In addition, there 

is another shortcoming that the matching value for the finally 

extracted 'S and S  cannot use various similarity values 

defined in the real field. Therefore, this study proposes a real 

fuzzy vault based on real-number operation. For this, RN-ECC 

(Real Number Error Correcting Code) is required. RN-ECC has 

been widely studied since it was introduced by Marshall [11] 

and has been widely used[12].  

 

 

3. Real fingerprint fuzzy vault technique based 

on RN-ECC 

 

This paper proposes a real fuzzy vault method using the real-

number ECC for the fingerprint recognition. Thus far, ECC or 

CRC (Cyclic Redundancy Check) have been used to overcome 

the changes of biometric information, when binding the key to 

the coefficient of the polynomial and extracting it again using 

the biometric information, based on the finite field polynomial. 

However, as described before, these approaches have the 

shortcomings of making implementation complex, and the real-

number matching method cannot be used when matching with 

the ECC. Therefore, a RN-ECC was adopted to overcome these 

shortcomings. The RN ECC can be briefly described as follows 

[11].  

Let us denote }{ ix composing of the real-number data K  

as a row vector ],,,[ 110  Kxxxx . Then, a N length code 

vector ],,,[ 110  Nyyyy , NK  ,can be expressed as 

follows.  

 

xGy                                     (1) 

 

where G is a NK   generator matrix with the rank of K . 
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The block code can be expressed by the ),( KN code. Channel 

error will be marked as e . The matrix 1G  is the right 

inverse of G 's NK  , which satisfies the following relation 

and enables x  to be restored accurately, if there is no channel 

noise. 

 

KIGG 1                                (2) 

 

NKN  )(  parity check matrix H , of which the rank is 

KN  , can be defined using the conjugate transpose * as 

follows.  

 

 0* GH                                (3) 

 

The code vector to estimate r can be described as follows. 

 

 eyr                                 (4) 

 

Then, the syndrome s of the received vector r can be 

calculated as follows.  

 
**)(* eHHeyrHs                    (5) 

 

where e is an unknown error pattern at N dimension, and 

yre  . Therefore, if the error value e is very small, the 

syndrome s comes to have a very small value. If both the 

transmitted code vector y and the received vector r  are 

identical, the syndrome s  becomes 0. If the syndrome s  is 

close to 0, the row vector x̂  to obtain can be finally estimated 

as follows. 

 

 1)(ˆ  TT GGrGx                          (6) 

 

Figure 2 shows a proposed real valued fingerprint fuzzy 

vault technique based on the RN-ECC. First, a random key x is 

generated and assigned to an individual during the registration 

process. Then, a generator matrix G and the parity check 

matrix H are generated (explained in Eq. (1) and (3), 

respectively), using various basis functions, and the code vector 

y is generated that is described in Eq. (1). The code vector u  

is to use as the polynomial coefficient values to generate the 

value of )(xp . At the next step, the generated polynomial 

function and the feature value of the registered fingerprint are 

used to find the function values of )(xp . Finally, some chaff 

points are generated to protect the features of the fingerprint.  

For the verification, features of the fingerprint are extracted 

from a captured image, and the candidate polynomial with high 

similarity is selected by comparing the extracted feature value 

and ones from the fuzzy vault. The selected candidate 

polynomial set contains the polynomial function corresponding 

to the fingerprint used at registration process, as well as 

generated by the chaff points. The proposed RN-ECC decoding 

process is performed for selecting the sets corresponding to the 

genuine fingerprint among these candidate polynomial sets.  

 

 

(a) Registration process 

 

 

(b) Verification process 

Fig. 2 Proposed real valued fingerprint fuzzy vault method 

based on RN-ECC 

 

To decode the RN-ECC, extraction process of the 

polynomial coefficient values for the selected candidate 

polynomial sets is required. From this, a polynomial coefficient 

value r̂  is estimated and its syndrome value s  is also 

calculated from Eq. (5). Afterwards, the coefficient value r̂  is 

selected if this has the minimum syndrome s  value. Then, the 

private key value, x̂  is restored from the Eq. (6) that uses the 

estimated coefficient r̂  and the generator matrix G , which 

was generated during the registration process. The final 

verification is performed by comparing the value x̂  with x .  

The advantage of the proposed method is that the private key 

value can be easily renewable unlike a fingerprint template. 

Moreover, it is difficult to extract the registered fingerprint 

template even though the fuzzy vault is disclosed in the case 

that the registered fingerprint template is not available, because 

the fuzzy vault contains also a lot of chaff points. 

 

 

4. Experiment result and analysis 

 

To evaluate the performance of the proposed method, 6 

fingerprint images for one finger were collected from 60 

persons. The chain code contour technique was used to extract 

the features of the obtained fingerprint [13-15]. The features 

extracted from the fingerprint can be expressed by location, 

angle, and type according to the chain code, and so they can be 

expressed as ),,,( ,, iiiii tyxm  having the coordinate of 

yx, as well as angle . To apply the proposed method, the 

representative fingerprint features of each individual and the 
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chaff points were required. That is, 12 distinct feature values 

were extracted from each person using 6 fingerprint images 

based on the similarity analysis.  

After selecting the representative features ),,( yx , a 

second order polynomial ),,( yxp  is generated for the 

selected representative features was constructed as follows. 

 

2

9

2

8

2

765

43210),,(





ayaxayaxa

xyaayaxaayxp




          (7) 

 

To calculate the polynomial coefficient 
ia  described in Eq. 

(7), the random key S , generated matrix G , and parity check 

matrix H , which will be used to restore the coefficient value 

during the verification process, are required. In this work, we 

select the random key as ]22,33,44,55,44,33,22,11[S , and 

construct matrix G and parity check matrix H using the DCT 

(Discrete cosine transform) matrix and DFT (Discrete Fourier 

transform) matrix[11][12]. Now, lots of chaff points are 

required to protect the fingerprint template. Here, even though 

the FRR (False Reject Rate) increases as much as the number 

of chaff points, it can act favorably from the perspective of 

protecting the fingerprint features.  

To analyze performance according to the number of chaff 

points, an experiment was conducted by varying the number  

from 100 to 1000. Figure 3 shows the representative features 

and chaff points when the number of chaff point is 200.  

 

 

Fig. 3. Fingerprint image including chaff points 

 

Figure 4 shows the polynomial values for 200 chaff points as 

well as for 12 genuine feature values. As shown in Figure 4, the 

polynomial corresponding to the genuine feature (data number 

1 ~ 12) matches the polynomial. However, the polynomial 

corresponding to the chaff points contains the different values  

from the polynomial value calculated by the predefined 

polynomial function in the fuzzy vault. 

The proposed method recognizes the fingerprint as described 

below. First, candidate feature values and their polynomial 

values are extracted from the fuzzy vault by comparing the live 

features of the fingerprint with the stored values in the fuzzy 

vault which also contains chaff points. To calculate the 

polynomial coefficient in Eq. (7), at least 10 genuine features 

are required.  

 

Fig. 4 Polynomial values including chaff points 

 

In this work, the number of selected candidate feature values  

n  was increased from 12 to 18 in order to assess performance. 

To restore the polynomial coefficient value among n  selected 

candidate feature values, 10 feature values should be selected 

to compute the coefficient by matrix inverse given by Eq. (7). 

For the selecting process, we adopts the exhaustive search , that 

is, complete search for all combinations. For example, if n = 

18, the syndrome value is calculated for the candidate feature 

set 758,43)10,18( C . After then, the coefficients having the 

lowest syndrome value is restored, and finally the key value is 

extracted using the restore coefficient value. Here, more 

processing time is required for increasing n , however it has a 

positive impact from the security perspective since one can 

increase the number of chaff points.  

Table 1 shows the recognition rates of the selected values. 

FAR in Table 1 refers to the false accept rate, whereas FRR 

refers to the false reject rate. The number of fingerprints 

subject to FRR was 180 (60 persons x 3 fingerprints), whereas 

the number of fingerprints used subject to FAR was 3,540 (59 

persons x 6 fingerprints). As shown in Table 1, FAR was 0% 

regardless of the number n , and FRR decreases as the number 

n increases. The number n  was set to 15 in this study with 

consideration of processing tim,e and performance of the 

proposed method was analyzed in various ways. 

 

Table 1. Verification rate according to n  

n 
Number of 

combination 
FAR(%) FRR(%) 

12 66 0 15 

13 286 0 12.78 

14 1001 0 10.28 

15 3003 0 7.78 

16 8008 0 5.28 

17 19448 0 4.17 

18 43758 0 3.61 

 



 

 

RN-ECC Based Fuzzy Vault for Protecting Fingerprint Template 

291 

 

 

Table 2 shows the comparison between the proposed method 

and chain code algorithm. The proposed method shows 0% 

FAR regardless of the number of chaff points. FRR increases 

as the number of chaff points increases. That is, FRR was 3.9% 

when the number of chaff points was 100, whereas FRR was 

20% when the number of chaff points was 1,000. The higher 

number of chaff points, the stronger security is. That is, 

approximately 13106594.5)10,112( C times are required to 

find the genuine features when there are 100 chaff points. For 

the chain code based fingerprint recognition method, the FAR 

increases and the FRR decreases, as the threshold value 

increases.  

When the number of chaff points is set to 200, providing a 

higher level of security in order to compare two methods, the 

FAR was 0% and the FRR was 7.78%. For the chain code 

based fingerprint recognition method, the FAR was 1.94% and 

the FRR was 3.84%. From the perspective of the FRR, the 

chain code based fingerprint recognition method shows 3.94% 

lower than the proposed method. However, the proposed 

method shows better result in terms of the FAR.  

Moreover, the chain code based fingerprint recognition 

method provides no alternative method once the fingerprint 

information has been disclosed. On the other hand, the 

proposed method offers outstanding performance in terms of 

security, because the fingerprint template can be protected by 

the fuzzy vault scheme, and the polynomial set included in the 

fuzzy vault template can be changed by changing the key value. 

The DCT matrix was applied to the performance shown in 

Tables 1 and 2 to create the generated matrix G and parity 

check matrix H . In addition to these basis matrices, this paper 

evaluated the performance of the proposed method for the 

generally used DFT matrix. Table 3 shows the recognition 

performance, depending on the type of the used basis function. 

As shown in Table 3, there is no meaningful difference in 

performance between the method using the DCT matrix and  

the DFT matrix. From this, it is verified that the proposed 

method is robust to choose basis function. 

 

 

5. Conclusion 

 

This paper proposed a new fuzzy vault method which uses 

the real-number error correcting code for hiding and restoring 

the feature values of the fingerprint. The error correcting code 

or CRC has been used to overcome fluctuations in the 

biometric information, when binding the key with the 

polynomial coefficient and extracting the key using the 

biometric information, based on the finite Galois field 

polynomial. However, as indicated previously, implementation 

becomes complex, and the real-number matching device that 

was developed to match the biometric template cannot be used. 

To overcome these shortcomings, the RN- ECC was adopted. 

The proposed method produced a better result than previous 

methods in terms of recognition performance and security. The 

secure binding with identity reference will be further studied 

[16]. 

 

Table 2. Verification rate according to the number of  

       chaff points 

 

Proposed method 
Chain code based fingerprint 

recognition method 

Number 

of chaff 

points 

FAR(%) FRR(%) 
Threshold 

value 
FAR(%) FRR(%) 

100 0 3.9 10 1.94 8.88 

200 0 7.78 20 1.94 3.84 

300 0 9.73 30 2.5 1.43 

400 0 10.83 40 2.77 0.51 

500 0 11.61 50 2.78 0.16 

600 0 13.61 

 

700 0 16.39 

800 0 17.22 

900 0 17.5 

1000 0 20 

 

Table 3. Verification rate according to the type of basis  

Function 

 

Number of 

chaff points 

DCT DFT 

FAR(%) FRR(%) FAR(%) FRR(%) 

100 0 3.9 0 3.89 

200 0 7.78 0 7.78 

300 0 9.73 0 9.72 

400 0 10.83 0 10.83 

500 0 11.61 0 11.67 

600 0 13.61 0 13.61 

700 0 16.39 0 16.39 

800 0 17.22 0 17.22 

900 0 17.50 0 17.50 

1000 0 20.00 0 20.00 
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