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Detection of Potential Memory Access Errors based on Assembly Codes

+ T

HyunSoo Kim" - Byeong Man Kim"™ - HyunSeop Bae™ - In Sang Chung

ABSTRACT

Memory errors can cause not only program malfunctions but also even unexpected system halt. Though a programmer checks memory
errors, some memory errors with low occurrence frequency are missed to detect. In this paper, we propose a method for effectively
detecting such memory errors using instruction transition diagrams through analyzing assembly codes obtained by disassembling an
executable file. Out of various memory errors, local memory return errors, null pointer access errors and uninitialized pointer access errors
are targeted for detection. When applying the proposed method to various programs including well-known open source programs such as
Apache web server and PHP script interpreter, some potential memory errors are detected.

Keywords : Detection Of Function Pointer Error, Static Program Analysis, State Transition Diagram, Analysis Based On
Assembly Code
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char *LocalMemory(vold){
char a[32] = "local memory return";
[return &alo]; |(a)

}
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char *LocalMemory2(void){

static char a[32] = "local memory return";
char *b = &a[5];|(@)

return b;
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}
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804bb8l: 8b 45 fc (a)f mov -0x4 (%ebp) , %eax|
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2D (@A wds dId v
]

2713k Bl v
el vrel o]9fe]

g8 Z7)3ket, o] HojdEE ofAEee IEE (Y
2)oltt. (28 22)9] (a)ol A LEA HHoE o]gdte] A
HEE 25 (b F49 A WA A2 44 5 (o)
A bzero F4E SE3to] 27|3herh %] 27HA] FE %
s e gEolnt MOV WHololA LEA HHAZ A
7} J993, 2 9le v REES MOV ¥WHolZ AMEd u)
s} U3,

(a)jchar savedArealbd]; |
(bybzero(savedArea, 64); |

(3" 21) XA

Hso| 7[5 9

©@x804bled: 8d B85 18 ff ff ff (a)]lea -Oxe8(%ebp), %eax|

0xB804b1f3: 89 04 24 (b) mav %eax, (%esp)|
0x804b1f6: €8 bl d6 ff ff (e)fcall 80488ac <bzero@plt>|
(28 22) X Hao| £7(5 ofdE2lof 2=

27kA ] WEe 273k §E& NeR =F
dolmw (19 23)1 Zrh AH startell A o
LEA, MOV7} & A 27 4" A, ZH G,
o] ¥ 31, Uninitialized Pointer Access Error®] 7}s4 7
AlZbgteh, 724 e A T dElR dolE e
=

5

- g start: ojAlE2]o] WEol MOVZE &

Hel¥ 3, LEA7F & %9 AH BE Mol 1, CALL
+ RET7} & 7% 4H end3o= Zo|t},

- A A ojdEzlo] WHo] MOVY 5% v diArt A
A7} & A AH endlE Ao, A2 HAMA}
7F A4 A9 AH end22 Ao ¥

- 2" B: oJAEgo] WHo] LEAY &2 9diAz) A
Wl A5 dH end2® HolHTh

- AH end3: = Aeol

o >k N E o

o=
=TT

el IE 7I8tel Hi=el
FH endl: ¥ AdEjol mEEA HW 54 v ARl 2
71gkvkar 7] =3
e end2: ¥ FEjel =EEA HAS AF 22
Aol F7F AAPF Aastttal 7] 58
=ad 45 F7F AL dasin
L 715F A Mg dis] Aaks AAg

SRR

A B Tt~
399 /_,.r'// . Adgs e endi

T~

/’Mw-’-! .“\\k\
5 ot kL)
start Adee. iﬁﬂi
D ™
e e
Vg - 229441 Yo
: ‘\.\\\
i
m&%m‘“\_\
\\\

(2! 23) Uninitialized Pointer Access ErrorofiAe] @&dof

o=

(713 23)9] JHf end32 FFE SE8t] HEYE 2]
ot Al el AdHolth olwf x7|st tideR
9= AdxE 3EFHE S5t FolAdAe w2
Z718 dide] FHe dxE AAsa %73 HAvu
£ 3te WAVt FH R "asit (1Y 24w 27
el HE AzE AAs7] S8l F7HA HARA
&3 WHo] Mootk 7t AHelA the dHE A
e 24 gy 2y

Al start: oAlEelol ¥l CALLo|Y RET E+= 9
o AREEo] & A9 AH endlE Holsta MOV7E
& A5 e AR Hold)

dE A oJAlEEle] W MOV EA ddstzrt

o] MOVY A2 ¥dsarr o
cz Ao,

: #o] MOV ¥+ LEA7} & A¢
e DE dolgitt

ZFE) D: ojAlE2o] Wio] MOV & LEAY 27 94
AA7E ok WEole A vdaad 4SS AEH BE
w ol gt}

JH B ol B o] WEole Az IR} Ao W
d AF AH end2Z HAolsta, Ao WFIF ofd AHE-
dd] F2 7o]gth

JH] endl: ¥ o] Holxs AlFe uw WHold uwhz}
2 7hx FES gt
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Uninitialized Pointer Access Errore] 7FsAdo] ¢ltha
st
- W&ol CALL: F7 HAIR 7159 ¥ER1E F end2
Aol A Frero] AR AR A9 WaE AAS L
g2 A9 w4 tls] Uninitialized Pointer Access
Errore] 7bsAde] dvkal sghelr}, o] wf b
Slojufel] wat Al A S 1AFe 92 7F depxivh
- A AR 2zt HolEE 7128 4 memset,
strepy$t 22 o A9 A WA AR 715

wad
,.»—-EAH"

g ﬂ%# A

pub Lk

ﬂﬂ&ﬂ
D 'W'ﬂ"{““\'\y
A MOVEELEA /!
mm/
\ Ad ez sz Az 94
LERFEIP /
oo 2 o) /

(2! 24) Uninitialized Pointer Access Error 71 ZAF Mado]
Ho|E=

m o

7108]e} A3 3 F php(Hd 9)& AHS-sFSiT.

_,.Q_ Coio—]i X]—}HE]O% th x36 7]}3 ﬂé‘j—
A Z=Jol A gee B 4= AHstdste] dAatds wHES)
T A=Ee] objdump E® SefAEstAth. Al
A8 Al 2sEl o] AR AbER <3E 3>} 2t

i

=2 AA o1l Centrino Duo T2300 @ 1.66 GHz
Cache: 2048 KB
W2 System: 2048 MB
Swap: 1012 MB
a=As Pt ] SATA 80 GB 5400 RPM
G AA Fedora 10 (Kernel: 2.6.27.38-170)

Local Memory Return Errore oJAl&d o] W#ol7} 31
dollA] Aot (9 9)9] o Mol 2 E A 2
Febal deieh <GE 4>} o] A ot A P& F
o’ 4¥o] 556%% 7MY =2 H&S AASt, YR
BE 0% TA &S AXEAT. LE 229 HEE

Local Memory Return Error7} A% 3F<=7} glt}.

{(E 4) Local Memory Return Error 7= & Zot

(b)
w1 | 4 0 0.00%
w2 | 80 0 0.00%
&) o’ 3 18 1 5.56%
HE gy | 14 0 0.00%
W5 | 53 0 0.00%
W6 | 6 0 0.00%
o g 7 1,405 0 0.00%
ao | g | 4 0 0.00%
o
w9 | 8101 0 0.00%
A 9,785 1

Null Pointer Access Errore 32804 A 2s (29 16)
o] W] Ho|xox AH end3el E=EdA X
FYol A HAMNATL E HS —J—‘ITE]'—' rekgkeh Null
Pointer Access Errore] &< malloc 42} fopen &F=oll
e d¥ge AFegoew, malloc ol i Null
Pointer Access Error®] A% A+ <& 5>9 2t} 34
gdol A =2 v o] Wy oF 7Hedo] wAg dde
malloc &9 & § Null A} o] FoARA] & Ay
oA dlid EAE sl o i}?ﬂ] HEE 397 W&ol
o & A e 100%E & 5 9l



{(E 5) Null Pointer Access Error 7ksA ZZ Z I} (malloc)

N 24
wp | 7 Tﬂ“ﬁj flo] Aow (b%‘g ‘?‘I%O)
=T g ) ax
oA 1 10 3 30.00%
04 2 5 1 220.00%
sy | 943 2 4 200.00%
\
| g g 6 29 483.33%
04 5 29 18 62.07%
04 6 20 2 10.00%
0 7 12 2 1667%
o=
O = DA 0 0 0.00%
oA
04 9 177 161 90.96%
A %1 230

fopen® th3] Null Pointer Access ErrorgE #AZ3F 23}
v <X 6> 2ok A oy T2 S oo 37 4904
fopen 3+ & F Null AAF §lo] HE 9, dd 1
g 2, gl 5, i 69 B$+  fopen 59 5F oF
Null HAAFE 89ty o2 &~ Zzado A% g4 73
0 8olA &= fopen FFE AREEHA ok, diid 9ol A RH
15¥19] fopen ¥5E E&3I91, 1 5 9HS Null HAF ¢
o] L3k

{E 6y Null Pointer Access Error 7k=sA ZHZE Zx (fopen)

B TE g)%enf (Z f;}lle_;; (b%i ! f(r)m
3l (b)

w11 0 0.00%

w2 | 6 0 0.00%
ag | 9F3 | 6 2 3333%
W gga| s 6 120.00%

W5 | 3 0 0.00%

W6 | 3 0 0.00%
vw | WET] 0 0 0.00%
ae | aws | o 0 0.00%
ol g

W9 | 15 9 60.00%
A 29 17

Uninitialized Pointer Access Errore 3304 Aok
(2% 23)9] W#o] HolZelA AE endlol E=EshA] %3k
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<
0z
e
il
<
H
n
~
rE
10
=2
]
il
Fo
n
~
or
0x
N
T
N
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-9} dE end2el =

F7h AAE Sl

N ERE

. Uninitialized Pointer

>3 2k A o

| AEFE ¢ 357t 5319
0

S48l o B TheA

Access Error 7}VFs4 #HE

3 uste
o] AEH U

E 7 Uninitialized Pointer Access Error 71N & A}

o | 2713 §le] . a
2i | e | BT lquas gqe| BF T 2 S
(a) 2-(b) b/ a)
oA 1 45 34 0.8
o4 2 80 164 2.0
3 o4 3 18 26 14
+
Rl o4 4 14 37 2.6
g 5 53 127 24
o0’ 6 65 46 0.7
o 7 1,405 1,939 14
o
et o4 8 4 40 10.0
o
49 8,101 2,714 0.3
Al 9,785 5,127 05
5. 48 ¥ &% ¢y
HEE 2F & dFE U MEsf F3 B 7ot
Azdl HAE Al QES A B3 A7 dA4g 5 9l
I AE o] SFe o) R FuE AL AlAE ]
Q2 fatate] ALgAlol A d§E TAAZ 5 QU
B o=goAe A 5d 2 goluey dds oy
st WEAZ B E  ]NEeZ  Local Memory

Return Error, Null Pointer Access Error, Uninitialized
Pointer Access Erroroll tisf] w2z Aol AAZH #9
9 RS F3e g HHe HdolxE: A, olF
e SRS AsmE 0 229 ofna A,
PHP Z219e o4 Zzados A48 439 ¥l
Mol =2 Woluh HA4H By = w2

o] FoluE mEEA
upel W2 eFe teAds AEstdtt
F5 B =EdA A 53 oF T 229 24 7
He B3l HE0] e /5 HESE W U 5
7HAQ dATE T Ago|x, ofAEYe Al 7EkE F
Hot e A HE digk AFE AST Aol
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