NS0 CHEt LK 7igtel Aty 338 49 7

DOI: 10.3745/KIPSTC.2011.18C.1.007

o et A

(=] of
AREABAL svhEstesl g A4 WA e v JES FAYEol, HE ARNES dEduels 4a A FgEE
F0 gate] JREE Qe Aol ANHOE QAsolo Fesr wePPA) ANTUL g FHY AYUE B4 Aol Az
QA @l sln Ahee]l ALRA FA0 U PoluA o Agac
B Rl AGRATANA AR Aol BE QP Jlwel A FE PES APk Aehige AFEol 48
uol gA2RE 4E AYNEE YW ANF 2= AZAA R3ol A 5 Ao AXs 2§ JYER WY F YR 7
A% 4 gl e ol v, dEEde] 4% AvEslE 9004 AN AES 29 ohas Faigel thelel AlRkel
& Agsto] 1 B4 beHE AR,

A Constant Pitch Based Time Alignment for Power Analysis with Random
Clock Power Trace

YoungGoo Park’ - HoonJae Lee™ - Sanglae Moon™

ABSTRACT

Power analysis attack on low-power consumed security devices such as smart cards is very powerful, but it is required that the
correlation between the measured power signal and the mid-term estimated signal should be consistent in a time instant while running
encryption algorithm. The power signals measured from the security device applying the random clock do not match the timing point of
analysis, therefore random clock is used as counter measures against power analysis attacks.

This paper propose a new constant pitch based time alignment for power analysis with random clock power trace. The proposed
method neutralize the effects of random clock used to counter measure by aligning the irregular power signals with the time location and
size using the constant pitch. Finally, we apply the proposed one to AES algorithm within randomly clocked environments to evaluate our
method.

Keywords : Power Analysis, Time Alignment, Constant Pitch, Zero-Crossing Rate, Interpolation and Decimation, Random
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