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Transaction Signing-based Authentication Scheme for Secure Distributed Spectrum
Sensing in Cognitive Radio Networks

Kim, Tae Kyung

{Abstract)

Cognitive radio (CR) technology is to maximize the spectrum utilization by allocating the
unused spectrums to the unlicensed users. This technology enables the sharing of channels
among secondary (unlicensed) and primary (licensed) users on a non-interference basis after
sensing the vacant channel and as a result, it is possible to harness wireless frequency more
efficiently. To enhance the accuracy of sensing, RDSS was suggested. It is a fusion
mechanism based on the reputation of sensing nodes and WSPRT (weighted sequential
probability ratio test). However, in RDSS, the execution number of WSPRT could increase
according to the order of inputted sensing values, and the fast defense against the forged
values is difficult. In this paper, we propose a transaction signing-based authentication
scheme for secure distributed spectrum sensing to response the forged values. The validity of

proposed scheme is provided by BAN logic.

Key Words : Cognitive Radio Network, Authentication scheme, Distributed Spectrum Sensing
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