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A Study on Industrial Security Outflow Prevention System Based on
Network Biometric Authentication

Daesung Lee*

Abstract

Enterprise which has a core technology or organization which manages a core information will be walking into a
critical situation like a ruins when organization’s confidential information is outflowed. In the past confidential infor
mation that was leaked to the off-line, recently the outflow made possible through a variety of equipment at any tim
e via the network based on the ubiquitous communication environment. In this paper, we propose to authenticate and
block all packets transmitted via the network at real-time in order to prevent confidentials outflow. Especially in or
der to differentiate between users who attempt to disclose confidentials, we propose to insert user’s biometric inform

alon transparently at per—-packet basis, and also verify a performance by simulation

keywords : Industrial Security , Per-Packet Authenticaiton, Biometric Authentication
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sturct bio_crypto_jnfo {

char user_d[20];  /* Not Encrypted. The user_id for search of already exchanged session key */

struct bio_crypto_header {
unsigned long ¢_sequence;
int seed_RNG;
int mod_divisor;

} ¢_header;

struct bio_crypto_data {
UnsigneJ] mlreal,c?«pto lem;
unsigned char bio_

} ¢_data;

b

Encrypted Area

/I sequence number for anti-replay attack
J{ the seed value for random number generator
/I the divisor of modulous operation

|/ the size of biometrics-data

ata[BI0_FULL_SIZE]; J/ lively collected biometrics-data

struct bio_digest_info {
struct bio_hash_header {
unsigned Ioni h_sequeunce;
unsigned int key_start_bit;

\_header;
struct bio_hash_data {
unsigned int real_hash_len;
unsigned char HMAC_SHA1_
+h_data;

struct host_lst {
nt int isServer; I 1

unsigned int origin_pmtu;

unsigned char DES_eKen(Eiﬁ {8];
unsigned char DES_dKey{16](8];
struct bio_crypta_info host_bio;
Qserver_lfst, client list;

| sequence number for anfi-replay attack
/| the start-bit number in the biometrics-data used as
per-packet symmetric-key for message authentication code

| the size of 8 digested message
result[SHA1_DIGEST SIZE]; |/ the digest over the IP datagram

2
struct list_head {struct list_head * next; struct list_head * prev; };

struct ist_head lit; J] list chain
J/ 1: server, 0 client
unsigned ink ist_key(2]; /| the searching key for host_list (source address, port and destination port bitwise-OR)

/| original path MTU(Maximum Transmit Unit)
[} encryption key

J/ decryption key

11 the saving area for biometrics-data

J
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