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Grobner Basis Attacks on Lightweight RFID
Authentication Protocols

Daewan Han*

Abstract—Since security and privacy problems in RFID systems have attracted much
attention, numerous RFID authentication protocols have been suggested. One of the
various design approaches is to use light-weight logics such as bitwise Boolean
operations and addition modulo 2™ between m-bits words. Because these operations can
be implemented in a small chip area, that is the major requirement in RFID protocols, a
series of protocols have been suggested conforming to this approach. In this paper, we
present new attacks on these lightweight RFID authentication protocols by using the
Grobner basis. Our attacks are superior to previous ones for the following reasons: since
we do not use the specific characteristics of target protocols, they are generally applicable
to various ones. Furthermore, they are so powerful that we can recover almost all secret
information of the protocols. For concrete examples, we show that almost all secret
variables of six RFID protocols, LMAP, M2AP, EMAP, SASI, Lo et al.'s protocol, and Lee et
al.'s protocol, can be recovered within a few seconds on a single PC.

Keywords—RFID, Authentication Protocol, Algebraic Attack, Grébner Basis

1. INTRODUCTION

Recently, RFID systems have attracted much attention due to their wide applications includ-
ing inventory control, logistics, supply chain management, etc.

Since communications in RFID systems are executed on public RF channels and any reader
can get the tag's information easily, the systems without proper protection are vulnerable to ea-
vesdropping, tracking, tag forgery, and cloning. These security and privacy problems prohibit
more rapid and widespread deployments of RFID. To address these problems, numerous RFID
authentication protocols have been suggested in various ways. One of them is to design authen-
tication protocols by using only lightweight logics, such as bitwise Boolean operations and addi-
tion modulo 2", between m-bits words. Because these operations can be implemented in a small
chip area, which is the major requirement in RFID protocols, a series of protocols have been
suggested that conform to this design approach. The vulnerabilities of those protocols have also
been presented. However, they were so specific to each target protocols that they were not appli-
cable the other protocols. Furthermore, in most cases their concern was not to recover secure
information but to point out the simple security flaws of the protocols.

In this paper, we present new attacks on these lightweight RFID authentication protocols us-
ing the Grdbner basis. Our attacks are superior to previous ones for the following reasons: since
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Table 1. Summary of our results

Protocol Eavesdropping Average time Recovery rates Guess
names (sessions) (sec.) (%) (trial)
LMAP 3 26.5 100

M’AP-1 2 7.9 100

M’AP-2 5 3.8 94.9
EMAP 3 4.7 99.9

SASI 5 151.8 100 96

Loetal 1 0.4 100 96

we do not use the specific characteristics of target protocols, our attacks are generally applicable
to various ones. Furthermore, the attacks are so powerful that we can recover almost all of the
secret information of the protocols. For concrete examples, we show that almost all secret va-
riables of the six RFID protocols, LMAP, M?AP, EMAP, SASI, Lo et al.'s protocol(LSY), and
Lee et al.'s protocol(LHYC), can be recovered within a few seconds. In the attack we need to
solve systems of multivariate non-linear equations over GF(2). All the equations are induced
from the mathematical relations between secret variables and public ones that are obtained by
passively eavesdropping on a few consecutive communication sessions. For solving the equation
systems we used the Grobner basis method, which is an emerging technique in recent cryptana-
lysis.

The summary of our results are given in Table 1. In the table below, the second column de-
notes the number of eavesdropping sessions needed for the attacks and the third one means the
average time consumed in recovering the secret variables by a Grobner basis algorithm. The
fourth column denotes the rates of the number of recovered variables over all the secrets and the
final column means the number of guess needed for the attack.

Our results remind us that designing secure and lightweight RFID authentication protocols is
not easy work. Using only simple arithmetic operations should especially be carefully consi-
dered.

The rest of this paper is organized as follows: in Section 2 we introduce the preliminaries of
this paper, which are RFID security, algebraic attacks, the Grobner basis, and the notations used
in the paper. In Section 3 we briefly introduce the RFID authentication protocols of our concern
and the overview of our attack. We describe the detailed cryptanalysis on six protocols and their
simulation results in Section 4. Finally we conclude the paper in Section 5.

2. PRELIMINARIES
2.1 Survey on RFID and its Security

A RFID system is an automated identification technology in which a small transponder (tag),
attached to a real world object, receives and responds to radio-frequency queries from a tran-
sceiver (reader). It has been already widely used in daily life for access control, various payment
systems, electronic identification cards, and so on. However, the most notable and revolutionary
application of RFID system in the near future will be the replacement of the current barcode
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system for supply chain management, inventory control, and anti-counterfeiting. The attractive-
ness of the RFID over the barcode is twofold. First, unlike a barcode scanner, an RFID reader
does not require line-of-sight or physical contact to scan an RFID tag. This feature reduces the
cumbersome need for manual intervention in the scanning process. Secondly, an RFID tag as-
signs a unique serial number to an individual item, while a barcode typically specifies the type
of product it is printed on. The unique identifier associated with an object can serve as a pointer
to a database entry containing the detailed history of the object. Thanks to these features of au-
tomated scanning and unique identification, the RFID promises fine-grained tracking of invento-
ry on an unprecedented scale.

Although RFID systems have many benefits as described above, they have some problems
with security and privacy, which prohibit the more rapid and widespread deployment of them.
Since the communication between a tag and a reader is executed on public RF channels and any
reader can get the tag's information easily, the systems are vulnerable to eavesdropping, tag for-
gery, cloning, tracking, and so on. We refer to [28] for more details on these issues. To address
these problems, numerous physical protections and logical protocols have been suggested [3, 18].
Though physical protections such as the blocker tag [19] might be efficient solutions for some
applications, they have limits for general and broad uses; hence they have not attracted much
attention. On the contrary, logical protocols for RFID security have been intensively studied in
various directions. In the early days several protocols using cryptographic hash functions and
block ciphers were suggested [15, 28]. However, this approach was proved to be inadequate for
RFID security, since currently used hash functions and block ciphers are too expensive to be
operated in low-cost RFID tags [16]. The second approach was to design protocols by using
hard mathematical instances such as LPN [20]. However, their securities are currently uncertain
and still evolving. Another approach was to design protocols using only lightweight logics such
as Boolean operations and integer modular addition. These protocols are our concerns in this
paper, so we will introduce them minutely in Section 3.1.

2.2 Algebraic Attacks and the Groébner Basis

Any cryptographic primitive can be modeled by a system of multivariate equations over a fi-
nite field. The basic principle of algebraic attacks is to construct and solve the equation systems
whose solutions have a correspondence to secret information of the original cryptosystem. The
attacks have been successfully applied to some multivariate public key cryptosystems [14] and
stream ciphers [10, 11]. The feasibility of them against block ciphers is one of the current re-
search areas in cryptography [5, 8, 9]. The core of the attack is how to solve the equation sys-
tems. Indeed, the problem of solving multivariate polynomial equations is known to be NP-
complete. However, the systems derived from cryptosystems are mostly sparse and their solu-
tions lie in GF(2), in which cases they can be solved somewhat easily. So far many algorithmic
techniques and tools are suggested to resolve it. Among them, the most popular and effective
one is to use the Grobner basis of polynomial ideals.

A Grobner basis is a high-level mathematical concept with many applications in commutative
algebra, algebraic geometry, and computational algebra [1]. For its broadness, a complete intro-
duction of the concept is beyond this paper, and we don't need a deep understanding of the no-
tion to understand this paper. Here, we briefly introduce its relevance to cryptography. As we
mentioned above, the main relevance of Grobner basis to cryptography is the utility in solving
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polynomial equation systems. If we have the following equation system over a field F

fl(xlﬁ'"'xn) = Or""f‘m(xlr'”'xn) =0,

then we can find its solution set by computing the ideal 1 =< f;, -+, f;, > and the associated
variety v(I). By the way, the Grobner basis of I can provide implicit solutions to the equation
system over the algebraic closure of F.

There are some reasons for the Grobner basis to be more effective in solving equation systems
arising in cryptography. Firstly, the solution of cryptographic equation systems mostly lie in a
small finite field GF(g) and in most cases in GF(2). So, we can restrict the solution to the base
field GF(q) by adding the field relations x — x; = 0 to the original equation system.

This causes the basis to be found more quickly, since Grobner basis algorithms work more ef-
ficiently when there are more equations. Secondly, cryptographic equation systems usually have
a unique solution. In those cases we can effectively try the so-called guess-and-determine-attack.
Usually Grobner basis algorithms tend to be terminated more quickly when an equation system
has no solution. Suppose an equation system has a unique solution. We can make a modified
equation system by guessing some parts of the solution. If we guess inadequately, then the mod-
ified system will have no solution. Thus, Grobner basis algorithms will output a result quickly,
which enables us to know that we guessed badly.

There are well-known algorithms for computing the Grobner basis of a given polynomial
ideal [12,13], and practical S/W packages implementing them. In this paper we used the package
PolyBoRi [4].

2.3 Notations

Let X,Y be m-bits word, where m may be any non-negative integers, but mostly 96 and 128 in
this paper. In the rest of this paper, we will use the following notations.

* x;: i-th Isb of X, that is, X = x,,_4 *** X,.

- X @ Y: bitwise XOR of X and Y.

+ XAY: bitwise AND of X and Y.

+ XV Y: bitwise OR of X and Y.

+ X [ Y: addition of X and Y modulo 2™.

+ X | Y: subtraction of X and Y modulo 2™.

* x + y: addition of x and y over GF(2).

+ x -y (xy): multiplication of x and y over GF(2).
« X > [: right /-bits shift of X.

+ X > [: right /-bits rotation of X.

+ X &L [: left [-bits rotation of X.

* Rot(X): n-bits left rotation of X, where # is the hamming weight of X.
* S10x, X, 00, %) = Xt X

©Sp(xg, xp, 0, ) = Z1si<jsn XiXj.
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Reader ‘ Tag ‘

(IDS, K'|K?*|K*|K*) (IDS, K'|K?| K% K*, 1D)
Hello

IDS

Generate B' and B2,
A=IDS O KT R!
B=(IDsv K @mR

C=IDSHEK*@ R? )
A, B,C

Extract R and R%.
D= (IDSEID)= R' & R?

If succeeds, If succeeds,
update 1S, K" as (1) update DS, K" as (1)

Fig. 1. LMAP Protocol in a simplified form

3. GROBNER BASIS ATTACKS ON RFID AUTHENTICATION PROTOCOLS
3.1 RFID Authentication Protocols Based on Lightweight Operations

Since RFID tags are required to be low cost, they can only store hundreds of bits and have
S5K-10K logic gates, and only 0.25K-3K gates can be devoted to security tasks [28]. Thus, stan-
dard cryptographic algorithms are too heavy to be implemented on such low-gated RFID tags.
However, Boolean operations such as XOR, AND, OR, and modular addition are light enough
to be implemented on them and multiple combinations of these operations seem to be a good
candidates for one-way functions. These merits induce people to use those operations as build-
ing blocks for designing RFID authentication protocols. Of course, they are followed by various
cryptographic scrutiny [2, 6, 17, 26]. However, since the merits of using only lightweight opera-
tions still exist and the defects seem to be easily remedied, modified protocols still have been
suggested.

In this paper we show that these protocols are very vulnerable to a new attack by using the
Grobner basis. Concrete targets of our attack are LMAP [23], M*AP [24], EMAP [25], SASI
[27], Lo et al.'s protocol (LSY) [22], and Lee et al.'s protocol (LHYC) [21]. They have the stan-
dard challenge-response mutual authentication structures. So, here we describe only LMAP in
detail and the other ones are simply introduced in the following subsections.

LMAP is based on the use of an index-pseudonym (IDS), which is the index of a table where
all the information about a tag is stored. Each tag is associated to key K, which is divided into
four parts each of 96 bits (K = K* || K2 || K3 || K*). In each tag, the 96-bits static identification
number (ID) with the IDS and the key are stored, and the IDS and K are updated at the end of
each session. The mutual authentication procedure is as follows (See also Fig. 1):

The reader sends a hello message to the tag and the tag answers by sending its current IDS.
By means of IDS, only an authorized reader is able to access the tag secret key K, which is ne-
cessary to carry out the next authentication stage. Then, the reader generates two random num-
bers R' and R%. With R', R%, K!, K? and K it generates the messages A, B, and C and then
transmits them to the tag. Then the tag authenticates the reader and obtains R' and R* from A, B,
and C. The random numbers R' and R” are used in updating the index-pseudonym and the key.
Once these verifications are performed, the tag generates the answer message D to authenticate
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and transmit its static identifier in a secure form. The messages A, B, C, and D are calculated as
in Fig. 1. After the reader and the tag have been authenticated mutually, the index-pseudonym
and the key updating stage are carried out as the following:

IDS' = (IDS @ (R? @ K*))®ID,
K'= K!®R? @ (K® @ ID),
K? = K2@®R?@® (K* H D), 6))
K3 = (K* ®R") @ (K!'®ID),
K* = (K* ® R") @ (K*@ID).

3.2 Overview of Our Attacks

The object of our attacks is to find all secret variables of the protocols. It is passive, that is, we
only need eavesdropping for a few consecutive sessions for the attack. The number of eave-
sdropping sessions depends on the number of equations needed for the systems to be over-
defined. We need to guess some bits of secret variables in the attack of SASI, LSY, and LHYC,
but they are also mounted within practical time.

The general procedure for the attack is as follows:

1) Figure out the relations between secret and public variables obtained from a session of the
protocol.

2) Convert the relations to quadratic equations over GF(2).

3) Estimate the number of consecutive sessions for the system to be over-defined.

4) Construct a system of equations over GF(2) from all the relations of the consecutive ses-
sions.

5) Compute a Grobner basis of the ideal generated by the polynomials in the equation system.

6) If Grobner basis algorithms are terminated abnormally or they cannot produce sufficient
solutions, increase the number of sessions and repeat 4) and 5), until we get all secret va-
riables from the solution.

We used the S/W package PolyBori implemented at the Sage distribution of mathematical
software [27] for a Grobner basis algorithm. The simulations are run on a PC with 2.53GHZ
Dual CPU and 3GB memory.

3.3 Converting Bitwise Operations to Algebraic Equations over GF(2)

In Grébner basis attacks we need to convert relations which are given by bitwise operations
and addition modulo 2" to algebraic equations over GF(2). The following theorem helps us to
perform it automatically.

Theorem 1. Let X, Y and Z be m-bits words. Then, the following four relations are converted
to the corresponding system of quadratic equations in x; y; and z; over GF(2).

DZ=X®Y © S;(x,y;,z)=0 for i =0,---,m— 1.

2) Z=XAY © z;+S,(x;,y;) =0 for i =0,--,m—1.
3) Z=XVY & S;(x;,y;,7) +S,(x;,¥;)) =0 for i =0,---,m—1.
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4 Z=XHY & Si(x,¥0,20) =0,
Sy (1, y1,21) + Sz (%0, ¥0) = 0,
S1(xi, Vi Zi Xi—1, Yie1) + So(Xi—1, Yie1,2i-1) = 0 fori =2,--,m — 1.

Proof. 1), 2), and 3) are easily verified by the definition of each operations and the truth table
of ®,A and V.
For 4), we can describe X /Y by using carry bits ¢y, -+, c,—; as follows.

Zy = Xo t+ Yo, 2

€1 = XoYos )

zi=x;ty +¢ for i > 1, (4)

Civr = XY + (% +y) for i =1 (%)

The first equation of 4) is equal to (2). The second equation is obtained by cancelling ¢; in (3)
and (4) for i=1. Using (4) and (5) for i > 2, we obtain

€ = Xi—1Yi—1 + o1 (Xioq + Yiz1)
=XqYi1 + (Ziog + X0 Y2 oy +Yim1)
=Xi—1Yi1 + Zim (g + Y1) + (g +yim0).

Replacing c¢; again by (x; + y; + z;) we obtain the final equation. m

Remark 1. RFID authentication protocols in this paper consist of more complex operations
such as W= XHY)®Z or W= (X®Y) [H Z. However, these equations also can be con-
verted to quadratic equations without additional variables. For example, W = (XH Y)®Z is
equivalent to the following system of quadratic equations over GF(2).

S1 (X0, Yo, 2o, Wo) = 0,
S1 (x4, ¥4, 21, wy) + S2(x0, ) = 0,
Sq (x4, Yir 20y Wiy Xi—1, Vie1) + Sp (Xm0, Vie1, Zim1) + Wimq (X1 + Y1) = 0 fori > 2.

4. CRYPTANALYSIS OF RFID PrRoTOCOLS

In this section, we describe the concrete attacks against six RFID authentication protocols and
present the simulation results. The simulations were carried out in at least 10 random instances
for all cases. Since registration, identifying, authentication, and variable updating procedures of
all protocols are similar to the LMAP introduced in Section 3.1. We describe each protocol
briefly, only by presenting the variables and relations between them.

4.1 Cryptanalysis of LMAP

4.1.1 LMAP

- Secret variables
- Shared secrets: K', K2, K3, K*, ID
- Random numbers: R', R?
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- Mutual authentication
- Tag - Reader: IDS
- Reader - Tag: AIIBI C
- Tag - Reader: D

A= IDS®K'®R',

B = (IDSVK?) ER!, (6)
C = IDS [ K3 | R?, 7)
D = (IDS [ ID) @ R'@®R?.

- Updating variables

IDS' = (IDS H (R? © K*)) @ ID,
K'= K!®R? @ (K® @ ID),
K* = K @ R ® (K* @ ID),
K¥ = (K* ®RY) @ (K'® ID),
K* = (K* ® RY) @ (K*® ID).

4.1.2 Cryptanalysis

Except for (6) and (7), the above relations can be converted to quadratic equations over GF(2)
by directly applying the rules in Theorem 1 and Remark 1. Since we know IDS, we can fix each
bit of IDSV K? to 1 or k? according to ids;. Thus, (6) is converted to quadratic equations in
k? and r}. For (7), it is equivalent to CH IDS = K® H R?. Since we know the left term of this
relation, it can be regarded as a modular addition of two unknowns, so we can also apply Theo-
rem 1 directly. Therefore, we can convert all relations to a system of quadratic equations over
GF(2) without any additional variables.

If we eavesdrop on one session of an LMAP, we can obtain 4 relations w.r.t. 7 secret variables.
Thus, the converted system of equations cannot be over-defined. However, if we eavesdrop the
next session, we can get another 9 relations (5 in updating variables and 4 in the authentication
procedure of the second session) w.r.t. 13 unknown variables. Note that ID is not changed in the
second session. The converted equation system from these relations may be over-defined. How-
ever, this is not true in practice. So, we increase the number of eavesdropping sessions until the
converted system becomes to be over-defined. The simulation result in Table 2 shows that we
can find all secrets from eavesdropping on 3 sessions.

In Table 2 the first column denotes the number of eavesdropping sessions. The next two col-
umns denotes the number of variables and equations in converted quadratic equation systems
over GF(2). The fourth and fifth columns denote the average and maximum time consumed in
finding a Grobner basis. The last column denotes the ratio of the recovered ones over the all

Table 2. Simulation results for LMAP

Sessions Variables Equations Avg. (sec) Max. (sec) Rate (%)
2 1,248 1,248 124.7 307.1 93.9
3 1,824 2,112 26.5 27.7 100

698



Daewan Han

secret variables. In conclusion, we can find all the secret variables of LMAP within about 30
seconds by eavesdropping on 3 consecutive sessions.

The basic principle of the attacks against the other five protocols in this paper is same to that
of LMAP. Thus, from the next subsection we describe only the notable features of each protocol
used in constructing equation systems and simulation results.

4.2 Cryptanalysis of M’AP

4.2.1 M’4P

- Secret variables
- Shared secrets: K', K*, K*, K*, ID
- Random numbers: R', R?

- Mutual authentication
- Tag - Reader: IDS
- Reader - Tag: AIIBI C
- Tag - Reader: D || E

A= IDS®K'@R!, (8)
B = (IDSAK?) VR!, )
C=IDSHEK3@ER?, (10)
D = (IDSV K*) AR?, (11)
E = (IDS @ ID)®R. (12)
- Updating variables
IDS" = (IDS @ (R? @ RY))®ID, (13)
K' = K! ® R? @ (K* @ ID), (14)
K? = K2@®R?2@® (K* @ ID), (15)
K= (K®@®RY) @ (K'® ID), (16)
K= (K* ®R") @ (K*@ ID). a7)

4.2.2 Cryptanalysis

We divide the attack into two phases. In the first phase, we recover all secrets, except K* and
K. Next, we recover most bits of K? and K*.

Firstly, suppose we eavesdropped on consecutive two sessions of M°AP. Then, we obtain 9
relations ((8), (10), (12), (13), (14), (16) in the first session and (8), (10), (12) in the second ses-
sion) w.r.t. 9 unknown variables K', K*, K", K*, R, R%, R", R”, and ID. If we convert these
relations to an equation system over GF(2) and solve it, we can recover all variables. Table 3
shows the simulation results. The meaning of each column of the table is same to that of Table 2.

Table 3. Simulation results for M?AP in the first phase

Sessions Variables Equations Avg. (sec) Max. (sec) Rate (%)

2 864 864 7.9 8.2 100
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Table 4. Simulation results for M?AP in the second phase

Sessions Variables Equations Avg. (sec) Max. (sec) Rate (%)
4 768 1,344 6.9 13.8 89.3
5 960 1,728 3.8 5.1 94.9
6 1,152 2,112 5.1 6.2 96.5

In the second phase, we may assume that all variables except for K* and K* are revealed in all
sessions from the first phase attack. Thus, the relations of our concern are (9), (11), (15), and
(17). We constructed equation systems from those relations and tried to solve them. The simula-
tion results are given in Table 4. Most of the systems that were obtained from less than three
sessions were not solved. In the case of three sessions, about a half of the systems were solved,
but the recovering rates are less than 80%. From four sessions we could get solutions in almost
all instances. These results accord with the well-known properties of Grobner basis algorithms

that work better with an increasing number of equations.

4.3 Cryptanalysis of EMAP

4.3.1 EMAP

- Secret variables
- Shared secrets: K', K*, K*, K*, ID
- Random numbers: R', R?

- Mutual authentication
- Tag - Reader: IDS
- Reader - Tag: AIIBI C
- Tag - Reader: D || E

A= IDS®K!@R!,
B=(IDSVK?) @R!,
C=IDS@® K@ R?,

D = (IDSAK*) @ R?,

E =(DSAR'VR) @ID @ K! ® K> ® K® ® K*.

- Updating variables

IDS' = IDS @ R*@ K1,
K' = K' @ R* @ (ID(95: 48) Il F(K*) Il F(K?)),
K?" = K?> @ R* @ (F(K") Il F(K*) Il ID(47:0)),
K3 = K* @ R' @ (ID(95:48) Il F(K*) Il F(K?)),
K* = K* ® R @ (F(K®) Il F(KY) Il ID(47:0)),

(18)

where X(i;j) means (i-j+1)-bits string x; Il x;—; Il -~ | x; and F(X) means 24-bits string

X(95:72)@ X(71:48) @X(47:24) ®X(23:0).
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4.3.2 Cryptanalysis

Since IDS is known and X(i:/), F(X) are linear, all relations of EMAP except for (18) are con-
verted to linear equations over GF(2). Thus, the equation systems of EMAP are much simpler
than those of previous protocols. This is the reason why EMAP is more easily broken than
LMAP and M?AP, which is checked from the simulation results given in Table 5.

Table 5. Simulation results for EMAP

Sessions Variables Equations Avg (sec) Max. (sec) Rate (%)
2 1,248 1,440 1.69 1.72 99.54
3 1,824 2,400 4.69 4.87 99.97
4.4 Cryptanalysis of SASI
4.4.1 SASI
- Secret variables
- Shared secrets: K', K2, ID
- Random numbers: R', R?
- Mutual authentication
- Tag — Reader: IDS
-Reader —» Tag: AIBIIC
- Tag - Reader: D
A= IDS®K!®R?,
B = (IDS Vv K?) @ R?,
X! = (K! @ R?) « K1, (19)
X2 = (K2 @ R!) « K?, (20)
C = (K'@®X?)HX®K?,
D = (X2 HID) ® ((K!@®K?) v X1), 21
- Updating variables
IDS' = (IDS @ ID) @ (R?@ X1),
Kl/ — Xl,
K?' = X2
4.4.2 Cryptanalysis

Since we do not know the rotation bits of (19) and (20), in the attack of SASI we should try
the guess-then-determine-attack.

Firstly, we assume that the rotation bits of (19) and (20) are known exactly. Then, we can
construct an equation system of SASI like the previous subsections. Since (21) is so complicated,
we divide it into two relations adding an additional variable as follows:

T= (K@K VX,
D=(X’EHID)@T.
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Table 6. Simulation results for SASI

Sessions Variables Equations Avg. (sec) Max. (sec) Rate (%)
3 1,728 2,208 246.4 629.1 100
4 2,208 2,976 61.5 80.1 100
5 2,688 3,744 151.8 184.0 100

With only one session, the converted equation system seems to be over-defined. But, the si-
mulation showed that we need more than 3 sessions. In fact, with less than three sessions, Poly-
Bori is terminated abnormally. With three sessions, in 7 over 10 instances we could find all va-
riables. We could recover all secrets in all instances with four sessions. Simulation results are
given in Table 6.

Now we should mention the complexity and method of guessing rotation bits in (19) and (20).
In each relation the number of different ways of rotation is at most 96, because the bit-length of
all variables is 96. Thus, the number of guesses needed for the attack is not more than 96%, which
is also practical in a PC. If equation systems have no solution, PolyBori informs us that the sys-
tems are inconsistent. In those cases it tends to finish faster than when systems have solutions as
described early in Section 2.2. If we incorrectly guess the rotation bits of SASI, the possibility
that equation systems are consistent will be extremely low, and PolyBori will finish earlier than
the average time in Table 6. From the simulation, we verified these phenomena. For example, in
the case of 4 sessions PolyBori finished within 34 seconds on average for the wrongly guessed
instances, while it returned the exact solutions after 61 seconds for the consistent ones.

4.5 Cryptanalysis of LSY

4.5.1 LSY
- Secret variables
- Shared secrets: K, ID
- Random numbers: R%, R?, R*, R®

- Mutual authentication and updating variables
- Reader > Tag: R!
- Tag — Reader: GID || A || B!
- Reader - Tag: A? || B2
- Tag — Reader: A3 | B3
- Reader — Tag: Select GID" and K, and sends A* || B* || C* || D* || E*
- Tag updates GID,K to GID',K’ from B*, C*.

A= K@®R?, (22)
Bl=(KV(R'EHK >»1)®R>>» (RTEK) » 1)), (23)
A% = (R AK) @ R®, (24)

B2 = (((R? AK) VR®) & (R? >» 1)) @ R?,
A3 = (R®VK) ®RY,
B3 = (((R3 VK) ARY) > (R® » 1)) @ ID,
A* = (R* AK) ® R®,
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B* = (((R* AK) VR®) « (R* » 1)) @ GID/,
C*=(R*AK)@OK,

D* = (GID'VR®) @ (R* AK),
E*=(R*AKARY) @K.

4.5.2 Cryptanalysis

Firstly, we consider only two equations (22) and (23). Then, the secret variables are only K
and R?, and the converted system of equations is over-defined in most cases. So, we can get K
and R” by solving the system. The simulation results are given in Table 7.

Next, R® can be recovered from (24), and the remaining secret variables R* ID, R®, and K' can
be also recovered from the next relations sequentially.

Like SASI, we should guess the amount of rotated bits in (23). The plausibility of a guess-
then-determine strategy is the same as SASI, and the complexity of guess is at most 96.

Table 7. Simulation results for LSY

Sessions

Variables

Equations

Avg. (sec)

Max. (sec)

Rate (%)

1

384

480

0.38

0.41

100

4.6 Cryptanalysis of LHYC

4.6.1 LHYC

- Secret variables (128 bits)
- Shared secrets: K
- Random numbers: R

- Mutual authentication
- Tag - Reader: IDT
-Reader - Tag: Al B
- Tag — Reader: C

A= K®R, 25)
B = Rot(K) ® Rot(R), (26)
C = (KV Rot(R)) @ (Rot(K) AR).

- Updating IDT and secret keys

IDT' = K® Rot(R),
K' = Rot(K) ®R.

4.6.2 Cryptanalysis

Like SASI and LSY, we need to guess the hamming weights of K and R. If they are correctly
guessed, the equation system induced by (25) and (26) in only one session is enough to get K
and R and the system is even linear. Thus, we do not need Grobner basis algorithms for solving
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the system and we omit the simulation. The complexity for guessing is at most 128°.

5. CONCLUSION

In this paper we showed that six RFID authentication protocols based on bitwise operations
and an addition of modulo 2" are very vulnerable to an algebraic attack with the Grobner basis.
We could recover almost all of the secret variables of those protocols within a few seconds by
our attack.

Our result shows that RFID authentication protocols should be more carefully designed, if we
want to use simple arithmetic operations. Another contribution of this paper is that we presented
the evidence that Grobner basis is a powerful toolkit for cryptanalysis.

REFERENCES

(1]

(2]

(3]

(4]

(3]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

W.W. Adams and P. Loustaunau, “An Introduction to Grobner Bases,” Graduate Studies
in Mathematics, Vol.3, AMS, 1994.

B. Alomair, L. Lazos, and R. Poovendran, “Passive Attacks on a Class of Authentication
Protocols for RFID,” Proceedings of ICISC 2007, LNCS 4817, Springer-Verlag, 2007,
pp.102-115.

G. Avoine, Cryptography in Radio Frequency Identification and Fair Exchange Protocols
[dissertation]. Lausanne, Switzerland: EPFL; 2005.

M. Brickenstein, A. Dreyer, PolyBoRi: “A Framework for Grobner Basis Computations
with Boolean Polynomials,” Electronic Proceedings of the MEGA 2007 - Efficient Me-
thods in Algebraic Geometry, Strobl, Austria, 2007.

J. Buchmann, A. Pyshkin, and R-P Weinmann, “Block Ciphers Sensitive to Grébner Basis
Attacks,” Proceedings of CT-RSA4 2006, LNCS 3860, Springer-Verlag, 2006, pp.313-331.
T. Cao, L. Bertino, and H. Lei, “Security Analysis of the SASI Protocol,” IEEE Transac-
tions on Dependable and Secure Computing, Vol.6, No.1, 2009, pp.73-77.

H.-Y. Chien, “SASI: A New Ultralightweight RFID Authentication Protocol Providing
Strong Authentication ans Strong Integrity,” IEEE Transactions on Dependable and Se-
cure Computing, Vol.4, No.4, 2007, pp.337-340.

C. Cid, S. Murphy, and M. Robshaw, Algebraic Aspects of the Advanced Encrpytion
Standard, Springer-Verlag, 2006.

N. Courtois, and J. Pieprzyk, “Cryptanalysis of Block Ciphers with Over-defined System
of Equations,” Proceedings of Asiacrypt 2002, LNCS 2501, Springer-Verlag, 2002,
pp-267-287.

N. Courtois, “Fast Algebraic Attacks on Stream Ciphers with Linear Feedback,” Pro-
ceedings of Crypto 2003, LNCS 2729, Springer-Verlag, 2003, pp.176-194.

N. Courtois and W. Meier, “Algebraic Attacks on Stream Ciphers with Linear Feedback,”
Proceedings of Eurocrypt 2003, LNCS 2656, Springer-Verlag, 2003, pp.345-359.

J.-C. Faugere, “A New Efficient Algorithm for computing Grobner bases (F4),” Journal of
Pure and Applied Algebra, Vol.139, 1999, pp.61-88.

704



Daewan Han

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

(23]

[24]

[25]

[26]

[27]
(28]

J.-C. Faugere, “A New Efficient Algorithm for computing Grébner bases without Reduc-
tion to Zero (F5),” Proceedings of ISSAC 2002, pp.75-83.

J.-C. Faugere, and A. Joux, “Algebraic Cryptanalysis of Hidden Field Equation (HFE)
Cryptosystems using Grobner bases,” Proceedings of Crypto 2003, LNCS 2729, Sprin-
ger-Verlag, 2003, pp.44-60.

M. Feldhofer, S. Dominikus, and J. Wolkerstorfer, “Strong Authentication for RFID Sys-
tems Using AES Algorithm,” Proceedings of CHES 2004, LNCS 3156, Springer-Verlag,
2004, pp.357-370.

M. Feldhofer and C. Rechberger, “4 Case against Currently Used Hash Functions in
RFID Protocols,” Proceedings of RFIDSec 2006.

C. Hung-Yu and H. Chen-Wei, “Security of ultra-lightweight RFID authentication proto-
cols and its improvements,” ACM SIGOPS Operating Systems Review, Vol.41, No.4, 2007,
pp-83-86.

A. Juels, “RFID Security and Privacy: A Research Survey,” IEEE Journal on Selected
Areas in Communications, Vol.24, No.2, 2006, pp.381-394.

A. Juels, R. Rivest and M. Szydlo, “The Blocker tag: Selective Blocking of RFID Tags for
Consumer Privacy,” Proceedings of CCS 2003, ACM Press, 2003, pp.103-111.

A. Juels and S. A. Weis, “Authenticating Pervasive Devices with Human Protocols,”
Proceedings of Crypto'05, LNCS 3621, Springer-Verlag, 2005, pp.293-308.

Y.-C. Lee, Y.-C. Hsieh, P.-S. You, T.-C. Chen, “4 New Ultralightweight RFID Protocol
with Mutual Authentication,” Proceedings of WASE 2009, Vol.2 of ICIE, 2009, pp.58-61.
N.-W. Lo, H.-S. Shie, K.-H. Yeh, “4 Design of RFID Mutual Authentication Protocol
Using Lightweight Bitwise Operations,” Proceedings of JWIS 2008.

P. Peris-Lopez, J.C. Hernandez-Castro, J.M. Estevez-Tapiador, and A. Ribagorda,
“LMAP: A Real Lightweight Mutual Authentication Protocol for Low-cost RFID tags”
Proceedings of UIC 2006, LNCS 4159, Springer-Verlag, 2006, pp.912-923.

P. Peris-Lopez, J.C. Hernandez-Castro, J.M. Estevez-Tapiador, and A. Ribagorda,
“M’AP: A Minimalist Mutual-Authentication Protocol for Low-cost RFID tags” Proceed-
ings of UIC 2006, LNCS 4159, Springer-Verlag, 2006, pp.912-923.

P. Peris-Lopez, J.C. Hernandez-Castro, J.M. Estevez-Tapiador, and A. Ribagorda,
“EMAP: An Efficient Mutual Authentication Protocol for Low-cost RFID tags,” Proceed-
ings of IS 2006, LNCS 4277, Springer-Verlag, 2006, pp.352-361.

R. C.-W. Phan, “Cryptanalysis of a New Ultralightweight RFID Authentication Protocol-
SASL” IEEE Transactions on Dependable and Secure Computing, Vol.6, No.4, 2009,
pp-316-320,.

Sage distribution of mathematical software, http://www.sagemath.org

S. A. Weis, Security and Privacy in Radio-Frequency Identification Devices [dissertation].
Massachusetts: Massachusetts Institute of Technology (MIT); 2003.

705



Grobner Basis Attacks on Lightweight RFID Authentication Protocols

Daewan Han

He received his B.S., M.S., and Ph.D. degrees in Mathematics from Seoul Na-
tional University in 1995, 1997, and 2007, respectively. He has been a senior
researcher at the Attached Institute of ETRI since 2001. His research interests
include Symmetric and Asymmetric Encryption, the Cryptanalysis of Crypto-
graphic Algorithms and Protocols.

706




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 1800
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1800
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1800
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


