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A Framework for Trustworthy Open Shared Authentication Protocol
Seungchul Park’

ABSTRACT

Recently, researches on the shared authentication based on single sign-on have been actively performed so as to solve the problems of
current service provider—centric and isolated Internet authentications, including low usability, high cost structure, and difficulty in privacy
protection . In order for the shared authentication model, where the authentications of an authentication provider are shared by several
Internet service providers, to be accepted in real Internet environment, trustworthiness among users, service providers, and authentication
providers on the level of authentication assurance and the level of authentication information protection is necessarily required. This paper
proposes a framework for trustworthy and privacy—protected shared authentication protocol based on the user—centric operation and open
trust provider network. The proposed framework is differentiated from previous works in the points that it is able to provide interoperable
shared authentication services on the basis of open trust infrastructure.

Keywords : Authentication, Shared Authentication, Authentication Assurance, Privacy

A A1 20119 102 109
*‘*m“.zouﬂ 109 249

389

3745/KIPSTC.2011.18C.6.389

MOE &3, T A5 ATAel e Z12l(login)sHH AF
A%RE FHske dHU Muls AFAES 280 A

¢ AlelEe} e Yl AMu|2 AlF A (service provider) =8 At wEA B AT B ARA A4S
7} Apale] e1%Z A& A authentication provider) & =3 %] wd W o Be o A AFA A AR A
o7 Hfste 7|E9 1YE QlE Ed(solated authenti- o AR gl wE ZefolmA] A Hd fds 9T ¢
cation)[1]7} 2], HZ Be $S Zu e T4 Az U T EE IEU ANE A 53e AT A
L9 (shared authentication model)& <15 #A&zke] o= 2ok A AR f) AH2E AT AFARSE obRad
AN o] el AH| A ATAI BT 2 QA o (outsourcing) o.M A H ol o1F Alxeo]l gty H
tH23l Ff 9% mdolA Bl AbEAE Apde Ay AlEE EeRyH mﬂ”‘* AL A5 ATA=
A K (identity information)E ¥& 4 U= AF AlFA A AREARSE Aul s AlEAE AR ¢ e e MElAE
FyHor AFFoan B Fo AR AuA AF

t 4 8 9 PR ens el PR FR By e wAew FAT F olal, ARls AlEatdd dig S
RS 20119 89 199 FEY AR Foll e AF HE H3E xEsE tS

@ w2 wag e

=

o

—

4].

&
)



390 dE2Melstel==X C M18-CT He=(2011. 12)

AT BN AT AFAY] dF Ao <

B7} there] Al A TRk o3 TR-E 7 HBH’H“ "P
Ab ARz~ g, 23 1T ASAzEe A 3 Y
o] Fontt Fasit) o] Al #AAE AT AFAIL Al
3t 1F AHlzed dig A3 FEE HEhlE AF BE
F~(level of authentication assurance)oll th3at AF-&x}e} A
|22 AFAY AFe} AS ATAZREH AT ARE A
W AEl s AZATE A% AR Bed g AF FF
S Yehlle 9% AR B3E FF(evel of authentication
mformatlon protection)oll &k AL&zpe} Q1FE AlFALe] Al
g Xl ok AF ATA QAT B g AlF

of 031 0110 o

)

ool-J

g glod Mula At s S AT A% 4
HE TR o5& AoltH4s)l w3 9% Xﬂlx}ﬂ 242
o] AlFstE A% AR dig BE 7ol & AT &
Sl ARl ATZl A A4S QlF ARE AFst7]7E o
2 el 8l

2 J AXE Passport/Live ID, Liberty Alliance/

SAML, OpenlD, CardSpace 5 & ¢1% Zdo A%
ANE2L Q1F ZREZFEC] MEEo ot ALEA-UAS
A FA-Au 2~ AFAF 7k AlF #AAC 7|25 AF AR
AT & ZEEF = of# oj2X Xt 6] wet
A olEd TREFE A& s 2 237 Uy, vt

L vl distamel #el A% 1F), %

gt oz

=
TLI ZREFS AHEehE B vl

]
THE Hefl AR
et EA7F ATHA]
2 EEE Ve T S ZREZES A A
Aol 22 Aol Jhedt NP A T AT
EA=E zlﬂa—}l;— Weks AAEE Hell Ao gl

A A LﬂE-‘?flﬂ(trust provider network) 7ldell 7]%3}4
A FH AT Au=E AT AF AT HE
Ha= > 3 A AMH|2 A

&
= AFAY 2
e T AR BT F3 g xFshdE I Auj~
£ AFste AF Myl AlFAH(trust service provider)]
AgA ot A AT UEHAL o3 AL dF
&
A

A
Ak Mu2 AFgAE A3 A gk FUS

3L
]O]Xdé(user agent)7 xFste Ao~
1% AFAel Al AlFAY AF A
Ao gF3 FH oF TREZ| Fo3 LS

>~
>
o OFO
>
9

Feal & Bk ohel A% AFAS Az AT
o ARAQ A% Au @@ FHAH WA 5+ Y= B

a9k Zefolual AH w=FS 39 5 oA P

20009 o F o] FRE BAMOE QWY FH AF =

ZEZ /e el % AW (authentication server)E
Hul MulA AFAENA AT AMH2E AT

\__O

]
A58 <% 29 (centralized authentication model),

J F3l Az AFAE] AT AW AF AN
25 Ffoke AWy S Ed(federated authentication
model), 743 ID 7]¥+e] OpenlD 15 R, 283l AH|~

e A %A (service provider centric)®] 71 9% 2d tjal
AREAE FAlel Q1% Rd(user centric authentication model)
T Uhest Weko =z zsx o] ShtH67].

21 BLEEY 37 21E 2 (centralized shared authentication

model)

Passport9} 1
AR 2 A F 2}
= Heo R

Al ARE <okA

T

fd
e
re
o

ivelDE mlo] AR A E o A
A5 Al 2=8l 7oA HA s}
TAE Ak, AR
| $1sked sk 1 7]
TS AFY ¥ o] tH89]. Passport/LivelD =<
= AHEAY BE AT ARV} wlo]ARATE 9
el %)= Passport AW 5551, A5, #dEdth 1
gL A&7 AH A AR 228} sk A 3
G AREA gk A 8T *}“‘lx}ﬂ ¢ BeeAE A
fste] Passport ABolAl AgEdE Iz, RE AF AMH|AE
Passport AWl oJ&] FFH o= AFHrt,

o, o

Lo 1
fd
i)

(e}

ofy
—d oft
LW

1

ol
fd
=
oo

e M
ol

]_

N =

o
rO
td

0,

N
N
I'R
oEE
OH

7 oI5 2 (federated shared authentication

model)
Liberty Allianceol| 2J8] 7Hute Awtd 7 A% nde
AF Zol#(CoT-Circle of Trust) 7]uke] A <ut

3}
(identity federation) 7Hdel 71Z%3tx At} CoTv A3 A

2ol ¥ k(business agreement)S =&l ulﬂ NE BAE
PAg Liberty oH71EHE W2 b2~ AFAEL IS

AFAHE 2] A (federation)©] BH10,11]. CoTollA] A u]2 A
A IR MEl = AF & ] dRbg o A A
%l 1<% (authentication) 2 17Hauthorization) ®7tH5E
AAAQ 15 7Isg 7HAR AR @Y A
2 A ¥ 2(single sign-on)9} 915 AH| okAd #A T
A CoTule] AF ATAAA AF AH2~E T F
Atk CoTWol A AREAte]l o8 deE]E Q1F AMeE A
2 A Ast A A a2 ATAE R AREALe]| o
ot d/71 (pseudonym)S A3k, 15 AE AT o
3 AL Fo @ Aloj(consent and control)E 3 A&
7o) Zelol|AZE BEd 4 QA gtk g3 ®et Hjgf

oy e
xgate



UEs B 5 AR Anjz AF Aol Al °P7<43}7ﬂ A
H=E B3t Liberty Alliance 9WE A% ZdoA <l
S At Aulz AT RE AF Zéi SAML

[} =) O O

5 =
(Security Assertion Markup Language)[12]S &3 &
b=3

23 714 ID 37 ¢1E ZZ(open ID shared authentication

model)

OpenID= AR&A7} A e gt ?ﬁl‘% & & 9l& URL(®E
XRD) FH= #AH= shtel A9 IDE 2E
AMEEE g Al sk gbdskal A ol
e 2dolti1314]. OpenlDE <15 A&}
FAHOP-OpenID Provider)oll ]3] 5%, OPol tigk #k
A A g7 wWiol 7y OP7F 2 4 Slvh OP= A
H| 2> A FAE dialste] Apale]l wEg OpenlDell oigh

Mul2=E AFetaL, ) AlolEe] @ wat A8t
o5 53t AHEAY] A ARE ATE F Uk =
AMu 2~ A FA = AR 4E e OpenlD URLS ]
2 Yadis Z2EZ T HTML 71¥e] 24 w7}
AHE3sEe] OPe] URLS wridgtt. AH|A A3zt AR}
o H oS A" OPAA redirectdtozA &9
OpenIDdl| 3k 135S ot} 15 AFAQl OPE 3le
AREZE] diEl] ARl Q1% WSS AEske] <
Attt OPE OpenlDel ©igt 915 ZAiE w2 oA
(assertion)& A redirect MIAIAZ S| A2 A3}
oAl d&dt} OpenlD 2.0 AH&AZF AHER ID tfAl =
Ao AF ARE st 3= OP9 URLS Aslazk
st Aulz Algatel] AASHL, OPs g AH&Akel tha)
718/ 4 (pseudonym) FE|E IDE st Al AlE
Apoll Ab&EHA Bt AS ThsetAl @k ol AMElE AlE
Ab 7ol s ARRAEe] HE A FRE oA wEe] =

goluA] e S Thset §h7] fd Aot

Fel - offt OIN

zo /\]

24 ALBA BMel 3R 9E R (user-centric shared

authentication model)

CardSpace Al®lo] H&¥ Zf 95 Zde Fio
E9 AeAAE At AREATE Au| 2= Al 2
Abgte] 2= XML 9 gejo] 714e] InfoCardES A
o AREE £ 3, 1T AR AFE AT &
Aol A AR FA9 FH Q1T Edolg ¥ 4 gtk
InfoCard= AFSAb g 71240 dF ARG I
InfoCardE Hw3t A5 AFA AR} 3T AS ATt
3t MY FH(credentia)el B GH(, AY FH
8 = 3}, InfoCard AFEA} /\} 1E ¢} InfoCardZ
%X}”Oﬂ dad fds i 9| Z}E
29 e AL glo] InfoCard—4 =g 99
UH 6]. CardSpace AH&AF FEto]AET} 7{;}—30}%

zﬂ%x}—t— 315 TS FEoldEdA AEd
= MG ARl AT 88 F de

)

O)E 3 5

OXN Eu o

B
[> rob o o
10
H‘U
éa

02 oZ 9 nE o
jus}

ro,
ofN
fo
—
>~
e
09‘4

Hel EF(Y 9 AR §3 f2E(d, SAML 20
), B3 AT AR YrE Fo| EFHTh AuA A
Aol dF QFAES FAE SelAdES] InfoCard A
A Aule AT AF QAR R3st
InfoCard5& A ste] AF&Aol| Al d& 53, AHEAE =}

o] Mulx AlFgAA AlFstA} s InfoCards Al
T Jles dg3k A5 AFAA e AHE A FF
Mu) 2 AFAA A AFE Het E(security token)S
At} MUl s AlFAs FEko]AE} InfoCardel] o &
= AAE FAstL ATl AFHoH FEo|AET}
3 Het BEES AT AMEA FEfolAEE AT A

o g

ko
ol o o fo MrsﬂrzrlrJEOHHﬂ

<E 1> 7)E TR AT ZREFEY wAHE aoks)
9l Passport/Live ID A] 28l
AREAFe] A2 Al A S sAto] wholAE A
E9] Passport Aol =ZEHE d wWE  Zlo|HA
(privacy) 41, A AH|~ A FAF wlo] AR A EE0
e oA Az &4, 2z 4 AR 34
(scalability) #A4 o2 A3 MWE FHAdA HEue=

dl= ofesol $

rd

o ki
o
o\

)

ey
O{N

ot

o

TH AT ZRES A
- ZefolHAl FA
Passport/Live ID[89] | - Passport A # ol tjgt o]&A

-z} AW A

o

- HH8 A7 2d
Liberty ﬂ]ﬂ° ]

- Q1% ATAL] el w2

- A d=e) 2A

OpenlD[13,14] - QAT AFAY] B e
Zepol Al A
— /\] ] o] 3L 1=
CardSpace[15,16] | Azt ¥ A

- Bxe FeoldE AZEY g

TH L 2

Liberty Alliance®] 91%d T o= mdor o= A
BE 3] fsiAe vE ds S AF ATAs
Aul 2 AR AlF #A(COT) FAol A= of &
AT AFA] AF AH|2 FHE CoTue A2 A

AR ATHITL F, ABHOE AT

AE AT AFAA ojn] EAF= Afol®E Hskast
= AR AFae dE A5 AFAte] Az #A7)
ol FAE o A FriH AT AFTAY AT AuxE

’

b =T R

ooy o



392 dE2Melstel=2X C M18-CT Me=(2011. 12)

THE F gk AR A2 AT JE BRI JAF
AZANA wE2HE Zelo]HA] EAE Liberty Allianced]
95 do] FAH F sptolth
OpenlD 71%3 3/ AF =22 Liberty Alliance]
AAY AT T 2 dF AT QAT AMHzE
ODGHLDE 7‘]%3}‘* BE Az AFAdA AR = 9l

Q1 Wbl AFgA-AH 2 A BA-91Z
Zﬂ*x} OP )7+ "Jﬂ g9l ofggo] EAETt AREAE
AMul 2= AlEAtet A5 AeAe] A ARE HHow A
2 ogsfop atal, Aua ATt A% xﬂ#—x}on Ak 4
g ofFE HHox AAAHoE gl aH, AF
AT AEE AMEstE A Zﬂ*X}J 215

ﬂ%

A= Apale] o

oARE AHoR AAHoR Fsfop sjof gt o9} ¢
= AlF %é FAE /MEel OpenlD 3 Zdo] Hoko|
W7k B AR 2o A& E dlel FefR #Etal gl
th OpenlD 73 +f %5 Zd%E AREAS] AHI A Al
A JE BAR7E AF ATAHOP)ANA wE=e Zelo]HA|
TAE <k 9

2z vp7kA 2 CardSpace?] &
AZ AFAe] AF Au~E
CardSpaceE A3t AF LFAMES Tdte BE A
H| 2 A|FA A AL 2 =
2} Al2~#"le] InfoCard
AE F3f AHEAS Aulx
Aol Al wEHE Zfo]|HA] A 2
CardSpace &+ 1% Edo] /MW3 374 thafst Aujx~
o A&7 A= AH3 !
AsA 74 A R A7 AAEojof gt Aul2 A
FAke] BE 9% 2 7A AEel t)$-5E InfoCard Al
g 59 Vs JHE ERG FHodE LAZE9
(InfoCard M EFA)E AHEAF Al2=Hlo] Aok ot A%
1

CardSpace ¥+ 95 Zdo FAH T2 shio|rh
32 27 2z Z2EZ /M QFALE
& <15 Rd(shared authentication model)2 7]& <l

Hul 349 uyy <F Zd(isolated authentication
model)oll Hl&] AFEA HAA A AR w=F 35 7,

A vE A 5o w2 Aol Aok 2y o do £
AA o ol B S Edo] A QIEUl A ]
224 AL o]2Y] HAE o}A FAs ool & FAE
o] Wololeh (29 D& & 5 ZEEF] W Uds
HojE
71E TR AF ZREZ g #4& 3 e A
, @Y AFI2(SSO - Single Sign-On)oll 71%3F &/ <l

)

% ZEEZS Passportd $U4F5E mdo] ol ARgAt

o Mula AFAE A9 e oY dF ATAE
2 r ‘15 el (distributed  shared

gl B9 2

Axoz 544

fru
1)
&
_L4
B
o O
2
ol
tlo
O
©

authentication model)

WY BH A% 2ol

7] A E B AF ATAY dF ARl AE Fdd ¢
79 AT AMUAE Qe BE AUl AFR A A4
2 & ol A3 52 (interoperability) o] ¥ 3= ofo} -t}
24, mye FH AT Z2EZE QY A EA
e thde AT ATAE Aulz AFAe] gigk A= A
25 AT = e AF Qzepr~Eg Ao 7|zxslojof

s}, W B AF ZREZ A AZGAEHAE
Liberty Alliance?] #38 Fx7} obgl @A Al =
2 ALE 7HssA ke MY F2E 7hAok gt A
W Gz AF dxet~EZ A (open trust infrastructure)
oW Mujx Algatet A% AZA] hejE AF A
AAEA Al AFTAFL Q1
sholsk 4= QA sfof gkt

oN & rr
[
i
B
£
o
k=

HEYEEY
3 e A2
(Distributed &
Interoperable)

5§50

Nzigel #4015

M rustworthy Shared

Authentication
Protocol)

e g

plmaIAE (Y
(Open Trust

Infrastructure)

NEREA
(User- Centrrctty)

AR, QeSS F3 wzksk dolE IRt oS g4

g vy Aedl FAA ZeelWA Hie Ff

2EZA wj$ Fag aFAkge] "k vHe &

T X2EZL CardSpacedt 2o AFEA7E Al Q15
& Aofata, AREAR Aol 4o el AE AHEA

o] dE(user agent) E3 AT ATAL} Mu|a AFA 7]

AL FAGORA BRLT AT AW FHE AVY 5

REs

N o ofy

2 o o [k

O

e, AHEAR T4 (userfcentnc)«] A% Au|2=E AFgte
24 Lol HeE skt 4 glojof gl AMEAL F
A TR QT EEE ARERE oo]HETL A% AlTAt
AlH AE FHE A2 gAT 5 A st

>
2
o
X
1o

B3  FF(evel of authentication information
protection)o] ™3t T3} FFtE AlF T Y A(trust
framework)oll 71Z&te] A% AFA AF BFE FFE3
AMulz= Age] 95 AR B Fiod g 3 Aux
£ AFsh= A AMul2 AFAHtrust service provider) <]



T ARE 393

AgtAel A A% AFA EYA(TPNET - Trust A sdatA FdEth AlE A HEYIE A3 AN
Provider NETwork), 12|31 An8]2 AlFAket Q13 AlFA} 29 A Fol g3 FrtHe A4 #AY g AAR
7 ZEshE QEH o AE AREst AFEA}F o] ME(UA - 242 5 Aok
User Agent)& 7Z-rste] A& F4lates AREA F414<L AFEAE B AT ZREEZS 8 FostaAl s A
F2o] 7%k Qi 2 AFAHSP)Y AR BE $5F8 27 (Request(LoP)) gt
(2% 2)& AgE AFHAQ FF AFs Z2EF =9 T A, AP Aua AFAAE FEsks AT AR BS
939 4 AAL W] Frh AotE TH AF TREF s (Respond(LoP, TPNETS))& AH|2x Alg kel g 2l
ZY A A AR~ AFAE A AFA HES A F AMu2E AT 27 AFTA U ES A (Respond(LoP,
AdE 54 A3 A3AE ddste s HAE BHE FE TPNETs)ol 2J& AAlE A7 zs2 MEAAY 55 F
A3 At EE}E} A219] Q1S AH BHE Gl s ¥l o shhE B3 FAF F Utk AREAE IF AE B
S s A, AE AFAE i AEA AT 4l Fol ZRld A2 AZAE HLetH "WV\ ATAE
g A HAEE vﬂt&‘?}. Az A o AF AR Aol aetE 1F BE FELoAY IF BE 58
B3 FE@Ee S Fo)d dis 39 s 2z =z AL AlE AFTA Y EYAY EFL(TPNETs)O] xshe
o] 9] A (trust framework)el Aol¥ 1, < #}A-E X509 + 1% a7 "X A (Request(AuthN, LoA, TPNETs)Z A&
3l AFA F erzqﬂr frAHAl ol 4 Adrk Altd 2 ] HE(UANA degtt A82 oo]dEs Auj2~
i A5 ZREZ ZYdYadA A Aleat MEYA A7 a8k dF BE g Adse dF AR
= XFstd 23 ZYdYaE ga2s A8 A3 v (LoA_AP)ON Al AHAE Q1F3ta Qe Aot QlF AlFALe]
U FALeR 7 ¢ da, ER A AF3AE Y3 Ar7E g A5 S wWA A (Respond(AuthN, Result,
Azl o) AlF AMR|AE Algste tE A LoA_AP)E Au|2 AFA A Heggr} oo} o] ARg
AsAet A= MR2E FFE & A7) wEel, Liberty 7L o] HEE Gl A2 AFAet QF AT FAl
Alliance/SAML®] #HAH 4% a3} o] 2P3d =2 7 S SAFEZA At T QAT ZREF zydYas
Hagol Az JdEgAEHA szt AF AEA UE AMEl 2 AFAL 1F AFTATEY Q1F AH wdhe] dF
Ao AEFE shte] Az AlFAel ofF T AH|~ AL AT A AR FA T s Ad
AsAs A AeA MEHAY bE 2= Astl 93 o g Ak
UA SP LoA_AP TPNET
Request{LoP} |
Respond(LoP TPNETs)
Verify(LoR SP) =
[ Confirm(LoP SP) 1
Request{Access)

Request{(AuthN, LoA, TPNETs

&~

Respond{AuthN, Result, Lo

h_AP)
Verify(LoA, AP)

-

Confirm(LoA, AP

Respond(Access)

UA : User Agent
LoA : Level of Assurance
AP : Authentication Provider

(37 2) A2IHel BF o

o
e

0l
H

SP: Service Provider
LoP: Level of Protection
TPNET : Trust Provider Network

2E2 Zey9ael S5 Uy



394 ZE2Melstel=2X C M18-CT He=(2011. 12)

AHEAE UAE B3kl Aulz~ AFate AF &5 FF
S 5T F e I9F ATAE AT £ 7] wiRel
Bagel Tf T 2dg Ada g £ AdF Al
2] QT BHE T2 AMEste T QT ZEREEY
AZHA7A nEsle] AAHNEE U3 AF HFE FFE
AFstd o'l Ff Qs ZEEZE AMESE #AE §l
th &, A AL FH AT ZEREF ZYQYas
XE AT BT e Adse g TH 95 Z2E
25 FdsHA 8T Y3, sYd dF BHE Y
°o1Z AnE FH IF ZREZI THsA RE Aujx
AgAel o3 FfEd 5 Atk webA AdE FH AF
ZTREFS A4S 548 ud ARl-2(interoperable SSO)<S
Adsieh 2Rl A% BE £ 87 e AFEd o
5 AAE FAT Hula AT AF AR EJIE
B3 AT AT AF BF FTE s, I 47
7F Aol g ARgA] dis] HEs 38s

34 OpeniD 7|gte] T8 AlLtz2|2

(39 3 B eFo] AR AHHA FH AF =
EZ ZdNAE OpenlD 34 AF ZRESL A183
FAG W] B4 AAE wolFh Az ATAZYE o

Z a7 "WA A (Request(AuthN, LoA, TPNETs))E 413
AHEA} o 1X4E(UA)7} OpenlD &% 2= ZREZS A9
sta, 54 OpenlD 15 AFAHOP)ZHE Au|2 AFA7F
sqeE S B "Z(LOA S AFE F e OpenlD
T AT ZREZS AT Ak o] BF UAE AHl~

Browser UA

Request(Access)

Request(LoP)

AZAE dalste]l OP] 15 AMH|2E QA she ZEA] A
H| 2~ A3 AHproxy service provider) 9&& F35tA At
UA+ OP9e] <Hddt $4& $% associations AAsta
(O_Association Establishment) B2}-$-A5 7 -f3} redirect
HAIZ & Eaﬁ ARl AR 878 LoAvE 23
OpenD Q1ZF 87 ®WAAE OPoll Al Mestrh. OpenlD ¢15
QT Uﬂ’\] A1(O_Request(AuthN, LoA))E 4413 OP= LoA
o Age QAF wIUF(, A8 ID/HAE, X509
Certificate e AHEst AHEALE A}
(O(Authentication)). +¢F 1 AR&AF7E oln] QP 2191
Ho] glow Q1% HAS Aggstal 71E9] A% AHE AE
g = k. AHgA 9FES g8 OPE ¢AF AFRE A9
A A redirect MIAAIE AME-EF] EZEA] AH|A AF
A2l UAG Al A3t O_Respond(LoA_Assertion)).
OpenlD 31+ Q1% ZREZS 739 IF5 AB%E 74
3 UAE OP9 9% A} (assertion)S &olsto](Validate
Assertion) Q1% Azte} OPe] AH7F 23 AT SH W
A1 A (Respond(AuthN, Result, OP))Z AH]2~ A 3AHSP)<l
A Adggty, ZAA9 Q1 BE FEaTd gt AdEQl
A 2345 P A2 A= AlE AlFA YESY A
S %3 0Py UdF HFT FEL FAFTE & Uy
(Verify(LoA, OP), Confirm(LoA, OP)). w&}x SPi= ¢4l s}
i OPY % AFE AMEE & JA "t} Eg UAE 5
ok SPe} OP%He] Q15 AR w3 FA= AMEARS] SP &
4RI} OPdl o8] #AZHA FEF &17] wFol] OpenlD2

16
sefolul A BAE ABY F A& & F ek

SP OP TPNET

Respond(LoP, TPNETs) |

Verify(LoP, SP)

Confirm{LoPR, SP)

Request{Access)

Request(AuthN, LoA, TPNETS)

O_Association Establishment

| O_Request(AuthN, LoA)

OpenlD - O(Authentication)

Incorporation

QO Respond(LoA_Assertign)

¥ Validate Assertion

Respond(AuthN, Result, OP)

Respond{Access)

Verify(LoA, OP)
Confirm(LoA, OP

Respond(Access)

(38 3) OpeniD 7|gke| Alg|=el 2g ol

ZZEZ A AL

0l



AU Mulz Agage] AAHQ AT MEE st
IegatE oAl A3Y AT AT AF AHAE A
s o 1S EEE AREA A, RS AR =F, N
T3 8 uE S SReA we Aol sle v, ¥
f AT Zdo] A AU Ao F2E Hgd o]z
Aslid = QT AlsAreh Aula Azt A EAE N
ARl W oR F 4 glofok k. E = AT HIT
T AT B4R BT o E xF8, AT AT
AS BT FEH Anlz A AF AHW HE FE
gk & AMulaE Algshes A= Auls Algate] A3
A A AT HEA, a2l Aus Aleaket /1S Al
TA7E BskE IE O] AE ARgst] AHEA dlo]HES
Afrste] Mz SAlehs AREA TAARl FHel V] xzdhe
AFHQ MY FH AT ZREZ dig zHdeas
AQFetal, OpenlD & Q1% ZREZ 7|¥e] 2 ¥
fr Qe ZRES 74 Aues Btk Actd A
A e AT ZREE Y Yqas A AeA HEHS
of os] Fele oW Aujz AFAet AF AFANA A
44 F e B ookl AR A HE T
Auls AlgAeh )le Al gt d8F il AR k=
E WAE T ZehouA A ARE 7RG

£ =] AAE I T ZREZ 29zt +A
stu]7] AaliMe WA T ASE A JdF BT e
AF AR HE FEd dFd ZFEshrh ddsojof it o
2 918 1819 A7 AFE T U5 BA) A
dote 5o ®Es =¥ 274, VE TR AT IR
EZse #5dd 95 BT v U5 AR HE E
& AT 5 l=s Jjdsteior vy =3 wEshd AT
HE FEH Q% AR B3 38 AYse 9 AR
ob Mul2 AlgAE wRlety] A AlE Muls 2 gea
= EEshEoloF st EEstE AE AMu|a Ze ¢l e
wet 3 AU AE AlTshs AE AeAEe] MEALE
TEEE WRtE vREsooF k. 71E AHYE
PKI(Public Key Infrastructure)®t 222t¢19] 41847t= Ul
Efae A8 AgA HEQD 758 A% F2 2l

2+ ok

#ag

e

[1] A. Josang and S. Pope, “User Centric Identity Management”,
AusCERT Conference, 2005.

[2] T. E. Maliki and J.-M. Seigneur, “A Survey of User-centric
Identity Management Technologies”, Proc. of Int’l Conference

Information, Systems and

on Emerging Security

Technologies, pp.12-17, 2007.

NELTIW/=

0H

< o]
TT =

ol

)

LHARE 395

[3] E. Maler and D. Reed, “The Venn of Identity - Options and
Issues in Federated Identity Management”, IEEE Security &
Privacy, March/April, 2008.

[4] P. Madsen and H. Itoh, “Challenges to Supporting Federated
Assurance”, IEEE Computer, May, 2009.

[5] M. I. Chehab and A. E. Abdallah, “Assurance in Identity
Management Systems”, 6th Int’l Conference on Information
Assurance and Security, 2010.

(6] vh54, “QlEjul A #he] 2,00 sk #47) 300] digt 97,
S FFRFAES =24, A15A 55, 20119 7.

[7]1 T. E. Maliki and J.-M. Seigneur, “A Survey of User-centric
Identity Management Technologies”, Proc. of Int’l Conference
on Emerging Security Information, Systems and

“echnologies, pp.12-17, 2007.

[8] D. P. Korman and A. D. Rubin, “Risks of the Passport Single
Signon Protocol”, IEEE Computer Networks, July, 2000.

[9] http://en.wikipedia.org/wiki/Windows_Live_ID

[10] Liberty Alliance Project, “Liberty ID-FF Architecture
Overview”, Liberty Alliance, 2004.

[11] Aries Fajar Dwiputera, “Single Sign-On Architectures in
Public Networks(Liberty Alliance)”, INFOTECH Seminar
Communication Services, 2000.

[12] OASIS, “Security Assertion Markup Language(SAML) V2.0
Technical Overview”, http://www.oasis-open.org, March,
2008.

[13] OpenID Foundation, “OpenID Authentication 2.0 - Final”,
http://openid.net/specs/openid-authentication-2_0.html,
Dec., 2007.

[14] D. Chadwick and S. Shaw, “Review of OpenID”, JISC Final
Report(http://www.jisc.ac.uk/whatwedo/programmes/einfra
structure/reviewofopenid.aspx), Dec., 2008.

[15] K. Cameron and M. B. Jones, “Design rationale behind the

Identity =~ Metasystem  Architecture”,  http://research.
microsoft.com/en—us/um/people/mjb/papers/Identity_Meats
ystem_Design_Rationale.pdf, 2006.

[16] W. A. Alrodhan and C. ]J. Mitchell, “Addressing privacy
issues in CardSpace”, Proc. of 3rd Int’l Symposium on
Information Assurance and Security, 2007.

[17] D. Thibeau and D. Reed, “Open trust Frameworks for Open
Government: Enabling Citizen Involvement through Open
Identity Technologies”, A White Paper from the Openld
Foundation and Information Card Foundation, August, 2009.

[18] TTALIT-Xeaa, “/NA Aol digh BF Z# <) ¢ = (Entity
Authentication Assurance Framework)”, 3= H 52 7]&

g3, 2010 12¢ 234,



396 d2Melstel==X C M18-CT He=(2011. 12)

uh & A

e—mail : scpark@kut.ac.kr

19850 290 A£olota A4HE A ot 3}
(b

1987d 24 =y ed dateksd
(AAh

1996 89 A&t AFH T}
(2FAh)

198749 29 ~19909 108 A -FAld74

19909 10 ~1992d 2€4 &=IBM

1992 9€ ~2001d 49 WAz shold ) U ES AT

2001 59 ~2003 9¥ ARUIEY 2 A A7/t olAL

20049 39 ~A Al FEvIEuSustn HAFE I Fug

WaEor: e Yo} $41, PP Y, JEUEE




