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Abstract

In this paper, a new image watermarking algorithm is proposed which can hide specific

information of an ID card’s owner in photo image for preventing ID’s photo forgery. Proposed

algorithm uses the image segmentation and the correlation peak position modulation of spread

spectrum. The watermark embedded in photo ensures not only robustness against printing and

scanning but also sufficient information capacity hiding unique number such as social security

numbers in small-sized photo. Another advantage of proposed method is extracting accurate

information with error tolerance within some rotation range by using 2" < 2% unit sample space

not instead 11 pixels for insertion and extraction of information. 40 bits information can be
embedded and extracted at 256 < 256 sized ID photo with BER value of 0 % when the test

condition is 300dpi scanner and photo printer with 22 photos. In conclusion, proposed algorithm

shows the robustness for noise and rotational errors occured during printing and scanning.
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CSCA : Country Signing Certification Authority

CRL : Certificate Revocation List

PKD : Public Key Directory
DS : Document Signer
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