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Encryptions of ECG Signals by Using Fiducial Features
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(Jeong-Hwan Kim * Kyeong-Seop Kim * Seung-Won Shin + Keun Ho Ryu)

Abstract — With the advent of ubiquitous healthcare technology to provide a patient with the necessary medical services
in anywhere and anytime scheme, the importance of securing safe communication without tampering the medical data by
the unauthorized users is getting more emphasized. With this aim, a novel method for constructing encryption keys on
the basis of biometrical measurement of electrocardiogram (ECG) is suggested in this study. The experiments on
MIT/BIH database show that our proposed method can achieve safe communication by successfully ciphering and
deciphering ECG data including premature ventricular contraction arrhythmia signal with compromising its fiducial
features as biometric key to transmit the data via the internet network.
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Fig. 4 GUI for transmission of encrypted ECG signal
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Table 1 Fiducial features of MIT/BIH (ECG_100_1)

01 02 03 04 05 06 o7
P-P R-R T-T P-T P-R QRS R-T

0.92 0.92 0.9 0.58 0.2 0.06 0.38
0.93 0.88 0.88 0.56 0.2 0.04 0.36
0.83 0.89 0.96 0.51 0.15 0.05 0.36
0.94 0.89 0.88 0.64 0.21 0.05 0.43
0.88 0.92 1.05 0.58 0.16 0.05 0.42
0.75 0.73 0.57 0.75 0.2 0.05 0.55
1.09 112 1.15 0.57 0.18 0.05 0.39
0.96 0.95 0.92 0.63 0.21 0.06 0.42
0.96 0.92 0.90 0.59 0.2 0.05 0.39
0.89 0.88 0.88 0.53 0.16 0.05 0.37

0.82 0.87 0.91 0.52 0.15 0.04 0.37
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Table 2 Fiducial features of MIT/BIH (ECG_119_1)

01 02 Os Oy Os Os¢ O~
P-P R-R T-T P-T P-R QRS R-T

1.59 1.49 112 0.98 0.26 0.17 0.72

1.03 1.05 1.06 0.51 0.16 0.06 0.35

1.04 1.05 1.04 0.54 0.18 0.06 0.36

1.02 1.00 0.98 0.54 0.19 0.06 0.35

1.52 1.62 2.02 0.50 0.17 0.06 0.33

1.56 1.46 1.09 1.00 0.27 0.19 0.73

1.06 1.07 1.04 0.53 0.17 0.06 0.36

0.98 0.99 0.99 0.51 0.18 0.06 0.33

0.96 0.97 0.98 0.52 0.19 0.06 0.33

PVCE X33 54" AHE AJS= R-peaks AT
Uz S4-E5e] A& =EHA doenz od A¢
R-R #te] x=feoz o]Fofxl ¢tusty| & Adesti= Zlo] +
thomEbA E 1 2004 #ZdE AA= 9] fiducial

fol

il

o2
Dol > g

features ¢S o] &3t A= Al
El

= one-time ®}E3 7|Wke “tE s} I7E o o] A
RN =
%, 0,0y..,0,

o,
2L
k1
a2
foi
1o
=
o
jai}
it
o
N
o
o
it

o
o Foq Agel YT EHTE
7] U 4 @) 2ol 448

(o
fru
il
o
ol
ol
=)
o2
fol

2383



HM7|&s =g 60 125 20114 12¥

3.4 3 LEEE HEL NE =5E 4HE HE
ATSUZEn T VE= = [T 0 -
-105.:000000
16 oot
0 78 WEQD J)uke] - FA BHAS Sde] A7 -101 00000
- _ _ . . -108.000000
L Asrb st 2 B33 He dAES HoFa dd -11 ooy
1714 AR FEIIE ¥ 1, 204 vddE 54 @tEel = it e =
goz wE® 718 Feach wd 19 7, 8 9% H44
ol sl 5l of = N = o) = o, ol = ] ot%3|  [TORLTEL 162190642
7 49 E 43I sl A A dstd Ade
ANz AFHoZ BAEE= AL HoZy = ‘ 4mE s ‘ Ha A= ‘ o& EX ‘

(=1

A7NA O 1 i BA Fe) 2o o] Fold sy A

AT YTE NF 23 HHE MF P —— Ey——
AREZZhE * | =Ebtm’ i AT - S r
e S Rl S TZENTOMI YA IS CcPIIA
Y e 209000 arBuZCnTEM VA= IZcPITA

] & B0 Yyn Tt A= IZdPAERL?

BfknEze ZyhE b, Lonn athuSn Tt ISP
e i S T
N A 5 boooan a fduf| THIZMI I NEEAL
mezc f‘ athof{ TW2MI IRy NEEALY
BvhkmEzcZyhF -7.000000 il B N
EvbkrmEzeZuhF ~7.000000 a?lmrJ‘ 1N
BvfkmEzcZyhF - |-5.000000 = SATHMIL gl = e

&3 [9.979.97106, 462, 020, 554,44

&3 |p2T18T1462190042

e
i
0z
3
Ll
Je
an
3
i
I3

A& AT ‘ g &N ‘

ECG Data

ECG [ElectroCadiogr:

13 8 PVC 259 ¢45s/=53 S5
Fig. 8 Encryption and Decryption of PVC arrhythmia (a) &=

[=]
717t 215E d9 (b) 2277t AdSHX| F2 4=

=}

BkrnEz c 2V F7IT14L7

- Casell - b: ¢33} 7] o= o)
DmES 2 - St ; o [f,(OR)],
1 M
T IO 7 i (o) :(ﬂ) . 201{%
) VR
=B ‘ aEE nE ‘ e AT As ER

TRACwe R Py DWRLIL == L -5 000000
IMCY KD WELIL Q== 98, 000000
MK TYDWELIL Q== 98, 000000

%4&3| 1,491,051,0511,621, 461,07
a8 7 MAE M59 gdssESs S5
Fig. 7 Encryption and Decryption of ECG signals (@) & 7|
7t Q1B E AR (b) &S710t ABEX A2 EF

=R ‘ HEE BS Ba AE ‘ R ‘

Casell - a: ¢3&3} 71 O=[f,(0) f,(O,)...f7(O;)]
M

F0)=(5) + 30!

(=1

ECG [ElectroCadiogram]

2384



LEEE ATE NF
My DWEI 0= P
TMgE/k'ﬂyDWEULQ::

&3 [THI1051061162146107

=] ‘ EREEE] T M b2

ECG [ElectroCadiogram)

(b)
% 9 PVC dl39 adssh/=E3535 S5
Fig. 9 Encryption and Decryption of PVC arrhythmia (a) &t&
17t ABE E (b) Y3717t ASHX g2 49

4. & B

il E/AH BAHAA AHdE 4l
o $5A HAS Qié}ﬂ A AAE Aso Az
S 7]Wko. 2 &9y one-time H1E3 7Nk AT IS A
A71E wHes Fdstdnh wegA Zb Adeitk 343
EA Y xFow FaAYE AAE A5 9 featuresS ©]
g3t gz 715 AT F dE TteAdE AAEA
FEE AA FdENE ARE Az g4 AsE o F=A
ol Al o] KA %5_7]% 53 & = Wy v A7
7} o] R oMol & Foz AlmETE
ZAtel 2

[1] Steve Bass, Lisa Miller, Bryan Nylin, “HIPAA (3] 3})
33 &34 FEE A A FREFAL 2002
[2] 247, “=d9 gadne MAARRI T A

T @sabEeheE, Al 158 A 25, pp. 9-12
2005.

(3] A, <1719, dBA, A&, “SJRgrEcte] A
9 AW ARFRAA A 37D 65, pp. 58758,
2010.

[4] 1207, “2A4F 538 ol 8% 9 o ZelAolA ek’
@5 Zelx 38 =83, A 87 45, pp. 10-16, 2008.

[5] Vladimir B. Balakirsky, Anahit R. Ghazaryan, A. ].
HanVinck, “Constructing Passwords from Biometrical
Data,” ICB200, pp. 889-898, 2009.

[6] V. B. Balakirsky, A. R. Ghazaryan, A. J. HanVinck,

ikl
2]
Fn
[
fol
lo
m
04
il
o
o
ot
o
02
fol
Jok

Trans. KIEE. Vol. 60, No. 12, DEC, 2011

"Additive block coding schemes for biometric
authentication with the DNA data,” BIOID, 2008,
LNCS, Vol. 5372, pp.160-169, Springer, Heidelberg,
2008.

[7] V. B. Balakirsky, A. R. Ghazaryan, A. J. HanVinck,
"Mathematical model for constructing passwords
from biometrical data,” Security and Communication
Networks, Vol. 2(1), pp. 1-9, Wiley, 2009.

[8] John G. Webster, Medical instrumentation, 1998.

[9] 284 o, “dA oldiste AAE” 4%, vt A,
2001.

[10] 8=, “One-time ®E8 7]8ke] Hlo]Q0F =<l
A= x5+ ARAYSI A, A 18¥, A 45, pp.
61-65, 2008.

[11] A9, “Visual C++ ¢33 Tz, ()=,
2003.

4 43 & (& f 48)
2011 ASofgtal oS &4
2011 ~3AA Figd AAAd A
®

4Z N (&2 ¥
19799 AAME R d71Esd 9. 5
tfekl A} (1981). The University of
Alabama in Huntsville, Ph.D. (1994). 2001
~ @A) Aweka elskgety s

M8 (E &K T

20058 AFlsh oshgsy 9l €
ok AAL (2007). 2007 ~& A Fdl
el wpALTY A 3

23 W KR K
19769 FAtista At 24, AA
eta dabds A (2007). soiEd

HhAL (1988). 1986 @A SEoiga A
AR B AZEY AT ng.

2385




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee575284e8e9ad88d2891cf76845370524d6253537030028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f0030028fd94e9b8bbe7f6e89816c425d4c51655b574f533002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c9069752865bc9ad854c18cea76845370524d521753703002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f300290194e9b8a2d5b9a89816c425d4c51655b57578b3002>
    /KOR <>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [545.000 394.000]
>> setpagedevice


