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Analyses of Light-weight Protocol for Tag Security in RFID System
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ABSTRACT

Radio Frequency Identification(RFID) has been considered as an key infrastructure for the ubiquitous society. However, due to the inherent
drawbacks, RFID causes var- ious security threats like privacy problems, tag cloning, etc. This paper analyses the security risk analysis
process from the perspective of the RFID tag life cycle, identify the tag usage process, identify the associated vulnerability and threat to the
confidentiality, integrity and availability of the information assets and its implications for privacy, and the mitigate the risks
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Range: from 3-5 inches to J yards
Tags (transponders)  Reader (transceiver) Database
Attached to objects, Reads data off the tags Matches tag IDs to
“call out” identifying data without direct contact physical objects

on a special radio frequency
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Fig. 1 Configuration of basic RFID System
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Table. 1 Comparison of Security Analyses for
Different Protocols[8]
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