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A Study on Evaluation Scheme for Exchangeable CAS (XCAS)
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ABSTRACT

A condition access system (CAS) refers to a hardware-based system that allows only authenticated users to have access to contents.
The CAS has many disadvantages found in that in the replacement of multiple service operator (MSO) a set-top box should be also
changed and the smart-card often causes malfunction. To deal with the problems, exchangeable CAS (XCAS) was developed in 2009.
However the standards or evaluation schemes for XCAS are absent. Existing evaluation schemes are not appropriate for evaluating XCAS
due to the evaluation standard, the evaluation cost and efficiencies. Therefore, a specific scheme that can evaluate the security and
suitahility of exchangeable conditional access systems has been requested. In this paper, we propose an appropriate evaluation scheme for
XCAS. The evaluation scheme includes an evaluation purpose and four components to evaluate the evaluation target, the evaluation

process, the evaluation subject, and the evaluation cost involved.
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9.5.2.5. FIPS 140-2 Requirements for Type 1 Secure Processing Blocks

Robustness requirements for Digital Cinema Secure Processmg Blocks (SPBs) shall
follow the guidelines of the Federal ion F [FIPS PUB 140-
2]%. A summary of these requirements is shown in the table below.

FIPS 140-2 specifies eleven areas for evaluatlon against a ralmg which shall be

P by US g P
All SPB type 1 shall meet and be certified for the requirements of FIPS 140-2 Level 3 in
all_areas except those subject to the following i or ti notes (the Nr

indicators refer to the table items by row):
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Security Level 3 allows the software and firmware components of a u}ylom’aghic module to be executed

on a general purpose computing system using an operating system that

* meets the functional requirements specified in the PPs listed in Annex B with the additional
functional requirement of a Trusted Path (FTP_TRP.1) and

e s evaluated at the CC evaluation assurance level EAL3 (or higher) with the additional assurance
Tequirement of an Informal Target of Evaluation (LOE) Security Policy Model (ADV_SPM.1).

An equivalent evaluated trusted operating system may be used. The implementation of a trusted path
protects plaintext CSPs and the software and firmware components of the eryptographic module from other
untrusted software or firmware that may be executing on the system.
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