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A Secure and Efficient RFID Tag Search Protocol
Protecting Mobile Reader’s Privacy
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Abstract

Recently, study on RFID Tag Searching technique which is used to find a specific tag in
particular tag group were developed continuously. RFID tag searching technique can be applicate
in various fields such as product management, finding children, and electronic anklet. To
implement a RFID tag search system, RFID tag searching protocol should be considered various
security threats such as reader and tag tracking, privacy, etc. For implementing a safe RFID tag
lookup system, it is important to consider the potential security threats such as the tag tracking
problem, and the privacy of the owner of the tag reader problem. There exists an RFID tag lookup
system that satisfies a few security requirements, but the privacy of the owner of the tag reader
problem has still been left unsolved, and even if it were solved, it requires a considerable amount
of cryptographic operations to be performed which results in a decrease in performance. This paper
proposes a system that does not degrade the performance while solving the privacy of the owner of
the tag reader problem.

cHIMAL - FEe RAXMK  AEE
<& 1 2010. 08. 06, &AL 1 2010. 08. 20, AIZHEHLY : 2010. 08. 28.

* _/"L:dso}:q] s Z‘]y_ii?ﬂ—‘l} /\4/\],3]_75] ** *xqa—lpﬁzﬂ-"r 75]1_1}]_16]-_1]. 5]7_:',:

¥ B ATE A4AAR 9 FRBANAAELe) U [TATAY AN d7ARE FYHYS
(NIPA-2010-(C1090-1031-0005))



110 T FE A FCEE(2010. 9.)

» Keyword : RFID, Elii(tag), ZA4(search)

.M 2

RFID(Radio Frequency IDentification) A28l 2}
A @8] B L(Tag) 7t F-2E A& 2H3k= 7edd 24|
2 Ga, Ao R ERe] $55 FH%= 5 Thke wok
ol AHEE AL . 53], 547 RFID B3] 25 el
A AHEARZY 2zt sk ot deA 91 # 4 oA @l
F+= RFID gl A2 A|28l(RFID Tag Search System)
o] HIEC] RFID &-8wok=A Zigwtm glom ofof tj
o AT w3k i) o] FolR 1 Qi

RFID B A4 A|2E]2 tjeket fololla 283 4 9l
<, EARA Ag ZeriAY Fad 54 A &
A 72 G)laliof she 5o Al vig- -85k o]82
T ok g AREA 07 ol47t 1 Yle MAA] AApE
Ao A&Eo] 54 F9L Hojue MAAE IRIT 7=
gom, ZolFd T ARgo] W& HolA mlolEs 2] %
weegw A5 489 4 v

RFID iz 44 Alzdle] 738& feide e ==
EZo AAZF a7H =, ol ©]%d RFID g7t £%
Aol =3 glo] 54 BlaE 27] A3 Aike FPsiRiA
2y A7) Zeto|HAIE Hadlof she 5ol Hel QAL
@& FFAAF 3P eItk RFID B2 4] Al2gle
n2e] yzt ot Foige YuE AMESIRE, T
2AAE AW EFE H2 7Fed BiE] FEE e o}
gled] A7gsta, Folée] guE £ o|EsaA 54 H
5 S ot old 2y A1) Zajo|HAZL WA
w7 e 54 gy &AL 2t she gt 9
A, EL 2E AR A7t YA e & 5
A Hof FH] axAlE Zee|HAlE HadeiA At vt
A E g1 AX7F B Ferhi 3R AAIRE
o2 vt gz} sk "o AXE FAE & A "t

RFID B2 A A|28lo] 72 9l mefsfof & &= gt
7FA Al RFID 219 3 e 1] Aibes Faslsjof g
the 2ot} o= RFID A4 ZeEZe] Je3t 2%+
Ao, vlEke] RFID Bla5S AU sloiz eFg3<l
ZREZY FA& BA] gttt & =i 3FAM=
&1+ (hash) 49} XOR (exclusive or) I4HHE o] &3t
XOR A9l 718ke] RFID Bl A4 Z2EFs AQteic)

7129l RFID Bl A Z2EZ(1-7)E°] v ARt

AAEE 2o ZaloluA] BAE tiRE sdsH En
(1-4,7), 2} stelgte 4os) dueFs ARSI
u ol tiee] Blag AR e vl At S B
& el 2 Ad(5.6). Wk 2 =EadME gy
272 2 el ekt Bk aARRE THEAT| AL, 2y
AR R ZelolHA] EAIE SASHME EEHoR F
2k RFID Bl A Z2EZS AQFeit),

2 =7 e te 2k 273A] B AFE Bl
71E 7IHES ¥4k, 3%l RFID B A4 =283
o] Hel 8 PAlE =E% § B =EoA A RFID )

o
71E d7¢te] Hlus
Aoz 5o A& et

2.1

e

H oA

RFID Bz #4 z2e2e (a¥ )3 2| ul(R)
7k 24 ke 59 BT id,E Base] 2%(TF)
o BREAXE & m(1), eshe ide] vt 8%
o=y 39 5 Uth(2). AW, o)g} 2 gt T2
EZE ofufdt B AP ettt AR BT
2t 9} Blortele] BAlE
2IFg A He T
287] w9 RFID i
A 2lge] 24ARE A58 S glojof sla, 2y w3t
A g1e] SEHAAE B :

wlzbA RFID Bl A4 ZREZS RFID 9% ZRES
= G idolgta & 5 SItH9). 1 ol Bl 1F
&5 9l BE Hasd el 247

Bl AL el 571 HoldeE gy 2 gl vAe
dAxtgo] F238) ZrletnE Fg7o)x] Eaitl ulebd 2
de E&4o® g #4442 sdste RFID B2 4 =
REZE(1-T)0] A= 3



o5y gy Zge|HAE Hodte tddtn &4 RFID H #AX Z2EZ 111

R —>T* : id, )
T* : Ifid=id, 2
R «T, Reply 3)
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Fig. 1. RFID tag search
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Fig. 2. Access list L, of reference (1,2)
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Fig. 3. Basic protocol of reference (1,2)

3 (1.2]9ME he] 712 B AN ZrEZy) 7|8
1 e 371e] Bl 74
TS IR AL (¥ 3)e 4 (1.2)9 712

Z2EZS HojFr)

(23 3)elA ule W n, S olgske] v g2 Fo
2 2 A 8T, FEA e 24 wAIA =48
o AYFAE A=A )7k 2z shs YRR

SHE T £ Utk 28 (1,2)ME ol 2
Hslo] HE Mo ZREZS FUIE AT
A WA Z2EFE o5 (09 4)9 2t

R —T*  h(f(r.1)|n)®@id.n,.r, )
T* : Deriving h(f(7,¢;)||n.) and XOR with
WS (rat) | n)@id, )
If id =id; and n, # oldn
: updateoldn=n, 3)
R «T, : h(f(,t)|In)®id,,n, 4)

2 4. 28 (1,2)9 70 =282 1
Fig. 4. Advanced protocol 1 of reference (1,2)
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R T, = h(f(t)in, |n)®id,.n, 3)

R, : Determines f(7,t,) from L, obtain id; (4)

i

O 5. 28 (1,2)9 7id =Z2EZ 2
Fig. 5. Advanced protocol 2 of reference (1,2)
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Fig. 10. Proposed RFID tag searching protocol
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