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Abstract

Secure Routing Mechanism to Defend Multiple Attacks in
Sensor Networks

Soo Young Moon' - Tae Ho Cho’

Sensor Networks are composed of many sensor nodes, which are capable of sensing, computing,
and communicating with each other, and one or more sink node(s). Sensor networks collect infor-
mation of various objects’ identification and surrounding environment. Due to the limited resources
of sensor nodes, use of wireless channel, and the lack of infrastructure, sensor networks are vulnerable
to security threats. Most research of sensor networks have focused on how to detect and counter one
type of attack. However, in real sensor networks, it is impractical to predict the attack to occur.
Additionaly, it is possible for multiple attacks to occur in sensor networks. In this paper, we propose
the Secure Routing Mechanism to Defend Multiple Attacks in Sensor Networks. The proposed
mechanism improves and combines existing security mechanisms, and achieves higher detection rates

for single and multiple attacks.

Key Words : Wireless Sensor Networks, Wormhole Attacks, false Report Attacks
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