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ABSTRACT

Recently as the number of users and application traffic is increasing on high speed network, the importance
of application traffic classification is growing more and more for efficient network resource management.
Although a number of methods and algorithms for traffic classification have been introduced, they have some
limitations in terms of accuracy and completeness. In this paper we propose an application traffic classification
based multi-level architecture which integrates several signature-based methods and behavior algorithm, and
analyzes traffic using correlation among traffic flows. By strengthening the strength and making up for the
weakness of individual methods we could construct a flexible and robust multi-level classification system.
Also, by experiments with our campus network traffic we proved the performance and validity of the proposed

mechanism.
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# 3. Multi-Level ¥4 A5 24§
Table 3. Completeness of Multi-Level Classification System

Week Completeness
Flow Packet Byte
Multi-Level 97.63% | 9547% | 95.69%
Header Signature 24.83% 5.15% 3.99%
Statistic Signature 18.99% 30.31% 31.52%
Payload Signature 86.06% | 76.75% | 75.72%
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Table 4. Accuracy of Multi-Level Classification System

Week Accuracy
Flow Packet Byte
Multi-Level 9794% | 97.15% | 96.88%
Header Signature 9991% | 99.92% | 9991%
Statistic Signature 97.20% | 91.89% | 98.11%
Payload Signature 9749% | 94.18% | 95.40%
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