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Abstract As the mobile device and broadband wireless internet such as WiBro, HSDPA is widely
spreading, various types of advertisement and services based on personal location information can be
provided. However, with convenience supported by these services, it is possible to be increased an
invasion of privacy such as personal location and moving pattern. In this paper, we analysis an
essential element for protection of privacy related on location information in mobile environment and
propose location privacy protocol for managing location privacy self-control. And we design and
implementation prototype of location privacy self-control system which is able to manage user's
location privacy condition oneself using the proposed location privacy protocol.
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2.1 OMA PCP &E&

OMA LOC WG 2002 69 OMA A#3A] Loca-
tion Interoperability Forum(LIF)gte EF3}7]|7E &
Hale Aoz ARHow, ¥4 LIFEXE s
MLP(Mobile Location Protocol)® RLP(Roaming Loca-
tion Protocol), SUPL(Secure User Plane Location),
PCP(Privacy Check Protocol), Location Architecture
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AR ZepolA] A5 |- 91A] ZetowA] 915 & F(Location
AH) A Privacy Assertion Request)
- $1x =ZelolyA] Q1% 3H(Location

Privacy Assertion Response)

(Location Privacy
Assertion Service)

-9 23 (Pseudonym Request)
- 94 $g(Pseudonym Response)
- A9 97 (Verinym Request)

- A7 & (Verinym Response)

od/AE wiA] Aul
(Pseudonym/Verinym
Mediation Service)

-9 ZelolwA] Tz 74 &Y
(Location Privacy Profile Update
Notification)

- 9)x) ZetolviA] 22w B4 ¢Y
Q14)(Location Privacy Profile
Update Notification Ack)

Zeto|yA] T2ty
R 2 B ) e
(Privacy Profile

Update Notification

Service)

E 12 PCPe] Mul& Z2EZ vAXES Holx 3tk

PCP9] ZztolHA]l HF Avize YAFF g =
utd 7HAte] ZeltolwiAl AAe AFE) AT EE
AMHl2R] YA Zepo]HA] Q1F AMHlA Z2EF(Loca-
tion Privacy Assertion Service), EnlY 7}dxle]
B AEE wE] % BEEMEIAA gW/AE o
N Al Z2 EZ(Pseudonym/Verinym Mediation
Service), 91X 34 At 2ulY 71Ae] TEwiA]
23 AL YAMY SolA galr) AT BFE A
291 ZalolHA] Zaaly 74 47 AMu]2(Privacy
Profile Update Notification Service)2 T4 ®t}.
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“JZHLocation Generator), $1%] A®](Location Server),
HA $A1xHLocation Recipient), 2 E-F-AKRule Holder)
5 dl AY 717 gAE spuke g dth

Location Location - Location
Generator | Publication Server Notification Receipient
interface interface
Rule
interface
Rule Holder

2% 1 GeoPriv 59| 8 FA_4&

9= WA AHLocation Generator)e -3¢ $IX)AHH
E}A(Target) 9] A& AAINAY £3Asta 2 AAE
71€she 992 ZBA(Location Object)E AAst= dE]
B2 A XA B (Location Server)SolA $1A 2]
£ adUcHpublish). YA H(Location Server)= 3]
QA2 RE A AAE9 &8 (publication)S A1
I 9)x] $AlAHLocation Recipient) E25E F=(sub-
scription) € W& 4 Qe 8otk 283 HAAAA}
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olth. YXAFEAHE A JFS A FHERA
A AY, FIAELS FARAAZEE HXNARAAH7L
A FAE £ Atk FHRAA e FAES AT
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3.1 IREES} SUFR

ANARE Zalo|viA]l BT el YIS EF37
93 713 7123 o2 BE <point, time>2] )
2 A=, 9] 7N Mul2o A AM-EE A E 9]
99 oy 91X Agx e A}, Mul2e aFAE
of e £ o $E FHS P jith o E EW I
2] X E <x, y> Fe) wuk ole} M, HE XY F
7t shaped] Fe|2 58 & & Jod 54 X g2
FET F e AF 49 ¥Hz 389Y = Ik

I3 28 ARAFRY] A FH 2424 AlZHtime),
F A B(shape), I=(alt), °lF&E(speed), 15
(direction) ¥ XX FIA=E A7 A% &
E(probability) 522 FAd0h

LocationType == SEQUENCE {
time  TimeType, - A AR
shape  Shape, - 0 BR
sequence SEQUENCE {
alt  Altitude, -- %
alt-unc AltitudeUncertainty OPTIONAL
} OPTIONAL,
speed  Speed OPTIONAL, - &%
direction Direction ~ OPTIONAL, - 8}
lev-conf Probability OPTIONAL - #§
}
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FIUAHEE AR} 370 #E AAY ¥uz =
e o A"k FWFBE OGCAA o3 d
3 2d FFE 7o AHYHE ol kyoelr)
o] g 33 2ele H(point), Alinestring), HW(poly-
gon), A& (multipoint), AH(multilinestring), BH
FHmultipolygon)2} &7t dlolg st Mz ¥g %
A7) Y95 34 elgler M¥e(linearing), ¥W(sur-
face) 59 &7 dolg eSS EFL o] yolx
OGC 9 TH EdoA Eggso] YA 2143
(box), l(circularArea), ¥%¥(circularArcArea), H°J€
ebsis el ¥ (ellipticalArea) HlolE Elgle] £8¢1
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AAGE ZepolHA] d 9 2B JE 74 8
T R o] AXRPEAIA @ Al A 7INA
Hl2AdAE B AR, AXAR FHEA g A, 4
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<operator, lbsp, client, restrictions>

ol Al 7HA F8& T4 82t AXNAHRFAY =
oAl BEE ool vt Zo] £88 F Aok

PrivacyRule = SEQUENCE {
rulelD  [1] RulelD,
operator {2} LocationOperator,
Ibsp [3] LBSProvider,
client [4] LPRClient,
~= restrictions...
privacyAction
actionPeriod
accuracy
spatialCondition
ternporalCondition

5] LPRActionType,
{6] ActionPeriod,

{7} Accuracy,

[8] SpatialCondition,
[9) TemporalCondition
}

g 3 AR ZElopH A o9 gxEe VR T2

ANABARIAE A9 P2E7F HARBAGER &
2 #e 8 Fedde AgE & vk AA7RAuiaAL
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A7 EIE Fe) o] glrk HAXPRFA = $4A]7)
YRAEIZALAAL B QA 7jbA el HRE Bt 94
7IgkAu] 2o tigk ZetolvjA] AlE ShA doth
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& ARe A49Ag olger FEEt ojFTdY 4
T AN FAE AENsd F glen, /| Aee
Apzdel 1R 7 2AY AL A AFE AENE

rr

d & AUrk PR A ALERE TepolMA]l HE oA
A Agx M4, A3 4, o AXFE AT 3
& AR ol e, AXNPRE AT AR
M| 2A A, X 7EMES, AR HERp] s}
o AXNPE FAY ZejelwA]l ATL dAsr] sl
AHg-"rt

3.3 2IXIHE Z2I0|HAl BE HM

AAHE FAE AAFHARIA EE A 7]NkA )
2214247 AMEl2E 98 9XFELE FAT 4 4
A& s A2 ggle] wel AR £ o
ES ANE HAAY 4 lolel gk

3GPPY YAAR Au)A &3 OMAS PCP 3
dAe AXNAHE B3 IAd disiq s & a2
AAAFE £ ARRE 7 e BE $F9 B39
o] YNAFE 43 3 &7A] seAlR TR o] =
TelMe g AR 273E F FAE
T33te] Hx 69AZ FAHIATE

AXHE ZlolwiAl BE AP 7 49 ol 9
AAHE £33 A¥(position not allowed), AHAR 43
23] & 384 FH(notify position if granted), 93]
AR 3 A ¥ F $9A £H(granted or if no
response), B2 & 4&(notify and position), 7 T
FA(position and notify), A ¢lel FH(position
without notify) S22 T}

LPRActionType = ENUMERATED {
not-allowed (0),
if-granted (n,
granted-or-no-response 2,
notify~and-position (3),
position-and-notify 4),
position-without-notify o)

}

a7 4 AAAE mgelAl Ky 4] 44

A48 £ FA F HEA Y, AR £
A % 7 $9A 44, 3 B4, B4 5 24, AF
N EA Fol meelnA JHe ANPR FAel g
FAel s gk FAE Az ege] o) @
9% A8 oogE A F1E 2=% 43 dast
ed A7R7) qulze) dE B9 A} AARR
ZA9) ANARE £Psh U] FAJEE ¥ &
E Aok o o o SASE ANAYR el Hate]
H§ & ARE St e AANFR FA B3
WAZE Yo7 MRl BY A F7) BE 53 &
2 8% v BARE gozA ABR A9 Ay
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2 HE AT 4 Utk oy FA Fre 2¥ 5
o} o] AXAR £ Ze AFHe v FHlevery
position or providing)vlt} X & &= AA, JXAR
3 59 Hx 13] 54 £ v AL(every frequency)
vith BAEHEE e A, AR 3 59 Hx 1
3] A ¥ v} F7)AZHevery periodic time) vl &
AHEE 3= A, Aul2rt HA AREE Al 1
glo] 3t BAHEE st Mulx X34 5
(service activation) 4% %o] 3t}

ActionPeriodType = ENUMERATED {

every-position-or-providing ), -- uf3]
every-frequency (0, -- of 34
every-periodic-time  (2), -- uf 7] Ajg

service-activation  (3) -- Aulx g3 A

}

I¥ 5 AR 3 == AF

g4 A7) 4%

AR Zalo]HA] AA BR] e JAAHR F
Ao "o el A5 23t AL 4 glojof k.
45 B9 AXNFE 3 5/ F &4 £330 ) F
7] Azt A F718 B Aoz v AzbEE 9
AR Fo U HEEHE RES 4P & Yt

3.4 QXHE M= I8t T2{0|HA| MH

A BYgzE AANPRY FHE P M F
2% g&edAN, FA AR FA9 YANFRI}
FE Ee Jd JHUS A% 288 F e HH E
AL gujgtt. 2B 9XAPR FAe F Mux &
© AFee A3y AZAY W HEwo] uel A
FTHE 9AFEY HIgx £FL s AT
J== & et Yok

AX A= 7| ZelolwA AAL 2Y 637 2o
AE HIx, I AL, T4 79 9, M 9
2 Sog 7RI}

AXE A¥E(Coordinate Type)= UXAFR7T FE
Az A=F e 54 zu= ﬁ?}ﬂ_%‘:}. o] AFE A
28 A3 33 FAA Aols cmFY AXNFRE
B2Y 5 glon GPSY —r°ﬂt‘ 10m79] XX

AccuracyData := CHOICE {

coordinate CoordinateType,
-- ARFYT 7N 44

gradedAccuracy GradedAccuracy Type,
-- T8 A= 9 43

civicAddress CivicAddressType,
-- &2 74 912 AA

psuedo PsuedoType—- 7M $13) A4

¥ 6 A2 A= 7|9k LefoluiA] Ay

2% 4+ Utk 55 AFE(Graded Accuracy
e)e HE AFE9 2ol m, km B9 X A
‘%‘Ha AR ZH3= RAo] Ayt o] &zl A o
Qo] & £ U7 wiFo vlE] HogP 5 FFEe
F Ev £E08 AR AYTE FRIA AF
3, Uy

3, Yt o8 ANY $F EE 7 B S
£ Hyslt Felz oA Bs Aol AZHL
el o EY 59 AT AT Aulzeld AT E

H gue dyd $3E2 e AFske 2 2o
FA 719 A (Civic Address Type)x ¥uilo] ¥3
e 7 HEAQA WY F4E YJAFRE o] &3
£ ZAoltk. 7MF AX(Psuedo Type) Bool wat A
A F=AZE AT FAE 712 5 A 2= 5F
7] A B¢ MY AR AZEHES S W
Hog AAYH ZolHA HIE AT Fad HA
o] & £ ik

3.5 Z20|HA| S A2t U BZt MF

AlZF Zepo|HAl B3 HAL YAFR FAH7T 5F A
Zr B9 QoM B YA RE Zelo|HArF BiE®
2 4437 93 ARR-doh Al AAele v 189
2ol 13] AIZF A4, 99 Azt 4A ol AEE 4 ith

TemporalData = CHOICE {
simple {1} SimpleTime, == 13] AHEF
calendar (2] CalendarTime -- g8 Ay

}

g 7 ARE kel Zglo|ujA] BE &

13] Azt 83L& 19 8% 2ol JAFRFA7} 53
Al 9o st 135te] A43ld & e AF A
Aot} 13] AF AN A A7 AZHstartTime)
7 Z8A7HendTime), A4 AlZte] <2 e HAA)
e A ABE YRS ®d¥se A 43
Bl(type) 22 742 F Utk d& EW Ing AH83)
o] 2006 119 119 23 9AREH 2% 6AI7AI'SE 2
o] AAsAY, Ourg ARE3ste] 2006 119 119 2
A ARE F 6AF A7 AEEX T 2o AN
F= ok

SimpleTime 1= SEQUENCE {
type TimeActionType, -- A AR e}
startTime TimeType, —- A% A7 Algk
endTime TimeType, -- 4% ZF8 Al
repeatCount INTEGER, -- 4% w8 3¢
repeatinterval INTEGER -- 473 ¥8 F7]

3% 8 13 Ak 7INke) ZtolHA B35 A
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23 A AL 2y FAE Akl riwkale $)
APE ZEolHAE dFsle A gtk 98 &
HOEHY B AW 22 A3e RE S
gl 5 e 5% gYd gdvn & 4 ok
olHF & S wet =l REE 4AY
T+ AXAR FAe ZepoluA] BE Ao UGS
Y+ Aok

T ZejolHA] BE AAelAN FYY de 2
d 99 o] A EHYY 7N A J98]
dRez FEE & Atk BHEY 7 23 54
dhad oty 49E AP g9 el AR
g} ZefojuiAls MAYske o, I9uy v 4
AL §87L dE 53 2ol AAAYR FA7L EAsh=
Foel FAo) we ZetoluAlE dAse ot

SpatialData = CHOICE {
shape [1] Shape,
-~ EH9 71¢t 44
predefinedArealD  [2] INTEGER
-~ FHepg] 7wt 44

a2y 9 309y 44

EA99 7t AL A% dg9e Yege AAE
(BOX), 9U(CIRCLE), ©9z#(POLYGON), &<l ¥
(Line Buffer) 2.2 A¥ 4 9drh 29l Hie =
29 go] A AES e FU AHRE NRLE g,
ALine)o2HE 3§ 715d Azl o d9&
Area 9922 AFodin, A1A4F, 4, dA¥ F= Hl&
g 53 A9e Jezl 3 AR-E S ok

T ZElolHA] BE AAL oA dud 30y
A7 tjEo] Moveln, MoveOut, Stayln, StayOut,
MoveNearBy 9} o] AAFRFAY o|FEA ] dig
AREE @4 AL 5 Aty 10).

MovingEventType = ENUMERATED {
stay-in (0),
stay-out (1),
move-in (2),
move-out (3),
nearby (4)

¥ 10 fXGRFA L] ©)E5Y 44

AAFRFEH Q] o}FEAL 53 999 ¢KStay In)
oJu} Bi(Stay Out)el A &3 Azt o) B¢ ARE W
zalolujAl i HYEL WAY 4 ok zEn 5F

dgoz AYske €T Move In) e 3 99
Holv= &7HMove Oup)el ZghojujA] BRI A3
& & Aok sl 54 Xye dYsla a1 2
Z 78 53 Aoyt vl A& o HXFE =
oAl B3 HAE e A& gt 1 daA
I FtEte] ZaElo|wAl REES AAY 5 e )
el B + Urk

L {o do dp

4. T7IH0] A2 Z2EER] M ¥ 78

4.1 Xp7IHI Alage| =

AXAR Zejo|WA] Alojg 93 Alaye A 9
AAE ZalolyiAl A& FEsty, FEAAFHY F7,
A AN, Fx 59 V)5S FYdte AXAER =
THA] 773 Aol B2E3 YXHE RE ik AAF
A 9A HRE B 43 YAAE Ao} RER
TAET

2% 112 XA R Zepojuja] HolREE] A
B ZglolA] AJ2¥-& FAse Zhzhe] Qe wiX)
H HE BAEoh YXAHRE oAl w3 A&
2% RE 7]¥2Z2E LPR Manager, LPR Server,
LPR AgentZ TA®Th LPR Managere $XFEA
FA7} A metola) el @REE FA(LPR: Loca-
tion Privacy Rule)& &7}, 24, 784, &z 59 A9
& B3 B3] A 7I% S FP3H LPR Servere
LPR AEE 5% #gc} LPR Agente LPR Server
oA @Bt e olfx} ZelolwA) 3 PHE
&3] Fzu e V%s £8P 2 AR A
o2 9% RELS YAAREAFTAZ AR RAILA)
2] AR EE AEE of ARS-E MS(Mobile Station)
Agent®} AAARE FF FEshe Location Server,
o] g5 HAAFRE AR A AFE YdE B
3}71 913k LPL(Location Privacy Log) Server, 12|31t
02 Age] 91X FRE a4 A 9%
Location Client® FAEch HAHE Zelo]HA] Ajx

M

o, 4

Loction Privaty Conbol Seeer

(LY
. Server 4

i Log D8 |

NI ATAL HY

y OB Fd £ LPR %
‘:g;»‘ "y Rule D8

DIPR Y
o AD® R 2T i " TP RUTL R*"‘ b
PP Sy 30 0% g 58
Y WE oo Hame 53 Gk
P N Location Viewer
“GPS-DEWCQV ‘_ﬁ.ﬁ
Mg
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