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ABSTRACT

In digital computing environment, for the mal functions in appliances and system errors, the unaccepted infrusion should be
occurred. The evidence collecting technology uses the system which was damaged by infruders and that system is used as
evidence materials in the court of justice. However the collected evidences are easily modified and damaged in the gathering
evidence process, the evidence anadlysis process and in the court. That’'s why we have fo prove the evidence's infegrity to be
valuably used in the court. In this poper, we propose a mechanism for securing the reliability and the infegrity of digital
evidence that can properly support the Computer Forensics. The proposed mechanism shares and manages the digital
evidence through mutual authenticating the damaged system, evidence collecting system, evidence managing system and the
court(TTP: Trusted Third Party) and provides a secure access control model to establish the secure evidence management policy
which assures that the collected evidence has the corresponded legal effect.
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