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Multiplication optimization technique for Elliptic Curve based sensor network security
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ABSTRACT

Sensor network, which is technology to realize the ubiquitous environment, recently, could apply to the field of Mechanic & electronic
Security System, Energy management system, Environment monitoring system, Home automation and health care application. However,
feature of wireless networking of sensor network is vulnerable to eavesdropping and falsification about message. Presently, PKC(public key
cryptography) technique using ECC(elliptic curve cryptography) is used to build up the secure networking over sensor network. ECC is more
suitable to sensor having restricted performance than RSA, because it offers equal strength using small size of key. But, for high computation
cost, ECC needs to enhance the performance to implement over sensor. In this paper, we propose the optimizing technique for multiplication,
core operation in ECC, to accelerate the speed of ECC.
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2.1 Elliptic curve cryptography 2] 54
ECC+ 1985 Neal Koblitz2} Victor Millerol] 2] 3l A
oty etyg|Zo g A WA 8 oz o] AFA o]
ARE Ag Aol x = ZAT2LB] AN A= w2
Hob A A8 S 7 e A w7 et
AlZ=go]th ECCO| &-&-& 7] gk, Aol 285
w483 A1l ECDLP(Elliptic Curve Discrete
Logarithm Problem)°ll 7|4 & & 45382 7]E2] T
7] 9458} 7] 91 RSA/DSASH H] 13} 1} 212 7] 7]
2 9453} 40| 7Fs 8ttt ECDLP} Prime filed £, %
ol 4 2] 4 elliptic curve E®} E/d2] 5+ 2 P,Q7} &4 < o
[P= Q% &3l [ S 2= Flo] oFE AL 9n|
ghet, whEbA, MAAE 9] 7S 160bit-ECDSA(Elliptic
Curve Digital Signature Algorithm)+= 1024bit-DSA(Digital

Signature Algorithm)3} Q3+ 7=
dolz AFdTH4]. o= AT

Computation performance) = 7+31 Al

2.2 AA = o] A Elliptic Curve Domain

elliptic curve Prime fields GF(p)$} finite fields
GF(2™) o] o fth ECCE e 5-& & 10149 2
o] PAE o} A= parameter domain®] Ut} o= T
Domains A1 8] 3 elliptic curve’} &3 848 0 2 ok 3}
™ 3 1] RSA/DSAS} 5 U3 A= o] ¢+5 38} Al &5 <
gt

E 1. NISTol 2lslf HE= 0| X|= Primel5]
Table 1. Prime recommended by NIST[5]

S = o
192 2192 —9f4 —q 1536
224 2224 996 47 2048
256 2290 — 9220 49192 4 990 3072
384 9384 9128 _ 906 4 932 9 7680
521 221 —1 15360

2.3 ECC Operations and performance

elliptic curve™ 3 20149 #Zo] 37]15H a9} b
GF(P) 7}l Aejslo] glom b= 0013} E(GF(P))
= curved o] B A X3t el o7 =A%
o}, T3 curve"‘«] addition5/4 & 7} <l9l9 F A
P=(z,y,)% Q= (z,,y,) 2 addition> P+ Q= (24,y,) =

99t} k= 712715 9ulsty A4 additiond A+
= 3k Aol B3 doubling@ Ao 2 S8 AT},

E 2. Mol elliptic curve &
Table 2. defined elliptic curve expression

liptic curve : y* =2 +ax+b
P+0O=0+P=P,
P+ (—P) =0,where — P=(z,2+y).
Ty = - (xl +3r2)
Yy =Y, +k'(xl —x3)

k= I if P @ (doubling operation)
Ty T Ty
2
+ . .
k= sz 5% a if P= @ (addition operation)
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curve’d9]  addition12F2  curve ol A1 9]  Scalar
multiplicationS 33} 7] 938 AF&-E o} 3% 30 A<} 2
o] gk Aol ] $F I3 -2 additionS JH H= A 02 A7}
Eia=

olf

% 3 & pPol st A
Table 3. Multiplication on point P

Q= JP=P+...+P(J X)

Scalar multiplication> ¥ 40 Yehd 4 &S
3 733 o] & Aol wetaA sk IS bit® &
g5 79 71 9 bit-E 1914 0914 & 2l ske] 091
74§ doubling®He S8t 191 A9 doubling¥}
additions F3h= WAl o2 FAA AA S 1/2
1 9] point additionZ} /¥ 2] doubling .2 T/ ¥t}

rﬁL‘OHﬂ

E 4. Algorithm 1. ZQIE F[MZ 2|8t Left-to-right
binary algorithm[6]
Table 4. Algorithm 1. Left-to-right binary algorithm
for point multiplication[6]

INPUT: PE F,and a positive intger J= (J,_1J;_g. S y)s
OUTPUT: A= JP

1: A0

2: Fori=1—1 down to 0 do

3. A<2A4

4: If J =1then A—A+P

5: return A

ECCE A A ARE & 53} F 69.5% % Inversion a1 4F,

25.7% % Multiplication, 3.6%+ Squaring®] 4] A~H]# T}
714 g H-E9] H-3}= InversionAstol] AH] ATk
Inversiongd4te] S ES R R
Multiplication©. & FA4 €tk wald ECCY A%e
Multiplication®l] 23l 2% # t}.

X 5. Latency comparison of operation in ECCI6]
Table 5. ECCAtoll A2 o AtH|ZH|1[6]

Operations Time
Multiplication 25.7%
Squaring 3.6%
Inversion 69.5%
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3.116-bit ZZ A A o] A ¢] ECCT@

MSP430> 8.192MhzZ 52351 48KB2| ROM,
10KB2] RAM S 7}t register+= - 16bito] ¥ ©] & A}
&-0] 7}5 ¢t general register 2] 5= 12711 ©] T} MSP430->
Multiplication module®] %1©] 16bits Unsigned, Signed,
MAC (Multiply and Accumulate) 3 AHS- | &3k}, oAt
& operand 19 7t <1718HH F=eslarzt sk Al o
mode”} 274 ¥ ™ operand 201 7k Q17F Al Al o] 38
A} =39 A3 SumLo9t SumHiol A 7¥ v gk
MAC BE= & F41-& 73+ 49 carry 8- SumExtol]
#1745 7 gt

I 6. Mol AFEE = register T4 2 71S[10]
Table 6. register address and function used
multiplication[10]

ol & 715 FAh

operand 1°] {3t gk A7F A
unsigned multiply mode 7} % T}

130h

operand 1 35} gk 17} Al signed
multiply mode”} T}

operand 19 33t gt <A7F Al
MAC | unsigned multiply and accumulate mode | 134h
7} ek

MPYS 132h

37H4 mode®] #HAlE R A3k
Op2 ' registeroll 7S A7k o} operand | 138h
19] gk A& s
wAlo]l e E gk S0 A} gk 5 5}
SumLo 9] 16bits7} A4 TH 13Ah
| Aol FRH LG Fo A g T A4
SumHi 9] 16bits7} A4 TH 13Ch
MAC mode & multiplicationS 48] A]
SomEXU| WAl S cary gt AR, | O
32 7E87

9% 1 W, FE, S5 MM} gEE MSP4SOEE

o] t}. USB to Serial portE 53l 7 3+E] 9} Serial 541 ©] 7}
5311 Tinyos-2.x”3 0l nescE %3l compiles}$} ‘4. iy
[e)

2 IAR Simulator®] clock cycle s €3l 7435t

£
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Fig 1. MSP430 board
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I 22 A o] F34 A TR 19 20
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g gieh. whH ol Hybrid w412 3 €& 7|F 0 & 7o
A FAE et ' A4S registerell a4 A s}

o] HkE-H 0 & A}2-3to] memory accessE 7AAAl 71T
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32! 2. Combal8]
Fig 2. Combal8]

12! 3. Hybridl9]
Fig 3. Hybrid[9]

Algorithme] w2 417]¢] /452 Combast 3H=9]
o #4719 MAC 28 AL 8 1 5o Sif. 2 o]
= Combas 98 7|02 A8 £ 8=1 MAC
52@34mﬁ4&°1%ﬂﬁﬂﬁa%ﬁqﬂ

&t7] wj-ol ot

olr 1—1:1
N

Z 7. 54 Ms dgld7)[11]
Table 7. Comparison of performance of
multiplication(71,[11]
Algorithm Clock Cycles Time (ms)
Hybrid 1,746 0.22
Comba MAC 1,586 0.20

4254 ¢ F
4.2.1 Block comb method
3 82 Block comb methodS #}-8-3}¢] 240-bit & 41 <
g8 5k A o t}, A 4k-2 operand A9} operand Bg— block &
%i 5ol & & block Tl & A48} o & £
ol A T WA o) AJx B} A XBG?i"}O Al
Fegsty Anghe] AX7L Cf . TYsIth A
H AL TP W register] A AAE Y
EMJH% T2 9] gk register®] 5 o n| gt of
o] AL e 39 registerZ TAEH WY
register12°]| A register157}<] & YEFH T

E 8. size 32| block =4 (240-bit)[12]
Table 8. Block multiplication of size 3 (240-bit)[12]

VTR TR
BB B B B
A, A 4 A 4
B B B B B
AFATa
B B B B B
4 Ay A7 A 4
33 B B
Ay A AT AT A
B B B B B
B, B, B, B, B
G, G, G G Gy

G, G G

D

3 9= MSP4309] Block com method S 4] -3 &
F& UEHATE Step 1~70 A = AAE £ 3
e A= ~ Ry)s %7137
Step 90| 41 = Block Comb$i4to] 4=8) 5] = &

[e)
e
sl 2712 WESH= Z 5ol v skl A% A

=2 v

2]
3}
o
R

ful

i H
=

MN

register( 2,

KN
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Step 10~ 14l 4= 14bA} o} 9] A4S registerel] 2h2}
9] AR} 374 register = & v =T} Step 17 41+ Block
comb method & o] doj L= 4 -5 ALkt Step 18
~20°4+= Block %919] 5418 16-bit &9 = o]
stedlo) A7 2 FAlgth A3 gk 7 9] 1Ak
HOIER 16bit registerF-dloll A7} Step 25~32
ANME FA A ] B T registeroll A4H A} 7S
memory©ll A3} 71 Step 25 ~2800 A= Alatd A
3} Zke] 519] 3719 register & memory©ll A3t} A%
2] @3 TR ol 3l 4] 3709 registere T
A 3 Al Y 3709 register® & & A AE-0]
7Fs 3t} o] & ‘&3l memoryoll thek 473} &2 2.7] 7}
S 7IFo R A dojua g 849l d4te] 7t

s

E 9. Algorithm 2. MSP4304toll A 2] size 32|
Block comb &4 C=AB (240bits &=A!)[12]
Table 9. Algorithm 2. Block comb method for
computing C=AB (240bits multiplication) with block
size 3 over MSP430[12]

Input: A= (A, ..., Ay), B=(By, ..., By) (€ memory),
Output : (@9, CZ)) = AB(to memory)
1:fori=0to2do

20 R 0

3:end for

4:for i=0to8do

5: for j=3tobdo

6: R0

7. end for

8: for j=0to4do

9: k=i—7

10: if0 < kandk < 4then

11: for I=0to2do

12: load Ry =—Ay;

13: load Ry =By 1,

14: end for

15: for =0 to 4 do

16: for w=0 to2

17: e=q—w,

18: if0<eande < 2then
19: By 5By =Ry, X Ry,
20: end if

21: end for

22: end for

23: endif

24:  end for
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25: for k=0to2do
26:  store G, <R _,

270 Ry HR
28: end for
29:end for

30:for i=0to3do
31: store Gy, Ry,
32:end for

E 10. Algorithm 3ol Al=2E W@WZHof
Table 10. Operation used in Algorithm 3

HEo| A A
load memory®l| 1= W8 register = A7 @t
store register®l] 31+ W8-S memory 2 A7 @t}
move | register®] W-&-& THE registerel #4733t

4.2.2 MAC< ©]-8-3+ Multiplication

215 Operand19] F4= S U713
Step 2911 A] Operand20l| #< HolFH FAALte] 3
grth. Step3~4olA = Axtd 4

SumHi 258 memoryoll #7435} carry HAA] adc

instruction< &3 Tha register = A3l &

E 11. Algorithm 3. MPY, MPYS =4 7|H[9]
Table 11. Algorithm 3. Multiplication techniques(MPY,
MPYS)[9]

INPUT" First Operandlrl4, Second Operand r15
OUTPUT: The pltiplcation of the integer

and their accumulation into r4,r5,16

:mov 114, MPY

:mov 115, OP2

:add Sum Lo,r4

- adde Sum Hi,rb

:adc r6

[ S R

MACH4]-2 Step 1~20 4] MPY 9} MPYS™4] 2} 5
St Operand =& 17Fel =t Altthe Fd sk A3} gt
& 8t=sl o] “de] 417457121 SumLo, SumHiel] 47+ v

P SH= carryft SumExtel] A7gEth uhebd Ed 3
dol ek W2 1 A%k WA carry $ S SumExt 25
Bl Eelol A7gshn] npx 2ol Tk SumLo, SumHicl
Horeto] fh& ARstER A& otk

e
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12. Algorithm 4. MAC &4 7[H[7]
Table 1 2. Algonthm 4. Multiplication technique(MAC)[7]

INPUT" First Operandlrl4, Second Operand r15
OUTPUT': The multiplcation of the integers
andtheir accumulation into Sum Lo, Sum Hi,r6
1: mov r14,MAC

2: mov 115, 0P2

3. add Sum Fxt,r6

E 13. Algorithm 3, 40l AM2E 320
Table 13. Operation used in Algorithm 3, 4

KR Rk
mov R, R, R—R,
add R, R, R,=R,* R,
adde R, R, R,=R,+ R, + Carry Bit
adc R, R,=R,+ Carry Bit

43. 54 74 71H

4.3.1 memory access | 43} 7| ¥

I% 45 MACT7IH S AHE3He] Al S sadshA ®
ok A WA GAo) A Aol Eub A tgro] sf=gof
w7 el A F A G o)M= SUMEXTS]
carty = register 6 A 7¢3atH, T . 2 al 3} b02] A4t
& S8t w3 A ghs ol B A g}
17 5% a0 X b19F a0 x 525 TS W] a09) FHS A
H A operandol] 7= o] 91 0. 2 2 memory ZF-E] T}A|
£ 24 %31 b2¥FS operand 291 E# 944 AFS 4
g3}, aF -# o] b5 o= 3 HA operand ]
o W3kx] ko F WA operand7} Q1712 ] 4=3)
© st=dlo] 341718 5AE o] 83 slojth

a2 || al
f

=

1. Multiply

a2 5. AXM AL 7Y
Fig 5. Operand reusing
technique

a8l 4. MAC 7|
Fig 4. MAC technique

432 SHAN FHIIE

Block comb method #4124 ol A= &7 o] A3l A
WAyt 71 o) - A S A S register S 53 8l
A ARSshE B wiolth 19 62 AubE Q1 Aol A
o] & FES YEh 2L Tk o7 = &-o] HAYT
739 BLE register?] ¥ S ALt ol spAINE
g 794 = F7oll 3ht9] registerS ol WA s &9
S A FATHE bR o)l gk AskeA €k

a3 a2 al a3 a2 al
b3 b2 bl b3 b2 bl
] Y]
al b2 al b2
tny Ty
L] L]
a3 bl a3 b1
VYR -
L] A
a2 b2 Ceil a2 b2
- TN
€N Y £ YR
al b3 Ceil al b3

aE 6. 71E 7Y agl 7. Mtk 7™
Fig 6. Previous technique Fig 7. Proposed technique

433 FAETAAE S B3 operand AAFE- 7]
block comb methodll A = Z}7} 371 2] operand S %01

A AAE B 1400 A 9F 7o) operand-% THE
Ashd memory accessE & FO T X 149] 3]0
2 AN FEL registeritb S © 7 OV] &L old &

gl B2+ AR

E 14. registeroll ME == (T)A MK A
Table 14. Order of operands saved in register

TAEA operand A operand B
1 2 1 0 2 1 0
2 5 4 3 2 1 0
3 2 1 0 5 4 3
4 2 1 0 8 7 6
24 11 10 9 14 13 12
25 14 13 12 14 13 12
V.2 E

B =5° Block comb MAC method S GF(P) ol A
MSP430¢9l| A &-3te] A 5S 73t & 159+ 71&9
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< Y& Comba MAC method &} =l A]

A| o+t Block comb MAC2] 455 W L3k A o]t} 7]&
712 288-Bito] 3t W] F& A5 S Ktk v A
ok 71H-2 336-Bit o] Fol A& 71 71l Bl 1~

3% FgH des Btk 2 ol =rd i7l7P

7 A o e} register FH 9 o] 50l T8l ] o)t
wheh A &9 7] -& NISTel < &) iﬂ%}&] = BCC=H 2]
9] 384, 521-Bit 714 oo A& A5 7]&E 1 1 H] 3]

5ol e

E 15, 212[& Msu|u[7)i1]
Table 15. Performance comparison(7][11]

- Comba MAC Block comb A5 H|
(clock) MAC (clock) | (AI¢H/ 71E)
48 156 148 0.948718
9 519 523 1.007707
144 1120 1211 1.08125
192 2050 2120 1.034146
240 3212 3312 1.031133
288 4688 4701 1.002773
336 6452 6430 0.99659
384 8504 8423 0.990475
432 10814 10660 0.985759
480 13442 13162 0.97917
528 16388 15928 0.971931
ETES
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