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Abstract Feistel and SPN are the two main structures in a block cipher. Feistel is a
symmetric structure which has the same structure in encryption and decryption, but SPN is
not a symmetric structure. In this paper, we propose a SPN which has a symmetric
structure in encryption and decryption. The whole operations of proposed algorithm are
composed of the even numbers of N rounds where the first half of them, 1 to N/2 round,
applies a right function and the last half of them, (N+1)/2 to N round, employs an inverse
function. And a symmetry layer is located in between the right function layer and the
inverse function layer. In this paper, AES encryption and decryption function are selected
for the right function and the inverse function, respectively. The symmetric layer is
composed with simple matrix and round Kkey addition. Due to the simplicity of the
symmetric SPN structure in hardware implementation, the proposed modified AES is
believed to construct a safe and efficient cipher in Smart Card and RFID environments
where electronic chips are built in.

Key Words : AES, SPN(Substitution Permutation Network), encryption, decryption,
symmetric layer.
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Right_Function(byte in[16],
byte rkINROUND+1][16])
begin
byte state[16]

byte out[16],

if encrypt {round=0, step=1}
else {round=NROUND, step=-1}

state = in ;

AddRoundKey((state, rklround])
round = round + step

for i = 1 to NROUND/2-1
SubBytes(state)
ShiftRows(state)
MixColumn(state)
AddRoundKey (state, rklround])
round = round + step

end for

SubBytes(state)
ShiftRows(state)

out = state ;
end
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Symmetric_Stage(word al4], word bl4],
word rkw[NROUND/2][4])
begin
word t[2], k[4] ;
if encrypt
{ k[0] = rkw[NROUND,/2][0]
k[1] = rkw[NROUND/2I[1]
k[2] = rkw[NROUND/2][2]
k[3] = rkw[NROUND/2][3] }
else
{ k[0] = rkw[NROUND/21[2]




k[1] = rkwINROUND/2][3]
k[2] = rkw[NROUND/2][0]
k[3] = rkw[NROUND/2][1] }

t[0] = al0] & kI[O]
tl1] = al3] @& kIl

b[0] = a[l] & al2] & tl1] & k[2]

b[1] = t[0] ¢ al2] & t[1]

bl2] = t[0] & all]l & t[1]

b[3] = tl0] & alll & al2] & k[3]
end
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Inverse_Function(byte in[16], byte out[16],
byte rkINROUND+1][16])
begin

byte state[16]
state = in ;

if encrypt
{round=NROUND/2+1, step=1}
else {round=NROUND/2-1, step=-1}

for i = 1 to NROUND/2-1
InvShiftRows(state)
InvSubBytes(state)
AddRoundKey (state, rk[round])
InvMixColumn(state)
round = round + step

end for

InvShiftRows(state)
InvSubBytes(state)

AddRoundKey (state, rklround])

out = state ;
end
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