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Malware Analysis and Policy Counterplan Against a
Transformation of HTTP Header Information

Won Gyu Lim* - Geon Il Heo™ - Won Hyung Park** - Kwang-Ho Kook**

ABSTRACT

Nowadays, the occurrence of Malware is steadily increasing. The Malware is also becoming more
intelligent, advanced and changing into various types. With the development of the information industry,
the economic and monetary value of the information is going up and the damage due to the leaked
information by the Malware is also increasing. This paper investigates the general usage of the User—
Agent in the HTTP Header, studies the Malware production techniques by transformation of the
User-Agent information and suggests the technical and political counterplan against them.
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(% 1) General Header(1)

header function/example
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Connection - -
Connection : Keep Alive
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31 GMT
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(E 4) robots.txt =8 (4)

User-Agent o SVr Agent |31, 57 User-
Agent ]é% BF, R olge AR
Allow or Disa]lﬁowﬂ]/‘i_% w okl —Er/\ioﬂ ?HEH
Disallow WAE ek, ofF AL A7 sHA
Fow s7ts on
ZF AR wioh e GAARY ol &S5 THA AL
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T = Googlebot
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obgf(Ld 2)E F3td tH(DAUM) AlelEE
Slurp, MSNBot, ia-archiver¥-2] H& 38
st = s & & 4

/2 http://www.daum.com/robats.bxt - Windows Intermet Explorer

& | hitp://www daum.com/robots.tet

¢ EAR7| | @ hitp:/fwww.daum.com/robots txt

4 robots.txt to block all bots except bots from Google , MSN , Yahoo
User-agent: Googlebot
Disallow:

User-agent: Slurp
Disallow:

User-agent: MSNBot
Disallow:

User-agent: ia archiver
Disallow:

User-agent: *
Disallow: /

(28 2) ct3(Daum) ALO|ES| robots. txt



46 FE - 2ok =X H10& HM2%(2010.6)

3.1 User-Agent HXE Est dMIAC |RE

gl v =] A User-Agentd & t}2 Au]| A&
Asd F Atk & 5 =
WA o] 7453t

NZE A== PCo User-Agenti#& &
A% User-Agent = H23E §) ¥ User-Agent
7} WxE FEfo|dES Fitste] FEoldES] F
BE 7

(¥ 6) User-Agent H{=x mj3l

GET/Util/editplus2/aa.txt HTTP/1.1
If-Modified—Since : Sun, 04 Apr 2010 04 : 27 : 33
GMT

If-None-Mat ch : W/“90868cal : 1bed”
User-Agent : RookIE/1.0

Host : www.sansarang.net/Util/editplus2/aa.txt

User-Agent”} RookIE/1.02.2 WA H AL 1)
Aol A7 A ZEC ZdE PCHHS T3]
A Wz o) aga 5%

L

T ~ X
th o] & Tt o mEvh AdEE 9o A
Hlagh ZRAAVE TR S5 Aujsg =
ZAL B ol AR ZRIOFPORRE 2y
Aok B wge] st 8 59 AR
ol fIAE Fxspr] flel SAmvdA #7148

OV Standard query response A2 6B
O Standarc auery response & X {6
MG St ey esprse A X ff

(O3 3) AMzoel FIH H&

7 9] Azge BE A
Ao, BAzEY 2 5
A gt - ﬂo}ﬂ 912
L3 a) w9, 3 e
a0 DDOSGEAT A¥|2A) 320l WA

ro o}m PH »E

&2

3.2 User-Agent HXE Est dMIA= HES]

okx] User-Agent HZE Eaf oAdz=o] 7F
PCyle] ot a=E
A sk o).

2 7|&e User-Agents ol &3] 54 =2
TA7E HE ds W I EE HolFE 7ot

9 A Zol A 54 9 nebsAe] ARl ol

oL
L

43t 34& 98 54 9 2949 User-Agent
o= %1_ ato] FoFS 7H ) BEhg-A ol At
MYIEE ST F YRS S slEolth

MS06-014 #eH[51% ol g3k oy z=% 2
S8h= lefrasp 7ol b s=g selske sk
4 wgets o]&ste] IS HerEsd v
(29 4)F 2t

- "I:'T'-'!'l H.......... Wil ass]

Hahilell. 0np
. V... connected
TTF egueil seal .au | reipoie... 2 0K
[fent il

avleg 1a7 “ledt 4-.:\-'




-C hitp://211.76.154 30/advefasp -1 o P
BpA21L 76154 30/adv/left L
@ source of hup/211 76154 30/adveftaep - Mozl Fielox
Fe gt View Hep

&

— —
[ - Gl -

(03 6) MS dAEZ23 85 0|88 HHZA

oo 54 BeheAdARE e Sl
TS AR F5T 93, MS fAERY 8
o MAp EqE ol8ste] MS xE 2 787
o2 sl gk M e MS JAE2e 8
HAT Qe E 12 g7 FI2E F2H gl

WARRET = o o - — [T
TR 0 ABRES 2N AR0) 00D 0 £ #52 2N | 229050 B[R4 00 3 d
L T L] Ld

CROu@ 20 (e ke v EREE IR ]
I s
¥ s pentet o
3 frcon ) { b
; documntwe() 4
)
§ window onad = i

T ¢Jautp
B dscrh

sl el fascrd

vt aseEncodChars  ABCOEFGHLELMNOPORSTUVIINT:

11 sar asedDacodChars =t Arayl
ER

1012345618
0 BRNBIAAZBUEA A,
B AENBANIRBAERNBRA
g L EE G0 RHSL A

20 fncton basebdsh pe)

2y

i) e

Uy

5 tum biseblencodast) \d
LA i '

(33 7) MS dAZ23 Y F

flo] Ulgo2 Hol User-Agents Blste] =3
HES :=F ofFS ZAsts Aow 9l HH.
leftasp AR FEFE ML MS o)~Z
29 6 T THAY FHHE ol8d Aom F

=& = gk

msen|

T [ | Gt i |

10 cnazseTnnsiTae/aeTape

",

_m |
T Cane serave [

O ey El @ ot
e s P amousls 5235 st 49 3 ok Lond fom e
Referver: P L. 154 0 e P oueveaen ety P ARl
P I Use Cockies  Usehefere [~ Ao redrect

(& 8) mo|ZEA0M User-Agent B4



48 FE - 2ok =EX| M10& HM2%(2010.6)

olg} e WMo A EA BT A
At 23 HES JelAeE WS o439
A9 oE g S Harle gtk

olg WHor HIHE HITE WA 57
A= FolojF A5 o]83le] User-Agent
< WA Wyl & Aotk WA Wy of

4.1 EXIE M2 Sat ol

ngo] sl A o8] HAHE Alaws ©A 5]
A= ofe] 7HA Weks 1

A Zpsteof sh, EX| 3 A TP E A
oz A 7P REHoR 23 e Ak
(Snort)[6]15 7wko = Bx]53a A o

He 7ee(7, 8]

(E 7) User-Agent #= EMX| mi&

alert tcp SHOME_NET any ->
SEXTERNAL_NET $HTTP_PORTS con—
tent : “User—-Agent\: RookIE?”;

MEE dHIEE FX 7] 8Me 72ad
PC7} E4 Z=u|elo® User-Agent’} RookIE2
2 ol ER HEALET u @EAT F Qe

AR A2

GET fimages_oldiboardiplay.tt HTTRM 1
Lser-Agent RooklEM .0
Host: iEmaom.com

(:L_"é! 9) Alx-" otMaE Zhod ElX

= -l o [== =1 [=]

El
il
X

RPN OSE R RS E EEE DL

] a9 w7l Aeks] ©@XIskIT). User-Agent
7} Wiz opgmE 7 PCE 100% X7} b
A=

4.2 HTTP Header HH 215

Shx] ol HTTP Header 4104 User-Agent
= AW S BEeA ARE AT T g

=
3l 9t} o] User-Agent &4 0] Al 4# ¢
=

il

ARTES AFete 98S ¥ ¥ 5 %S
A3t A Fstr) 2e]al w)e] a7 7t User-
Agentoldl] WHxE & W o}y JATHA flo]
Hxdrts AL gstsitt o]&= HTTP Header
ARE ol ¥ QFHUe §lo] MEIL Thssithe
omolt}, Z#A User-Agent o4 WAA A&
2R gl SJsfjA WA o] 7hs sk

=3
Astalol Az e hgmEd Ued 5

5.8 B

B =R User-AgentE HZE 53 A28
gz = 7H gk 4 og-gted ek <A
Folth olE T FRRIFIAELS FAE I
A ~elof] ik A 3he B 9 o gets m A
glof 3t} o) T WA AL $Euet
o] FeARE AFse AL EEola Alo|HH
HE S Al9F =S At dor LA
dol VW olefoll = FHS BT PgI =T}

2 ARRS FFAEe] HejAataLl o
steffof shH, S whol 2 WA JAE
T otda=ol gk wel AHolES A& 44l &
oF 3t

% User-Agent MZE E31 o}o¥ el Ay
& & ofe7kA vi-gwetel vel & o
7



HTTP

ik

ra

(o )
L

[1] Jel Hajrta 53 2 24 Y95, wwwkreert.
or.kr, 2010. 4.

[2] FBE-AE F3F ] Alo], www.sollae.co.kr,
2003.

[8] 2E AT, FES2E0A] 48 AR A,
skl ezl 591, 2008, 10.

[4] Soo]A MAAR =SdJH U, =

QIE YR E4], 2007. 6.

[5] http://microsoft.com/technet/security/bulle-

tin/ms06-014.mspx, Microsoft Security Bulletin

MS06-014.
[6] B, JRGE FnE $AL T3 N

[7] =73, R RT A= F7Hs A NP 7|9
kel

(8] wF

20089 A&k o gt
AP LA 2513 83
(8h4h)
SRR ER L
ITA A8kl 4 a4
(A B A 2R A )

Header ME2o| HxEE E3t ofM3= EAMD O

X

oX
T 2
=
> 1 e

40 o 1% o o
AU 2
> g

2> 1

20051 A4t

2009 73 7] EH

>
o El

o

oHd

i
&

ol
i)
“

1
J,‘i
o4
g
_I.:

§|L ol

Aun 3}
o SHubAL (4 0 51 F

Srtddista AdAR Al 2g g st
Jug
=489
1979 A& oista g oo st
(&AL
1981'd A& oigta st
(&34

1984

1989\d Georgia Institute of Technology, U.S.A

19934
A M

(F8hubap)
SR AAEA ALY Al

T

Abd el Akl A HA

o) 01 7.9

>~ El 33}
oY

I o

o~
T



