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On Routing for Enhancing Destination-Location Privacy in Wireless Sensor Networks

Yeonghwan Tscha*

ofst 2i¢l

O] =22 200945 &fX|chstn wLy oi7td] X[

3

o mEAAE AN F Yol A 5 AH AU F ol §5jol 7 w=F 2 Yok vl Pl ¢
S} 2R 4e wEEZ 999 AR TAe

2o ot B9H Ao nt i HEsl RA G wEE Sve
1, P58 A2 Aol 1A Tt GHE o) 55 REE deh ABUolNE Bal 4 4 13 F4E
& B9 g3, ATE A9 1Y ] BE tPEe] EAGE BA0IN B B A4S AUSAAE,
FAAE ol Be A0 B ol FAES FAHE D 5 AT

ABSTRACT

In this paper we consider methods for selecting the next tracing node that take advantage of the history of traced positions during the
packet-fracing. In the meantime, the proposed routing strategy that counters the tracing is to design the routing path is such a way that nodes on
it are not close to the nodes whose location privacy is needed and zigzag or back-and-forth movements hardly take place. In simulations, the
ratios of successful tracing were largely improved. It was shown that our routing scheme allows more data packets to be delivered to the
destination while, enticing the tracer to move more long distances in the presence of multiple assets.
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