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Automated Test Data Generation for Testing Programs
with Multi-level Stack-directed Pointers

In-Sang Chung’

ABSTRACT

Recently, a new testing technique called concolic testing receives lots of attention. Concolic testing generates test data by combining
concrete program execution and symbolic execution to achieve high test coverage. CREST is a representative open-source test tool
implementing concolic testing. Currently, however, CREST only deals with integer type as input. This paper presents a new rule for
automated test data generation in presence of inputs of pointer type. The rules effectively handles multi-level stack-directed pointers that
are mainly used in C programs. In addition, we describe a tool named VCREST implementing the proposed rules together with the results

of applying the tool to some C programs.
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void Example(int *#x, int **y, int v) {

int

NS O R W

0

10:
11:

12:
13:

*p, *q, *T, Z;

D= *X
q = *y;
if (p==qa {
if(p == NULL)
*q =V,
else if(g == NULL)
*p =V,
else {
r =&z
sr = 10;
if(z == v)
}
}
else {
*p =V,
xq =V,
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[p=al(0i-1 %1, T Ni-)=

CASE
) 61(D)= T xAGA(@= Ty 0=0i1 O, Tyup)lfor Vr1EYU{pO{G2, T xyw)l for Vi2eX\{p}}
Li=Ii1, Ni#Niy, 78
5 q€LiAGi(p)=TxA 0:=0i-10{(p,0i-1(@)YO{(r, T x| for all reX\{p}}
0i-1(p)# T x L= U{p}, Ni=Ni-\{p}, §=%i1
0=0i-1O{(r, Txyp))| for all rEX\{p}}
5 Q=N Ao (P)=Tx Ii:Ii—l\{p},NFNi—TU{D}, &=t ’
0:=01-1O{(r, T yuplfor Vrl€Y U{p}},
4 PEN A= Ty =L U{p},Ni=N; p1\{13}, &=t ’
5 Otherwise 0:=0i-1, [i=li-1,Ni=Ni1, &5
(a) @7} NULLo9] o R
[p=NULLI(0; 1% 1, L 1,N, V=
CASE
1 0i1(p)=Tx 0=0-1 O, Txpp)| for all reX\p}), T=lia\{p}, Ni=Ni-i U{p}, &=t
2 Otherwise 0=0i-1, Ii=li-1, Ni=Niey, §=%1

(b) g7} NULLS! 7%

of EAFTE pE AT YA EAEES W3] 4 g AR Fxoe ok ZAAHA Fe vime] 2AolAdol
Az Tzl kel 9 & 4 7] Wl prt Niel Aas dAngith weks, dd FAA S e 2 o]0l
Al AR o]F AF EE Por JHTele, o
(2" D& p=xd FHfe] wigTel w3 W dFE A (=) EE FJAHES N A=)
ofgt Zlojt}. whef Fojzl mmadl AR Aol wAE (24 H@el F HA 5= q7F A FAHRD vEg
pxgE A@dnta & w o] mjAEe] & glo] HdE7 20l E Zhe]71al glar o] ZAoJAle] RIS Aol
AeiM= ERJIH g7F NULL'S] HojA= ¢HeEE g gt o] vixe] ZAlAE Sl o4 AAHA e
NULL'elgt= Alfzds #5285 vk e ov] g7t oy A5 Tzl H sbesty] Wikl olE (' 3l
NULLolebd g 220y d2s Resus 48 =7t Folxl W s Agste] A (2" Hb)e F
T AR e AR & Sdvh qf #@ol ofF 2 A Aes 7 @A FAAR] vixe 2A0lds Tl
AEA & deEEbd g NULL olgt= 7FsAdel A7t L glar o] mAolA0]l EQIE I} opbd Aol sFedt. o]
Hoh wEbA (2" D@k (2" Hb)e) A A oA Aol o] MATe s Tl obd ARHA d= 9
Ad g= A MR 2A0AE THTIES 24 v g AR gz T & sbeAol §7] " EuE A
(" Hb)e) A WA 5= (2" D@l vls EE} glo] 229 Hags s 5 A4 2 ATl
ettt 1 ol o7t 7kl viEE] 270)Adde] £ ohd 75 st
E7} oby 7] i 1U‘r. =, ol a8 FA AT ke ‘Q (2" 5)= p=q” Feio] Wil #3 W FgrE A

[p=+ql(0i-1% 1,1 1 Ni-1)=

CASE

1 g€ Ao(@=Ty

Let 0'=0i-1O{(r,)lfor YreYIO{( T )}
I'=L1U{l}
Then (o; & I, N)=[p=ll(0’, &1, I, Ni1)

2 Otherwise

0=0i-1, i=hi-1, Ni=Niey, §=%1

(a) pot *q7} 2IH FQl A5
[p=+ql(0i-1&1,Ti 1 Ni-1)=

CASE

1 g€ Ao(@=Ty

Let 0'=010{(r,Dlfor VIEY} and /o] (]2]) A3k vkeld,
U=li\rl 0" (=0}, N'=Niq U{r| o""(r)=0)
Then (o, & T, N)=[p=l(¢’, &1, I', N')

2 Otherwise

0i=0i-1, [=Li-1, Ni=Ni-1, §=%4

(b) pst #q7t EAE Fo| ohul 7
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er ]{E =] . L q%
Aepze wod 9EE F + YA ool o
Aee wek A WA A9AY F B ohA
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9
z
=2
o
i
N
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3.3.2 <o} (predicate) ol thgh Mgk k4=

(2" NS o7k ‘p==q’ FEIA Aol ik w3 3
F5 HolFrh o] W 3o XL i syt 3ol
HEE e g8 A5 7o Bs Ades Aol u
gl o] A= p7t dA JHE7I dE HEE ZA A
7 og7t A 7HE 71 ' WEE ZAolHo] FYUEE
99 25 F2 BEE 2Aste Ade Yo o F $
3 (2 D@l HE Merge' d4+5 AFE3t)

(28 82 Merge &9 AAMg Wds wogFE, 19
Zz1o] o8 Wre 2A oA pot g7t FYSA ofol
U= Aokl §lE Afolwt o] s Sty A o

2 A9 'Error' 2 It} hast o2 if (p<>q) {A;
if (p==q) BY'E AZ3|RAl o] Z=dA At BE o8 7l
o FHAER F4E BEES YUY A EEZ4A pd g

[+p=al(0i-1 81,51 Ni-1)=
CASE
1 oa(p)=T+ Let 0'=0i-1O{(r,Dlfor VreXIOW T )}
Then (0;, & L Ni)=[/=q](0’, &1, i1, Ni1)
2 Otherwise 0i=0i-1, Li=li-;, Ni=Ni-1, =%
(a) *pot g7} EE P 4%
Lp=al(0i-1.8i-1,Ti 1 Ni-1)=
CASE
1 0i-1(p)=Tx Let 0’:0i71Q*{(r,Z)\for VrEX}Q{(1;T<,;)}
I'=L-\rl 0”7 (0)=0}, Ni=Niy U{r] o ()=}, §=%
2 Otherwise 0i=0i-1, Ii=hi1, Ni=Nie, &%
(b) *pst g7 EIE o] ofd A5

[p=&ql(0i-1 51,51 Ni-1)=

(32 5) "p=qoil CHEt HEr B

CASE
1 aq€lia 0=0i-1, =L U{p}, NieNi\Mp). &=%1
2 Otherwise 0i=0i-1, [=li1\Mp}, Ni=Ni1U{p}, &=t
(3% 6) p=8&y0f CHEH 43 St
[p==q)(01-1 51,1 Ni-1)=
CASE

1 pts(p) #km or pts(q) #ka Yi=Merge(pts(p), pts(q), i)
2 Otherwise 0=0i-1, i=li-1, Ni=Nie1, §=%1

(a) @7} NULLo] obd A%
[p==NULLI(0; 1% 1,li 1 Ni-1)=

CASE
0=0i-1O{(r,NULL)lfor VrEeX}
1 DtS(D): Tx
for all y such that & 1F(y # Tx) [y!=NULLI(0i 1% 1,Ti 1Ni-1)
2 Otherwise 0i=0i-1, Ii=li-1, Ni=Niey, &%

(b) g7} NULLS! 7§

(38 7) £0] 'p==00i Ciet Het gt
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State Merge(Var p, Var q, State )
begin

Let ==(0%, IN)

1:if E=!p #q)) then

2: if (p==q) then return =
3: else if (p==Tx) and (q==Ty) then
begin
4: 0'=00{(r, Txuy)lfor VrEXUY);
5: Let ¥'=(0'%, IN)
6: return X’
end
7 else if (p==Tx) and (q==0) then
begin
8: 0'=00{(r,)| for all reX};
9 Let ¥'=(0'%, IN)
10: return X’
end
11: else if (p==0) and (qg==Ty) then begin
12: 0'=004{(r,))| for all reY});
13: Let ¥'=(0'%, IN)
14: return X’
end
15: else if (p==4) and (q==}) then
begin
16: 0"=Merge(pts(p), pts(q), %)
17: if (p<iq) then
18 R={r| o(r)=q};
19: else R={r| o(r)=p};
20: return o"O{(r, o(p)| for Vr €R}
21: else if (p==L1) or (g==1) then return =
22 else Error

23 else Error

(32 9) o|H(aliasing) =H|

oln] FA3 HASE A3t} o A

Su o A duE =

3W ZAol o8 R ZAlA

£ de, TxHTvE At olq

S WHGe, Txuyshe o] B 24
AR EA Gttt AMES e AR HLO w}.

THI 11H 2748 F e 2A0HE T s 244
H Aol dgEE A9E Ash o] A s
o2l A4 <k # HEF ZAA(ie, TxUTy)S 2
H ZAolHGe, Do WHIEH Hrh o5 3] ol #

< (o it Lo
I
3

3
o
O

A <k 8 Wug 2AcAe AHYE TAHGe, X V)
S glol2 ou Aol ¥ wme AL el7lil
sw Hr}.

159 =71e g Wu
A9-Ge., L& Rl dFHECt o 4
(e, pts(p & pts(q)e A4 BIAAIZ] Fof
= W o] W Fo4% HE o] & A
Ae g mze 2AcdEe] g AFEHATE A
t} dE £ wp=x; *q=y; if (p==q)...
Z1lA pet g 4 EQEola x9} yE %

end 7kt (g Dol Folxl W 3 °ﬂ “}E} HPIX;
N sq=y; T8 Fe pst 7t 7H7e AR FE2e (29 9)
(azl 8) Merge & Q}_ 7S Aot}

o W WAl gltka Ageka o Aol B 258 4 TAH AR o) Fel Helok e FRelE pt a7t
37 93 pot q B E=AEHA | 5o} B 222 A4 77 MRy 2ACAE W dart vk a#y
# % glek olel@ Ae (28 0ol meld pig @ C1HeNE p7F RIS e sAClAn ar Zielgl v
Ho] zol2 Hue o AT el mAolde] oW gre] olm 7]EHo] glomE AZHy

Merge' #4590 208 249 o3 F vine gAolge]  HE IEH @el e v 2AcIMLL HIE A8
[p'=al(oi 1% 1,51 Ni-1)=

CASE
0i=0i-1, Ii=li-1, Ni=Ni-1
1 t kn t k
pis(p) = or pis(a) = §=%1 A (pts(p) #pts(a))
2 Otherwise 0=0i-1, =i, Ni=Ni, §=8i1

(a) @7} NULLe®] opd 7 ¢
[p!=NULLI(0;-1 %-1,li-1 Ni-1)=

CASE

1 0i-1(p)=Tx

0=0i1O{(r,Dlfor VreX) L=l 1U{l}, Ni=Niy, =81

2 Otherwise

0i=0i-1, IFIH, IFIH, Ni:NH, §=%i1

(b) g7} NULLS! 7§

(32 10) &0 pl=

qof CHet Het gt
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2AOlAE 7HENAl gt olgg AeE Fdste Fiol
179-199 EA= o)), 340 H

21 242 o ol MEE An 77t EAEA &gE 334olA 71&d Wk gl g oldE fd (1
BE tELh olwol= ofFd e b gtk 229 D T2 o2 Zof Adysrz (29 1) L2
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Aol gt 1 ol YA vy 2AHE o (" 1D)@)T 2714 Z=(0k, LN)E HAZF =,
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v =4 vxg 2AcAE] AR 22X Fria ddH | ATk
B2 ol AR Fde vEe ZAolHol d THeAdE W 27 3 p7t @7t Y An FXE VMRS &
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x y N={r}
B y ey l L=true
=% . |
N={p. q. |'l' -
V V I=true P ! : 4
™~ e
Tx Ty \\\\ l l ////
4 T Tiglz “
(@) (b)
pm———— 77T ™
=y, p g ly L2} H I 1=y poa by 12
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void Example(int **x, int **xy, int v) {
int *p, *q, *r, z,

1: D = X
2! q = *y;
3 if (p ==q){
4 if(p == NULL)
5 *q =V,
6: else if(g == NULL)
7 *p =V,
else {
8: r=&z
o: sr = 10;
10: if(z == v)
11
}
}
else {
12: p =V,
13: #Q =V,

}
14: if (x==y) {
15:

F sz 2<1,2 3 4,6 8 9 10,

14, 15..> & Ay & & ‘E—ﬂ. As FERE A E)RA.
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AlZke] 28" 5 it B e B oo FUEdr Amugrh ¢4
<& 1>oA vCRESTE th2 H2~E dolH =T 2o Ay BV A27F EAT u o]E i
Atk o1& $l8 HAE dolE A4 AFS AR A F ek aga 2oy A7t A9 b o gnpe
g 54 g 2 RE AR(EE BV)E BRIden ¥ A8 T2 4 e AT F Jderk? g R
d We HuE §3 HAE dHolHE Ay H& A 2o EAstE BE Ay M BUES £IT 4
A Z2IAAS ? it o Fof wet A WH, T4 % A HAE HolHE AAsE=71?
W F stolHyE WAloR EFEGT stolHe = W2 o] (2" Do Z2age F ol A8 Ehed ARE X
Z H2E dolE A4S 3 FEHoRe AEe Agy st vk pl=<1, 2, 3, 4, 5 .>% p2=<1, 2, 3, 6, 7,
2o AR AL Agsla REHoRE ma A A >, AR pl& p7k NULLSH 58 E4Ge, *q=v)& +3
Agsts T4 HAS EF PHE oudth xd 2 st st e F{7F BAsT 1 ojfw EIE g% pot
TAE AFH R R EAd nEt R v awshlth TYdsAl NULLe] = oo} 3}7] wjiolth, & o] F& p2&
E3] <F I>olA 9A% = FolA CUTENS]E %<l Ag 7hed ¥ H(EE FH)ol FA A werh
HE Agd 4 de 49HS AFsn vk a8y o = vCREST oleld ARe dis) 59 E&= 6W +4< A
A APAH R B FAE gFEAE gerh W (2 st w7t Adde] MEshA g AWt oF WAXE
g Dol Folx T2 dYgoR CUTEE A3s9S Z35la o4 AP A g2 2 2715 g
(E 1) HAE H0[H 4 =72f9f Hlu
H2E dolg A4 A T8 el
w7 9wy g | aag] P CER gq | gopas | TOEN 2a
(7))
1 TESTGEN X X X (6]
2 SGEN X X X 5]
3 CREST X [4]
4 Visvanathan®] ¥ X X X [7]
5 vCREST X X -
6 INKA X X (9]
7 DDR X X [10]
8 ATGen X X [11]
9 Chaining "] X X [12]
11 GADGET [13]
12 ADTEST [14]
13 TGen [15]
14 CUTE X [18]
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(2! 14) triangle =20 Mo 52 J2=

£ vCREST+ o8 #Ax F2& #3134
o 7]oll A ‘HAN A olgb= oul= dE A=}
Q1 BB Azw ATt dxge

_L;l_
4T & gt H2E dolHE 44T = Adn
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