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Abstract UMSN (Ubiquitous Medical Sensor Network) is being used in u-Healthcare system of various medical
facilities to identify objects and get information from sensors in real-time. RFID using radio frequency
determines objects using Reader, which reads Tags attached to patients. However, there is a security
vulnerability wherein Tag send its ID to illegal Reader because Tags always response to Readers request
regarding of its Tag ID. In this paper, we propose Tag ID Classification Scheme to reduce Back-end Server
traffic that caused by requests to authenticate between Readers and Tags that are attached to medical devices,
patients, and sensors; To reduce security threats like eavesdropping and spoofing that sometimes occurred during
authentication procedure. The proposed scheme specifies the patient category as a group based on patients Tag
ID string. Only allowed Reader can perform authentication procedure with Back-end Server. As a result, we can
reduce Back-end Server traffic and security threats.
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