A Study on Security Hole Attack According to the Establishment of Policies to Limit
Particular IP Area
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ABSTRACT

With regard to the examples of establishing various sorts of information security, it can be seen that there are gradual,
developmental procedures including Firewall and VPN (Virtual Private Network), IDS (Intrusion Detection System), or ESM
(Enterprise Security Management). Each of the security solutions and equipments analyzes both defense and attack for information
security with the criteria of classifying the problems of security policies by TCP/IP layers or resulted from attack patterns, attack
types, or invasion through specialized security technology. The direction of this study is to examine latency time vulnerable to
invasion which occurs when L2-stratum or lower grade equipments or policies are applied to the existing network through TCP/IP
layer’s L3-stratum or higher grade security policies or equipments and analyze security holes which may generate due to the IP
preoccupation in the process of establishing policies to limit particular IP area regarding the policies for security equipments to
figure out technological problems lying in it.
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Table 1. Network Packet Traffic Ratio

1 2% 2,499 Kbps 341 545 0 18 KB 606 KB 0
2 0% 45Kbps 76 106 0 4KB 6 KB 0
3 2% 2,503 Kbps 556 315 1 608 KB 17 KB 44
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Microsoft Windows [Version 5.2.37981
€C)> Copyright 1985-2083 Microsoft Corp.

C:WDocuments and SettingsWAdninistrator>ping 12
Pinging 61.73.181.74 with 32 hytes of data:

Reply from 61.73.101.74:
Reply from 61.73.101.74:
Reply from 61.73.181.74:
Reply from 61.73.181.74:
Reply from 61.73.181.74:
Reply from 61.73.181.74:
Reply from 61.73.181.74:
Reply from 61.73.181.74:
Reply from 61.73.101.74:
Reply from 61.73.101.74:

Reply from 61.73.101.74: time{ims TTL= 64

Ping statis s for 61.73.101.74:

Packets: Sent = 11, Received = 11, Lost = @ <Bx loss).
Approximate round trip times in milli-seconds:

Hinimum = Bms. Maximum = Lms. Average = Bms

dt

a2l 5. “ping” EIAEL} TTL(packet time-to-live) &
Fig. 5 “Ping” Test & TTL (Packet Time-To-Live)
Status
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Table 2. Comparative Analysis on the 1st- & 2nd-step
Experiment Results

Case 1 occurrence Within 2 % occurrence

Case 2 occurrence Within 6 % occurrence
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