Method to Reduce the Time when Identifying RFID Tag by using Computational Grid
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ABSTRACT

RFID is core technology to lead ubiquitous computing, and attract the notice of the world. It also improves social transparency,
creates employment, and invigorates the allied industries. However, The technical characteristic with RFID has some problems with
security and privacy. The commercialization of RFID is delayed due to these problems. This paper introduces the technical method
to find solutions about an invasion of privacy to be due to introduce RFID system. First, this method applies Hash-Chain proposed
by M. Ohkubo and some other researchers. The more tags increase, the more it demands lots of computation time. We divide SPs
equally to solve these problems. And then, We’ll suggest solutions to shorten the identification time of tag by implementing SPs
with multi nodes of Grid environment at the same time. This makes it possible to keep the privacy protection of RFID tag, and
process RFID tag in real time at the same time.
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2.1 RFID

&
w)
rlr
@
i)
tlo
=
O
e g
=
|
=y
e
D
i
oxl
o
i

1_,r\
o
b
U offt
> 1
e,
T
.
=
[e)
=
g
o,
N
of
Ax
ro
)\
[t}
=
>

A
= Azge Qs Azgelt Hha
& <A, oA, A5 He)
stol 4 A4 9 SAol sFssit

i
rr
S G

e} o 7 AW g, A
n

ARE 2330 gH

N i
E rlo oo
o i T

o >

o

o

oo

)

[&l

k)

o

=

>

jata)

:()l=4

o

o

N
il
ol
ol

e fo m
oxl
=

tlo

i fr Jo >

ot odo g o
ol
S

==
O
-

o Mo
o6 mE o Ay

=0
o
v 3

2
K
i

3 l"—n
o My

AR7L AAEA &
oA A9 = 9k
wetA AAZ RFID Al2~8S A43 u 79 =

2R E oo o &

o o W



)
o
B
=
8]
r_&:_L

12
>,
=
u
#
ol
ok

Aot Aeline F e Qe £HA7t da

b wate AES Foja v ekl A

rlo

2.3 Hash-Chain 7]

M. Ohkubo 5o] A¢tst 7jgioz =17 13} 2o
Adukek A S ALEElo] oFAdE Zajo|wA] B
37} BAEE 7]Ho T3l

’ Memory ‘

l Dverwritei

Tag

loutput

a!,z
% 1. Hash-Chain 7|#e| EfO W& F=
Fig. 1 Tag Inner Structure of Hash-Chain Scheme

o= Al ~elo= [D, ¢} gjA] A= gt 5,0 A
e g = T3k St,lg}]\—% AAsta, T e

A HoF GE TEdH wHe] Aol dis

B1E a,, = G(s,, )& F3ste] A v
o ARde) A= gl s, = His, )E S s

= AR 2Ry o] Ve AwelA s

3l7] §138F Axatgke] g wAdo] 9l
2.4 139= AFH

F/]‘: 744510]3} x]g]ﬂ_q Al
HAA WA F2F oAeA g Aok B
g7 Bk AelA] U A o 2
ZhlAe AAz s 5] JgEa At
A& v S Aotk aels Azge AN
dlelg] o=, A2 =2 878 5 ATHTL

S
=

241 A% 2=
22 29s dAdste] AXS @4 & A 3§t

High-Throughput HF8< 53 AIF Qtoll 753
o B2 AgEs Agste Aol Hath

2.4.2 dol¥ a1g=
AAA 9] Eitd ARES g
A el F= 2gen R4 S8R
Ahe el AARE ARE
o dlolg moligolut Ak tigFe dHeolEE o
g StellA Aefafor sk arelyA =eliok
BuA 2o 5ol Ak

243 JA2 ag=

A E 28R 3 oZYAAE 9
Tk AA 2 TEER Al Aol whet
2+, On-demand Z#]=+ ARERE 29) 9
e 5407 AYSS A4 F gE j_ﬂ
Az agEs ages: FE At
(Interaction)S A YalE= 2L e) 3o
gujtio] tjxaEo], ZaAlE o]Ad,
I = vEgo]e] e F ol s A E 2
o~ Fom FAHET dAx aT=E
A 8 39, ¥4 39, Avy, A
d so] AdHnh oAl s TE=eA

E3] agze ‘a1 dAAE Zﬂé‘é}

5}

ol

_;
UL Y

[
=

fo
oo 12 é 4y

ox
for
>

XL lo

o
2 Y
ro o
or g

r& =
o
i)

o

F

Frjgokl“oﬁ
= Qo
=)

Ho
ool w2 jo &

LFJ

N

10]

rir
N

2 rlo Ho Lo
>

[\ .
o

4

fiu

=

>

o

ny

oy L
‘o
= =
ﬂllﬂ W
o
2
fetl
2
)
r>4
I

2Ys} gol au= AsE A
g8 PEshcd ga

so} aFE o

N
r
)
ro,
N
ity
o
o

o
I
tjo
N
ro,
o
rlr
N
Hqn 2
i

[ rlo
~N
55
o |
=
-
N
oft
= o

T B oo of
%
>
= o
[>
g
[

NP

> oo mX
ox R
111
Y,
N
o
i
AC)

iy
hunch
ax
ro,
fo
o
fetl
2

549



S AAEA L E) = A A5 AbE

DRM Grid Status

hPI globusrun PUNCH Nimrod/G
Cactus Condor-G
GASS Metacomputing Globus Secunity GRAM
Repiica Catalog
i Directory Service  Interface 110
Local Services
Condor [ TP upp
NQE Linux
LsF PES AX Solaris

I8 2. 22HA E3 =
Fig. 2 Structure of Globus Toolkit

FEHA 12 3A aFE B AE ARA
A9 #, doly el Fom proldth FEma
E7ld A= GRAM, MDS, GridFTP, GSI 5 &4 A

sw AT S8 Z2ago] e 2Hd 2
@ Auas dd/zsens tod duel &
Zzag 2 devele Aaa

oo fo =

2.6 MPICH-G2

MPICH-G= MPIo| &2Z# 27} AlFdk= AJH]&
o gA aEt AFHA e WE 22y
¢ 73-‘4 7125 st Aol 71Eel AR
el =] MPIl wla] dA A HojA= @4
Jo] gl ARRE7ole & FE3o]l ATk 1
359 A =4S g5 AEHAQ AFE A
53l MPICH-G2(Grid-enable MPI Chameleon 2)&
7H%o}9igwl MPICH-G2= AsHol A vk o=
o  MPIY FHEARA OLL‘:]' MPICH-G2+
MPICH-G¢} w7HA 2 S2W 27t Agshs B
AH) 22 o] g38lal AT MPICH-Gol A A&l
AATOZN B Ase I AHTh
Nexus® o8] 719 ZREZS Adstal zFs3<
Data®] W3S Adste 5 A48 74 g4 7152
2 2#%et MPICH-G] &4l 7|8k 22 AL8-H3d
ARk 219 ofe] 74| FFAIACKsE Vs Ee de
AR A7) =olth MPICH-G2& ®E 5418 24
How tFes A 74 sArHS]

) 2\_1", of i
32 = r‘r\q‘ 1

n ot

Nexus&

T
i

b

ol

. A otst

)
0

550

719 Hash-Chain 7|32 ¢Hd3sh Hebdo] BA
HARE EAF A dHG B o FUHE A3
gojgk ALk ARS8k EAIRe] Ak olelg
FAME s1A37] 91814 Hash-Chain 7]%¢] W3

AL BAEe] g g7 ow o]Alsta i, FARRRN |
2 SPE wedH Eddto] Aedhs SPrewd ¢

nelEe Ak

31 29= #7029 o4

RFID Zglo|HA] HEE $]38] 483k Hash-Chain
e 1Y 33 ol shel HaE W] AW

Aol A, el AlzEe s BE ] < ¢ < met
o dald a,, = G(H' '(s,,)) & AL
Hash-Chain 7|9HolA SPZH¥H EPE AXksl
sge g 33 o] AR ThE SPYl tE SYH
oty & Az the SPRHH EPE Aeh: 34
A AR el E440] AE glonz o] 7A
Bl g 5 oolrh wek Bl i g 42

F540] glol By,

rlo 2 o

SP EP
i ¥
&t — 8 — o — 5
[[ Byt —> 5, —» — —» 5,
| ey g ——

% 3. ME CH2 SPoll sl S&
Fig. 3 Independence from mutually different SP



aEEE ol gd

tieke] RFID e 943 AIZF v 9y

o714 SPll= &8 SPEY 7/iFolx, me A
A ez Aol EI kE == o)y iE {1, 2
3-kiolth Al ¥E 4 JdE == 7 2SS

% agEe] Fgus Folalth

SP
Node 1 Sy — B e e 5,
Sp1—m e Ry » S2a
S — 5 — —] S,
Node 2
Sp11T—w- — 5, —» — Sy
Sy - — S — o —( S,
Node k — S —S g — e — e
Sm,l o+ o = Sxa,i = - Sm,n

a8 4 =E¥E RS SPs 28
Fig. 4 Division of SPs with the Same Size per each
Node

I% 4+ Hash-Chain A4t "ol &l A ke =
ER SPE& #Ee Eddhe e dehih o
o 7} == #5eA SPES v
oA e SPE9 MgE m/kol
g deE SPES o&ste] 4 =
o= w1 i A FYPFh k A &4
A m/k M9 SPES skl Hash-Chains 7
A mlaEo A B2 q, 9F HINETHA XS
& Feth 7MY A BAE oAb S o

th Ax EdolHE mk /e SPEC

gt
o
I

o,

=2 1o

=2

2

o i
Tl ok

=
o o
2o oz o

B
192
i
Q
=8
jon]
)
2
o
of
o
rg
>
N
|
N
"t
=
=
of
o

ol dAEe #HE A HW A A= %
31,1’32,1’"'75t,z‘7"'73m,1°ﬂ 3}]%}3].‘_‘:. th xgy_
ID,E vi2EoA Afsty Z2EZS a6 1
c}.

Application to the Grid Environment
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Table 1. Environment of Software and Hardware for

Implement
g 5 i

Mastor Intel Xeon 5130 2.0G,
3 dual core 4.0GB
=t Slavel Pentium4 2.4G 512M
9 Slave?2 Pentium4 3.0G 512M
o] Slave3 Pentium4 2.8G 512M

Slave4 Intel Xeon 5130 2.0G,
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