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Abstract

Although organizations are given various benefits with information technologies, they sometimes
have suffered fatal damages due to information security incidents now such as computer virus, hack-
ing, counterfeiting, plagiarizing, etc. The fundamentalcauses of information security incidents are
closely related to individuals who do not comply with information security policy or rules. The sponta-
neous self-control of individuals and monitoring for individuals could be the most essential solution
for the ongoing observance of information security policy. Thus, the purpose of this study is to ana-
lyze effects of punishment and ethics training on compliance of information security policy of in-
dividuals in organizations, to determine individual divide among security propensity depending on or-
ganization types, and to find the more fundamental solution which leads change of organizational
members’ behaviors and self-control. Regardless of the type of organizations, the results of the study
suggest that there exist positive effects of punishment and ethics training in all types of organization
on compliance of information security rules or regulations. A member of unitary form organization has
higher cognition of punishment than a member’s cognition of the multi-divisional form organization,
while relatively lower awareness of ethics training. Also, a member of public organization has higher

awareness of ethics training than a member’s awareness of private organization, while lower cognition
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of punishment. Finally, the result shows that punishment and ethics training may be major factors
which affect information security. It also suggests that organizational security managers have to under-
stand and consider organization member’s propensity relying on organization form and organization

characteristics for establishment and enforcement of information security policy.

Keywords: Information Security, Deterrence Theory, Information Security Policy, Information
Security Compliance, Organizational Type
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