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ABSTRACT

This paper describes a hardware design of hash function processor which implements Korean Hash Algorithm Standard HAS-160. The
HAS-160 processor compresses a message with arbitrary lengths into a hash code with a fixed length of 160-bit. To achieve high-speed
operation with small-area, arithmetic operation for step-operation is implemented by using a hybrid structure of 5:3 and 3:2 carry-save adders
and carry-select adder. It computes a 160-bit hash code from a message block of 512 bits in 82 clock cycles, and has 312 Mbps throughput at

50 MHz@3.3-V clock frequency. The designed HAS-160 processor is verified by FPGA implementation, and it has 17,600 gates on a layout
area of about 1 mr’ using a 0.35-¢m CMOS cell library.
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Table 1. Boolean function f[j] and constant Klj]

1 0<;<19 | (BAOV(BAD) | 00000000

2 20=<7<39 DOCDB 5A827999

3 40 <j<59 cn(Bv D) 6ED9EBA1

4 60<j5<79 DHCHB 8F1BBCDC

E 2 z#olse 37| 5 ¥ S,
Table 2. Cyclic shifting values .$; and S,

9 20 < j <39 5,11,7,15, 6,13, 8, 17
14,7,12,9, 11, 8, 15,

6,12,9, 14,5, 13 25

E 3 MAIX] = Mjlel AL =M
Table 3. Arithmetic order of message word Mj]

18,0,1,2,3,19,4,5,6,7, 16, 8,9,
10,11,17,12,13,14, 15

18,3,6,9,12,19, 15,2,5,8, 16, 11,
14,1,4,17,7,10,13,0

18,12,5,14,7,19,0,9,2,11, 16, 4,
13,6,15,17,8,1, 10,3

18,7,2,13,8,19,3,14,9,4, 16, 15,
10,5,0,17,11,6,1,12

II. HAS-160 Z2AM|A AH|

31MAXNYG E AA 72

E =89 HAS-160 34 Z2 A = AntEF}I= )
WEEHE wo]la22Za M9 45 HZIZAAZ
AEE F UEE AAEHJY 2 HE 953 A
o|2& 7HAH, ¥ H AR 9 HIE Q3 = G Alo)
o] ¥t o A7) QEo]7])E alo] AR E 2 A Ao A

718

Azl Ho] P} AAE HAS-160 ZEZH A+ A
A2 " s512 5| E9] o) Uj3 160 HIEQ] |HZEE
A Abge,

AAE HAS-160 314 ZEA M AA) FRE1H 4
st Z2on 512 EQ Y W AR E ol 47 Y =8
F718ke] 2071 9] 9 = E& A 3HE M_Gen £ 5, 801
9] 4A A4S 43 3}= HAS160_round &%, S|A 2=
Z271%& A%shE LUT 25, 2832 3
FSM)] A EE 5oz FAH

out_ent
wr
clk NN & "
2
st HAS160_round = Dec —v—>h_out
load_in M_Gen -4
data_in
P
(I
|y bUSY
start oL ey OUE_Valid

O8 4, HAS-160 Z2AMMef 7=
Fig. 4 Architecture of HAS-160 processor

329 AX A EE(M_gen)

M_Gen E22 113 59} 0] 20711 2] 32 Bl E H| A]R]
A& A Ashe dA2H, MUX, XOR 2 W3 Ao 3
2 5oz FAHEL

Tound,
step

oad in _...E M5
o] =
: Fnux ._.E M7

- 32 132 a2
dato_n — R e e

2 ol eee W15
ek, 1t — Register M0-M15 | Register M16-M19 |
M6} ose M{[i9]
round,
step
M)

a3 5 M Gen =25
Fig. 5 M_Gen block



g4 <E]F HE HAS-1609] AW A slzelo] 78

512 M| E9 91 fl AR 25 E 1670 &) 32 B E vl A]
A A= M15:0]8 450, HAS-160 EZ=EA[2)0)
TRE WAl o8] 167] 9 WA A Y= F AR E A
3t} XOR A2kE B8 47 9] vl A1 A) = (M 16 : 19])
& A 7 26 o] A3

(73]
&
s
2,
re
2
il14
I

(HAS160_Round)

GAAN EEE F 1o Fdd BEFE fHE A
AFshe f_func 3] 2, %E At AL&-5 = A K]

274 3] £ 20 GO ¢3olF 27
BA 5= s1_rotl ‘;‘ s2_rotl 3| 2, 712 2 modulo-2°
PP S o2 AW, 19 63 2o AU A
o2 A JAHE 2T A7) gholl whg fi]
¢ Kj], &8olF 27] 5,7t 2AH Y, &A A7) 9
el wheh 3ol F A7) S0 ARG 219 62 9
AN EZA A mo) 7HF E I xR
< o DA AFEE R A4S AN EE )
A7) g 2otk & =F-o M= 5:3 2 3:2 carry-save 7HA

719t carry-select 7Hk7] 9| %?ﬂ?&% Abg-ste] A 741

BRem, ol & Fa Ao AolER 14 FasE
stk

Init_h h_g

| S w—
rnd_d Register l
A B |C D |E

state
usé_prev_h

step

round 3| k_init st_rotl || f_func |d]
G iy

KE MG
|

- . 5:3 carry-save adder ]
i

[ 3:2 carry-save adder
carry-select adder

A B+ ¢ | p* i

h_d Register

160

a7 6 CHAAA EE
Fig. 6 Step—operation block

34 A5 2

A 2E 2= 2 A Ax7| 9 FSMO g 1A
Hth FSM2 M_Gen & 54 A5 & start N 55 7
A 3t7] 70 9] IDLE A8, @Al 428 =3 31= CALC 4}

e, 160 M| E S 3| Z=E A5} T hd A &E 9
#1738k VALID_OUT A8 2 480 §18 H AR
7}512 H]E o] 491 7 $-ol = use_prev_h A T & o] &3}
of hod AALEE A" Zo2 FAANA G& 1A
A £E29 AN AL EHEE (T g = Al ¢

©A A57]E FSME CALC AHEiol A 5 2Hatm| A
A ERY R EFF BT AV AT T
ERil=g

3 25 o shube] dAde] FAHEE AAHS
o, gt = B 20 GAANLE FA 4T E
o] AAloll £ 80 2F0| 22Fth 512 HE ] ¢4 WA
AZFE R e E& T ]-i AA =T 8 2 2o0]
28, dAAN F8 $ hod ARALE ] 273

Wi et tate] HF =g dYsk=d & €
£o] &g At} whebA 512 v E2) | Al 2] 2.5 ¥ 160 H|
E9 s 2=g Adsted 582 5 Aloj&o] 28

HEE A A

V. A 43 4 45 Hot
4171% A%
HAS-160 31+ Z 24 A+ Verilog HDLE 2 A =%}
© 1 HAS-160 EEFA ) ANE 1,004 N ES H2E
HE & A3t 75 AFstTh

SSNEUEtx 2 ASah =

SS(1)0) B A+ TS © 10 14 6¢ 64 £0 07 02 6 aa 11 84 3¢ 83 47 42 8 d9 93 1¢ 4d
T #3 BE : cb5d 7e fbca2f 02e0 fb7167cabb123af5795764¢e5

a” 7. 7148 2
Fig. 7 Functional simulation result

719



S Y PR EN 8 =FA 2148 A3F

1,024 ¥|EQ] HAE WEE 512 HES £5 272
= @Eo FAH o2 dit)] ARSE P, A i A 512 4]
EQ WA A 2502 R E 1609 E 3427t &
o A WA 25 diF fAzEE 5 HA A A
=59 dilo] A8 E o] HF 160 M| E S A 2=} A
At A gHCINE B8 V54T 29E 29 73
2ow, #3200 ANE A= dAsE 23
7h oA AAE Z2 AN EutE TS 8§93
AT ~

[:‘

Im

F

l

©O:

42FPGATA 2 53 A%

27 % HAS-160 Z 2 A 4 = FPGA T8 & &3 3}
=] A& AT o, 2d 8L AF 299
T A HE Boja Yth Spartan3 FPGA B.E&
o] HAS-160 ZZ A A 9} WrapperE T @3t UART
XEE T3 PCY A3t vAX g s z=rt A
$HEEZ AT MFCE o] 43t GUIZ B3 1523
7} EUHY BAHEE H2E 3748 FAI
dele] Zole] WA A& ¢ 2 3tH, UART EEE 53
FPGA HTREZ HEHo s R=r A= 2, A
Ae AHZ=E GA PCE A4H o] 3hHd BAH
o} $HH, PColl A= HAS-1602] AT E o] A4
£ A 3to] FPGASI A AR At} v watch 19
8-y HF A" FAUEL Ho|u glon,

FPGAS] T8 ¥ HAS- 160 Z2 A X 9] dl4Z =9} PC
o AZEHOE AMH 4z FLEL FAF
T At

720

Hae-Ju.
HAS-160 verification.

97 97 13fa 74 72 61 a7
b9 16 d1 3¢ ad ca cd 84 75

9797 13fa 7472 81 a7 9b
b9 {6 d1 Ie ad ea cd 84 75

Noi
o c change: HEX
3 {Reccive Data Type cha

0% 8 FPGA 78 HZ AlA" 7ME 2 HE Z3
(a) FPGA HZ Al2" (b) FPGA #3 Z3
Fig. 8 FPGA verification system and result
{a) FPGA verification system
{b) FPGA verification resutt

43 olol AA L A5 Bt

AAE 4 Z2AAE 0.35-mm CMOS 2ol B8] g
& A8-8te] 50 MHz 9] &2 F952 =2 4392
o, 1 23 F Alo|E £ 17,6000, 512 H| E9] 48
S 2HE 160 H|EQ] 3| Z =& A4 8h=1 312 Mbps
o] A& 713 Astro B2 AM&3lo] P&RS 3 3
A9 golol- EHLE 19 99 o oF | mie] W
31 o F FHHU

E 4+ A7 ¥ HAS-160 “i/ﬁ]/ﬂ«] A5& v
Aolth, B =82 34 ZEAAE #4321 A
34 #3457 A A0 E dEgod o & Ee A4
o A8 3R Aol2 A Aoln, AL FAL
Aol FAY WY TSR Aol Ao

=Ll

AR B R H4 Z2AAE 2 B39
o Hla) o 16%) A& AoE +2 AL, o}
B ARY 227 75 2njEslEg nasg
AN HEsh FAW FAFAER BUeE, ¥
=R 4 ZAAE B B FYT 45 2

<t

A



34 dnelE TE HAS-1609) HHF st=go] 7

T8 9. HAS-160 =2 MM 2| 2ojote =™
Fig. 9 Layout of HAS-160 processor

E 4 Mds dHn
Table 4. Performance comparison

N 50 MHz
EA T 175 MHz
SRR (Max 75 MHz)
Hak Az 467 ns 6
(50 MHz &H4h) (1.6 us) Hus
AolE & 21,000 (1.0) 17,600 (0.84)
A5 1,093 Mbps
(50 MHz 4h (312 Mbps) 312 Mbps
[ A4 0.25-(m 0.35-m
v.d 2

B =gdAe Y dd e 259 HAS-1605
61_

s ZR2AAE AT AvtETIE Heb v

RANZALE 5 RS AOE 59| Has}o
—g— Fol 7R oM, FPGAE o] &3 stz of
A4 25 242 AZ390. A9 HAS-160 814
AIAE 0.35-pum CMOS 34§ AH4-319] 50 MHz

I b l“N -+

[V O

o AT 42 2 0N el 7
58 1%, 74

=
AAHAST R RANA 5 HEES *ﬂﬂi—% ZﬂtO}%

7he AR A 2Ee] stedo] ) PR

[1] William Staillings, Cryptography and Network Security,
Principle and Practice, 1999.

[2] TTA, “Hash Function Algorithm Standard (HAS-160)",
12. 2000.

[3] Ju-Dai Hyun, Byeong-Yoon Choi, “Hard- ware Design
of HAS-160 Algorithm”, Dong-Eui Univ., vol. 37, pp.
415-421, 08. 2002.

[4] AALS, Aked, A8, “SHA-13} HAS- 1603} 2] A}
W A7 S FEE S Z2AA EAD, ST
21813] =F X vol 27, pp. 112-121, 2002.

[5] Yongje Choi, Mooseop Kim, Taesung Kim, Howon
Kim, “Low power implementation of SHA-1 algorithm
for RFID system”, JEEE Int. Symp. on Consumer
Electron ics, pp. 1-5, June, 2006.

[61 A8, “sATgre] HIT T, hupy/mathnet.
kaist.ac.kr/real/2006/6/text/sungsuhak.pdyf, June, 2006.

[7] Charanjit S. Jutla and Anindya C. Patthak, “Provably
Good Codes for Hash Function Design”, IEEE Trans.
on Information Theory, vol. 55, no. 1, pp. 33-45, Jan.
2009.

[8] SHA-1 Standard, National Institute of Standards and
Technology (NIST), Secure Hash Standard, FIPS PUB
180-1, www.itl.nist.gov/fipspubs/fip180-1.htm, 2003.

[9] Y. Eslaim, A. Sheikholeami, P.G. Gulak, S. Masui, K.
Mukaida, “An Area Efficient Universal Cryptography
Processor for Smart Cards”, IEEE Trans. on VLSI
Systems, vol. 4, pp. 43-56, Jan. 2006.

% B A A A -5 A EIDEC) S} CAD Tool 2| <ol
A= YT

721



A FH RN = A A4 A3E

R4

23l F(Hae-Ju Kim)

2009 5 2T H e A}y
(&b

20099 3€ ~ A A F2F gt
AR 28z QA A

XBEOE: 43 dudE AA2d 2 YEYT Bl
A

AMA 2 (Kyung-Wook Shin)

19503 89 A chhit oh3h4l (3 3hahah

19904 94 ~1991'd 64 ST HAZANAT 4 e
AFHHAATY)

1914 79 ~ @A 7 LT 8 AT SR

1995'3 84 ~1996'3 7¥ University of Illinois at
Urbana-Champaign(¥-Z- 3 )

2003 19 ~2004'3 1€ University of California at San
Diego(*}& 1)

ARk BA 2 AT A L SoC 2A, ARES

SoC A A, %t=A 1P 2 A

™ & R(Heung-Woo Jeon)

1980'd 24 =33 o gt

A 2-E 8 a(E B Ah
1982\ 29 nH 8 sk

Z] ;(}.-T'—?S'l-jv,].(slz'ﬂ-/d /\].)
1988.8 & EHQ’]'—’ 3t AR TH(F A
1989.3~ 8 A 3 _gJo—JJr:HsL-y AT 7
TRk A2 AA, AARI 2

722



