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Abstract

Since management of information resources is getting more complicated in the distributed, heterogeneous

computing environment, the capability of monitoring and controiling the dispersed information resources is per-

ceived as a critical success factor for the effective enterprise-wide information resource management.
Integrated Control Architecture(ICA) provides that capability. Utilizing such architecture, we can manage corpo-

rate information resources more efficiently, perform impact analysis for changes in information resources, and

alleviate the human effort by automating the monitoring of critical information resources. In this paper, we pro-
pose a conceptual framework and metamodel of ICA.

1. Introduction

Efficient management of information resources
becomes more difficult in the distributed computing
environment as individual information resources such
as data and applications are distributed across the
increasingly complex web of heterogeneous hard-
ware and networks. Information Resource manage-
ment (IRM) originated from the idea of perceiving
information and information-producing mechanism
such as hardware and software as an important
corporate resource. In general, IRM is understood as
the set of activities that maximize the enterprise—
wide utilization of information resources by effec-
tively combining the current information technol-
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ogy with proper management policies and techniq
ues. March and Kim [1988] define IRM activities
as “diverse activities including strategic planning,
capacity planning, information system development,
project management, hardware and software acqui
sition, and data administration”.

For successful implementation of IRM activities,
understanding of the target information resource is
necessary. Information systems architecture (ISA)
facilitates this understanding by providing IS man-—
agers with various graphical models of information
resources and metadata handling capability through
powerful repositories. Building an IS architecture was
the number one issue among the ten most critical
IS management issues as perceived by the IS execu—
tives [Niederman, Brancheau, and Wetherbe, 1991].
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Zachman [1987] first formally introduced the fram
ework of IS architecture as the two-way matrix co
nsisting of different views (e.g., owner's view, ar—
chitecture’s or designer’s view, builder's view) and
different target resources (e.g., data, fun ction, net
work). Since then, various approaches and perspec
{ives were taken by other researchers to build and
implement alternative IS architecture frameworks
covering both the traditional and distributed com-—
puting environments [Sheer, 1991; Sowa and Zach
man, 1992 Umar 1993, Kim and Everest, 1994 ; Bau
er et al,, 1994 Everden, 19961.

Most of these architectural frameworks and re-
lated commercial tools, however, focus on optimiz-
ing individual components of the IS architecture such
as data, application, hardware, network and lack the
fundamental capability of controlling these inform
ation resources in an integrated way. In this paper,
we propose a conceptual framework for Integrated
Control Architecture(ICA) that provides such capab
ility. Utilizing such architecture, we can manage
corporate information resources more efficiently,
perform impact analysis for changes in information
resources, and alleviate the human effort by auto-
mating the process of monitoring information re-
sources dynamically. ICA, when successfully im-
plemented, will help manage distributed information
resources on heterogeneous platforms as if they
are centralized on a homogeneous platform.

The rest of the paper is organized as follows:

first, literature review section will examine various

conceptual frameworks for IS architecture and com
pare them on a set of given criteria, Second, one
of the IS architecture frameworks is chosen and
refined in the control perspective. Third, the ra-
tionale for building a control architecture is dis

cussed in terms of its objectives and benefits.
Fourth, the model of integrated control architecture,
at two levels (logical and physical), is proposed.
Fifth, the currently available IRM tools are analyz
ed from the integrated control perspective. Finally,
the conclusion and future research directions are
discussed.

2. Literature Review

2.1 Analysis and Critique of Current IS
Architecture Frameworks

The primary purpose of IS Architecture is to
provide the direction of planning, designing, impl
ementing, and managing the individual information
resources. Table 1 shows the comparison of vari-
ous IS Architectures frameworks.

Sheer [1991] suggested the Architecture of
Integrated Information System (ARIS) consisting of
organization view, data view, control view, func-
tion view, and resource view to analyze and de-
velop the new enterprise model. He utilized the
Entity Relationship(ER) diagram to show the inter-
relationships among individual views, with focus on
the control view. What the control view pursues is
to integrate the management component of indivi
dual views. The control view communicates with
other views through exchange of control informa
tion over organization unit, information object, func
tions and information technology resources. His
control view, however, neither shows the dynamic
states of information resources nor supports the im-
pact analysis for changes in information resources.

Sowa and Zachman [1992], based on Zachman
{19871, suggested an IS architecture framework
viewing an information system from five different
perspectives in six dimensions of the real world.
Control structure is mentioned as time dimension
of the technology model composed of time and cycle.
Their architecture is too broad and complex to be
fully implemented because it consists of thirty in-
dependent cells to be filled. It takes non- trivial
amount of effort to create and maintain all the dia-
grams and metadata for each level. It has also lim-
itations on two of its major dimensions : function
dimension includes only information processing
without considering cross functional business proc
esses, while network dimension does not include
processing components such as client or server but

only defines network components such as node
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and link. The control architecture as a monitoring
and management function is not supported, pre-
venting the impact analysis over the related in-
formation resources.

Umar [1993] proposed a distributed computing
reference model built from the functional layers of
enterprise systems, application systems, and platfo
rmS. The enterprise system represents the busi-
ness process and functional activities across the
organization. Application system consists of a user
database, programs to access and manipulate the
database, and user interfaces to execute the prog
rams. Platform corresponds to the technology ar-
Man
agement and support component is concerned with

chitecture of other architecture frameworks.

organizational management as well as the technical
tools and techniques needed to administer dis-
tributed computing services, which is similar to the
control architecture as proposed by Kim and Everest
{1994]. His model does not provide the detailed
information of control architecture because it ex-
clusively focuses on the network management func
tion without considering the other information re-
sources such as database and applications. It cov—
ers only the planning level of information design,

not connected with the implementation level. It is
also not capable of performing the impact anal ysis
over related information resources.

Kim and Everest [1994] framework includes the
cross reference matrices between one architecture
and another architecture to facilitate the integra
tion of diverse information resources. They ex-—
panded Zachmans [1987] network stream to a mo
re broad technology architecture and also added
the temporal control aspects of all information re—
sources to support the dynamic IRM environment.
They added the contro! architecture, which repre-
sents business dynamics over time, to the existing
IS Architecture. While they used the cross refer-
ence matrices to express the relationship among
information resources, the matrices may not ex-
plain sufficiently the detailed components of con-
trol architecture. Since it only expressed the logi~
cal level of control architecture, there is no ground
to implement the control architecture and a bridge
between the logical and physical levels of the con-
trol architecture is nessary.

Bauer et al. [1994] suggested an integrated man
agement architecture for distributed systems. This
architecture defined all three classes including net

<Table 1> The comparison of various {S Architectures

Scheer Sowa & Umar Kim & Everest Bauer Everden
Zachman
Data, Function, Data, Function, Data, Application Data Process Network Organizatio,
Component Organization, Network, People, Technology, Technology, Operating System Business,
Resource, Control Time, Motivation Control Control Application Technical
. Planner, Owner, Deconstruction
Levels of Requirement Designer, Planner, Planner, Composition
, Designing . ! Owner, Owner, Builder .
Details Implementation Builder Desi Desi Operation
mp Sub-Contractor SIgNe, siner, Bound
Planning Planning Plarin Planning
Design Level Designing Designing Planning an ! 'g Implementing Designing
. . Designing .
Implementing [mplementing Implementing
Expression of . Management & Cross Reference Management tools Version
Vi
Control Control View None Support Matrix Services & Agents Control
Control Control View With Control structure M " Control Architecture Integrated Transformation
Concept Levels in Time Managemen with Termporal View Management over Time
I t
rmoact No No No Yes No No
Analysis
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work services and devices, operating systems servi
ces and resources, and user applications. Its major
components are management tools, management se
rvices, and management agents. The man agement se
rvices as a key component are classified into the foll
owing four subsystems: configuration, monitoring,
control, and management information reposit ory su
bsystems. Their architecture does not include the
logical model for people who have the responsi-
bility to integrate the individual resources. A bri
dge is needed to connect the logical and physi cal
model of control architecture so that the change of
business environment can be accommodated easily
by the system managers. It controls the individual
information resources separately by using manage-
ment services but does not explicitly manage the re—
lationships among individual information resources.

Everden [1996] suggested an information frame
ork which is broader in objective and scope than
Zachmans architecture. Including the six columns
and five perspectives of Zachmans information sys
tem architecture, the information framework de-
fined three views based on types of information
such as organization view, business view, and tech
nical view, and three levels of constraint such as de-
construction level, composition level, and implementa
tion level. Each view is classified with ten columns,
each level is also subgrouped with five rows. To rep
resent architectural perspectives using different parts
of the architecture, he suggested six dimensions; typ
es of information, levels of constraint, content, tran sf
ormation over time, ownership, methodology chains
or routemaps. It can not manage information resour
ces in an integrated way although it represents them
with versioning feature of the time dimension. There
fore, the impact analysis is not available in this frame
work and only the individual states of the six dimensi
ons can be traced with version control.

2.2 Refined Framework of IS Architecture

From Table 1, we chose Kim and Everests {1994]
IS architecture as a basis for our integrated con-

trol architecture since it supports the concept of
control architecture more directly. As shown in Fig
wre 1, the refined framework of IS architecture is
characterized by the integration of individual ar—
chitectures, centered on control architecture. It rep-
resents the control architecture at two levels : logi
cal level and physical level. Control architec ture
consists of two constructs : control objects (individ
ual information resources) and control relationships.
Examples of control relationships are relationships
among homogeneous information resources such as
data~data, process—process, technology— technology
and relationships among heterogeneous information
resources such as data-proc ess, data—-technology,
process-technology.

Logical views of IS architecture deal with data,
process, and technology architecture as shown in
Kim and Everest [1994]. Data architecture pro-
vides a high-level, global view of organization data
resources, actual or planned. Data architecture in-
cludes the important metadata types such as enfity
condition, entity, instance, attribute, domain, key at
tribute, non-key attribute and identifier. Process
architecture focuses on the ways how major busi-
ness processes of an organization relate to each ot
her. Process architecture has the metadata types
such as enterprise goal, strategy, business prob-—
lem, business process, business function, bus iness
unit, and information requirements. Techn ology ar
chitecture specifies the organizations com puting
and communication technology standards and shows
how the computer hardware and communication net
work facilities configure, interconnect, and integrate
toward open systems.

Physical views of IS architecture deal with data-
base architecture, application architecture, and plat
form architecture. While the logical view deals with
the business domain, the physical view is more clos
ely associated with the computing domain. Datab ase
architecture consists of actual entities of database
such as data table, record, field, database key, value,
index, domain and it is used by the system devel~
opers and database administrator (DBA). Appli cation
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architecture is the physical implemen tation of the
process. It consists of entities such as IS application,
module, module program library, where each mod-
ule is classified further into data module, process mo
dule, and user interface module. Platform architecture
specifies the physical components of technology
architecture. It has entities such as physical net—
work, network device, client, server, and system
software.

3. META-Model of Integrated
Control Architecture

3.1 Components of Control Architecture

The metamodel of control architecture consists
of two subarchitectures : control object architecture
to monitor and manage individual information re-—
sources, and control relationship architecture foc
using on the impact analysis between information
resources of the same or different types. These two
subarchitectures deal with static control using the
blueprint of information resources at one point in
time, and dynamic control continuously monitoring

the transitive states of information resources over
time. The following subsections will describe the
logical and physical views of the control object ar-
chitecture and control relationship architecture, re
spectively. Teorey, Yang, Frys [1986] extended
entity-relationship modeling formalism was used to
develop the metamodel of the control architecture
constructs.

3.2 Control Object Architecture : Logical
View

Control object architecture consists of two di-
mensions : the first dimension represents the goals,
strategies, and types of control to be implemented
while the second dimension models the target in-
formation resources to be controlled. As shown in
Figure 2, the left-half portion of the model repre-
sents the control methods and the right-half re-
veals the target information resources. This figure
shows which information resources are managed
by which control methods. CONTROL OBJECT has
subtypes such as DATA ENTITY, BUSINESS PRO
CESS, and TECHNOLOGY that are the target in-

Data
Architecture

;

Information

Systems Planning

Process
Architecture

;

Technology
Architecture

;

Logical Control architecture with logical view
Level - Control object - Control relationship
Physical Control architecture with physical view
Level - Control object - Control relationship
Database Aplication Platform

Architecture

<Figure 1> A Refined IS Architecture Framework
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formation resources of the control architecture.
DATA ENTITY is categorized into either OBJECT
DATA or EVENT DATA. OBJECT DATA such as
customer or product is stable over time without
frequent changes. EVENT DATA such as customer
arrival or order status is unstable and changes its
state frequently over time. Each OBJECT DATA
and EVENT DATA are monitored and managed by
the DATA CONTROL tools and techniques such as
DBMS, data dictionary, normalization, and reorgani
zatior.

BUSINESS PROCESS is mostly cross—functional
in nature and consists of one or more SUB-BUS
INESS PROCESSes at lower levels. Lowest level
BUSINESS PROCESSes consist of one or more fun
ctional tasks performed by various types of pro
cess actors (customer, owner, manager, executive,
etc.) working for different functional units. PROCESS
CONTROL over ORGANIZATIONAL UNITS may in-
clude monitoring of the units performance and con
formance to the companys internal rules and pro-
cedures regarding the execution of the related BU

SINESS PROCESSes. PROCESS CONTROL over AC
TORs may involve their fitness of process role as
well as their performance. Examples of PROCESS
CONTROL over TASKs are coordination efficiency
and effectiveness as well as individual task perfor
mance.

TECHNOLOGY entity has subtypes of NETWORK,
HARDWARE, and SYSTEM SOFTWARE. A NETWORK
involves HARDWARE components such as CLIENT or
SERVER. Each of which can participate in more than
one NETWORK. Each NETWORK has one or more
SYSTEM SOFTWARES installed, while the same kind
of SYSTEM SOFTWARE can be installed at more
than one NETWORK. Fach NETWORK operates un
der the TECHNOLOGY CONTROL in the form of
constraints or checklists. TECHNOLOGY CONTROL
constraint is a criterion or threshold value to manage
NETWORKs properly. CLIENT and SER VER also
operate within their limits of performance and ca-
pacity as specified and monitored by the TECHNOL
OGY CONTROL mechanism. SYSTEM SOFTWAREs
such as operating systems, DBMS, and network ma

Manage IS A
— \\.\" Data
Control / Entity
Event Data IS A
. 18 A
Utilize Organizatio- of
nal Unit Consist of Interrefate
over,
’ Work for
of |
Manag Utilize over < Busi - 8‘;;‘;:‘:
Control Control Process /’/ Actor Process "1 Class
Goal > Strategy > Control of 1S A
’ Waork for
ver
Task
Utilize ISA
. »
constry ,i%); Network
IS A
Manage Server ink ¢ ‘ Invoive
Technology 16 A
Control Manag
Hardware 18 A
Ciient /ISVA Technology
‘ Install ;g A
Suppo!
System
Software

<Figure 2> Control Object Architecture : Logical View




0/4¥5

BH of7IHAE 0|38 HEXY B

nagement systems are supported by the TECHNOL
OGY CONTROL aspects of standardization, version
control, and configuration man agement. At the
same time, they provide TECHNO LOGY CONTROL
with performance monitoring and integrity check-
ing to manage other network comp onents.

Enterprise CONTROL STRATEGY utilizes the ab
ove control mechanism such as DATA CONTROL,
PROCESS CONTROL, and TECHNOLOGY CONTROL
tools and techniques. These CONTROL STRATEGies
are derived from and support the enterprise-wide
CONTROL GOALs.

3.3 Control Relationship Architecture :
Logical View

CONTROL RELATIONSHIP specifies how one
information resource is related to another informa
tion resource. The Control Relationship Architec ture
consists of two important dimensions : the first di-
mension represents the relationship between/ among
information resources, while the second dimension
shows the goals, strategies,. and actions of control
in managing information resou rces. The control re
lationship has two subtypes: HOMOGE NEQUS
RESOURCE RELATIONSHIP and HETERO GENEOUS
RESOURCE RELATIONSHIP. The HOM OGENEOUS
RESOURCE RELATIONSHIP is compos ed of three
main components such as D-D RELA TIO NSHIP,

D-D

1S A Relationship
Homogeneous

Resource IS A PP

Relationship o Relationship
1S A

1S A TT

Relationship

Controt
Relationship

D-P
IS A Interrelationship
1S A Heterogeneous ISA e

Resource
Retationship

D-T
Interrelationship

4

IS A P-T
Interrelationship

PD-D RELATIONSHIP is the relationship between
data resources. For example, if an order is de-
leted, the related order items should also be auto-
matically deleted (cascaded delete) or be reque sted
for deletion to guarantee the referential inte grity.
In another example, if a certain primary key is del
eted, the corresponding field value has to be re—
quested for deletion to guarantee entity integ rity.
P-P RELATIONSHIP is the relationship betw een
business processes. The nature of such relation—
ship may be sequential if execution of those proc-
ess follows a certain sequence, selective if the pro
cess flow changes based on a conditional variable,
and repetitive if the same process is executed repeat
edly. T-T RELATIONSHIP is a relationship between
technology components such as client and server.
For example, if a client requests certain action to its
server, the server answers the client in the form of
a “response”.

The HETEROGENEOUS RESOURCE RELATION
SHIP has three subtype relationships such as D-P
RELATIONSHIP, D-T RELATIONSHIP, and P-T REL
ATIONSHIP. D~P RELATIONSHIP is the relationship
between data and business process. Mutual relation-
ships between data architecture and process archit
ecture are organized by the operations of four com
mands such as “Create, Read, Update, and Delete”
[Martin,1990]. “C (Create)” means that the identi-
fied process produce the data class, while R, U, D

Serve Manage

Control ‘ Control @ Control
Action Strategy Goal

ontain

<Figure 3> Control Relationship Architecture : Logical View
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means read, update, and delete, respecti vely, D-T
RELATIONSHIP is the relationship between data
and technology. It can explain which client or
server influence which data, and what deg rees of
dependence each component of client or server has.
Unique database suggests that only one copy is stor—
ed in the central server. Replicated database means
that copies of a database are sto red in multiple cli-
ents or servers. Partitioned database implies that par
titions of a database are stored at different servers
or clients. The criteria of determining whether the
network traffic is high or low depends on the hard
ware and application type. P-T RELATIONSHIP is
the relationship between business process and tec
hnology. It is organized according to which proc-
ess utilizes which technology components as a reso
urce. “S(Store)” means that a component of process
architecture is stored at the corresponding technol
ogy component. “E(Ex ecute)” means that the tar—
get application processed at the technology compo
nent such as processor or system software. “SE(Sto
re and Execute)” suggest which components of tech
nology architecture are used store and execute wh
ich process.

As shown in Figure 3, each RELATIONSHIP cont
ains one or more CONTROL ACTIONSs such as re-
pository functions and menitoring functions. Each
CONTROL ACTION can participate in more than
one RELATIONSHIP. For example, in the case of
D-D RELATIONSHIP, the CONTROL ACTION on refe
rential integrity is applied to all data entity pairs
where dependency exists between them(e.g., CUS
TOMER and ORDER, ORDER and INVOICE, etc.).
Each CONTROL ACTION serves one or more CON
TROL STRATEGIES. For example, CONTROL ACT
[ONs to monitor and implement the database refer-
ential integrity are derived by the specific CONT
ROL STRATEGY such as cascade delete. Ea ch CO
NTROL STRATEGY is the policy or procedure to
achieve one or more CONTROL GOALs. For exam-
ple, a CONTROL GOAL of “maintaining 95% data
integrity” requires the CONTROL STRA TEGY of
cascade delete.

3.4 Control Object Architecture . Physical
View

As shown in Figure 4, physical view of a control
object architecture consists of two dimensions :
the first dimension represents the control measure,
while the second dimension models the target infor
mation resource at the physical level (e.g., applica~
tion, database, platform). The main difference be-
tween logical view and physical view is the differ-
ence in the level of abstraction with logical view
constructs more abstract and general and physical
view constructs more concrete and compu terized.
If the control object and control policy are fixed,
CONTROL MEASUREs may be expressed as de-
terministic factors. CONTROL MEASURE has three
subtypes of DATABASE MEASURE, APPLIC ATION
MEASURE, and PLATFORM MEASURE.

For example, the DATABASE MEASURE for per
formance includes the database environment pa-
rameters such as maximum process, block size, table
space, segment size, caches, fragmentation size,
locks, and disk allocation, statistics, fragmentation
of table, etc. Another main category of DAT ABASE
MEASURE is DB INTEGRITY. Each DAT ABASE
MEASURE can be related to one or more DB INTE
GRITY constraints such as entity integrity constraint
or referential integrity constraint. The major con—
trol factors of the overall database system per—
formance include throughput, response time, error
rate, ease of use, ease of maintenance. DB PERFO
RMANCE and DB INTEGRITY control mec hanisms
manage physical files and records.

An APPLICATION MEASURE is related to one
or more APPLICATION CONFIGURATION varia-
bles such as application component, application ver
sion, version hierarchy, parameter, dependency be-
tween application systems. APPLICATION MEAS
UREs for APPLICATION PERFORMANCE include
response time, SQL usage, data structure efficie ncy,
etc. APPLICATION MEASUREs for APPLI CA TION
SECURITY are used to manage access priority, audit
trail, user authorization, etc. APPLIC ATION MEAS
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<Figure 4> Control Object Architecture : Physical View

UREs for APPLICATION INTEGRITY include meas
ures related to fault detection, fault isolation and
resolution using mechanisms such as error or warn
ing messages.

These control measures on CONFIGURATION,
SECURITY, PERFORMANCE, and INTEGRITY are
implemented on PROGRAM MODULEs which are
basic building blocks of IS applications. PLATFORM
MEASUREs contain measures to monitor and con-
trol network fault, network performance, disk per-
formance, and memory performance. PLATFORM
MEASUREs for NETWORK FAULT deal with fault
identification, fault diagnosis, fault notice and reso
lution. PLATFORM MEASURE for NETWORK PER
FORMANCE include information on network traffic,
network load, number of users, average response
time. PLATFORM MEASURES are also used to man-—
age DISK PERFORMANCE (e.g., utilization, access
rate, input/output speed), CPU PERFORMANCE (e.g.,
average utilization, peak utilization, parallel proc-
essing capacity), and MEMORY PERFORMANCE (e.g.,
available memory, paging/swapping rate, memory
size). Diverse sets of NETWORK, SYSTEM SO FTW

ARE, HARDWARE components can form different PL
ATFORMS where each instance of the phy sical CO
NTROL OBJECTS are governed by the technology ar
chitecture standards of the logical level.

3.5 Control Relationship Architecture :
Physical View

Physical views of the control relationship deal
with the same target relationships as in Figure 3
only at a lower abstraction level. At this level im-
plementation tools such as the agent-based control
system may be used to monitor and manipulate the
homogeneous or heterogeneous relation ships. Such
system compares control data periodi cally, checks
against the prespecified thresholds, and if neces-
sary, produces event or warning statements.

In Figure 5, the left-half entities of the model
are the same as in Figure 7. In the right-alf, CON
TROL CRITERIA are put into memory for the AGE
NT SYSTEMs. For example, response time of a
client is defined as an important CONTROL CRIT
ERIA to meet the end-user requirement. CONTROL
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<Figure 5> Control Relationship Architecture : Physical View

PARAMETERs are used by the AGENT SYSTEMs.
For example, five seconds as a parameter for the
client response time is needed to implement the
control relationship between the client and server.
Each AGENT SYSTEM performs one or more CON
TROL ACTIONs (for example, if the response time
is over five seconds, the agent system sends the
alarm signal to the operator).

4. Conclusion and Future
Directions

To manage diverse information resources such
as data, software, hardware, and network more ef-
fectively, the Integrated Control Architecture (ICA)
was proposed in this paper. ICA is based on and
extends the active stream of research in develop~
ing and managing enterprise-wide information syst
ems architecture. Features of ICA that make it dis
tinct from the existing architectures are its use of
two level (logical and physical) IS architecture and
adoption of control as the central mechanism to
manage and support the other information resource
dimensions. By differentiating the logical, business
level architectures {data, process, technology) from
the physical, implementation level architect ures (d
atabase, application, platform), ICA facilitates the
effective management of not only computerized in—

formation resources but also various relat ed busi-
ness resources. By emphasizing the control over
relationships among diverse information resources
over time, ICA addresses the issues of pro viding
dynamic and integrated control of informa tion res
ources. None of the current crop of commercial sy
stems management tools provides such capability.
In the future, ICA framework will be ext ended to
include the intelligent agent services and an ex-
perimental prototype system will be implem ented
to demonstrate the capability and features of ICA
discussed in this paper.
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