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ABSTRACT

In this paper, we present the preimage attacks on step-reduced ARIRANG, HAS-160, and PKC98-Hash. We applied Aoki
and Sasaki’s chunk serach method which they have used in the attack on SHA-O and SHA-1. Our attacks find the preimages
of 35-step ARIRANG, 65-step HAS-160, and 80-step PKC98-Hash. Our results are the best preimage attacks for ARIRANG
and HAS-160, and the first preimage attack for PKC98-Hash faster than exhaustive search.
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(&7 1) 2 si+igteof si{ata

(F 2) Zt slese] ar&sts

ARIR,ANG(M)

! MPadami(M}:

L Ctrle0:

¢ for j=1 to N do
H'<H"&Ctr":
if i = N-1 then Ctr'*'«Pp
else Ctr'"leCtri+1;
H'Compressap (H™, M'):

endfor

return HY:

AS 160(M)
© M'-Paduas(M):
: for i=1 to N do ) )
H'—Compressuas(H™ M):
endfor
return HY:

CompressAm(H‘ MY

. To i Hl

*for j=0 to 79 do

W < WARI(M‘.j)i

. endfor

: for j=0 to 39 do
Ti+1=Stepar (Ty, wa, Wai+1)
if j=19 then Tj+1 < Tj+1®To:
: endfor

D H « Tu®To:

10 return H"

QOOO-QG’:U‘\»&OONH

KCQB-Hash(M)
M <Padpxc(M):
: for i=1 to N do
HiCompresspxc(H?, MY):
endfor
return HY:

U‘!»&CO[\')P-—"‘U cm.s;oomwm QDOO*JO‘.-@»S‘AOJEO!—‘

Compressuas(H™ M)
TD P HH:
¢ for j=0 to 79 do
w; < Wias(M',j):
Ti+1 < Stepuas(Tiwy):
endfor
CH Tso®DTo:
return H:
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¢ for j=0 to 95 do
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endfor
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+ ¢ A DAL 9 Agut Asto] Ay st
At 9149 dxEEe2 e 349 3 Chunk 23l
gLHE= F P8 Wy, Wool disko, 92l kerW;
3} kerWoE & & 9t o] uf, FEH A4
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IV. ARIRANGO L3t HAZH
1. ARIRANGS| EHAjE:

ARIRANG®] A4 &g 328 74t o
bez  FAse]  256u|E dH4zke  EYse
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Stepari(Ty, way, waj+1)

: Parse T to (to,....t7) where [t0]=...=|t7] =32:
bz — G(tyDwy):

P TiL e (oti®2, 42 4Bz b, )
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D Ty o (tO,...,ta,t4,t5eaz,tﬁe})z@%'m@zm)mz;

* return Tj+r:
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2 ZHo]Al adAte] ARS-E A ZH|o]Ad-& T o}
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o] 32719 WAIA Y=L As)x]l FH el W],
Al L5 wo, .., weeol WAL,
AT F e HAANYEE e}, aele
2, 3he] A= 87 Chunk 4 H4% $

slod we{sh=, mo, ... misEFE wo, ..., Wies
e 80x16 ol We 2159 5 ol A
=t

A2 dte] == shEde A WA 2 kAt
HAE = Chunk®s Outer Chunk?}t stz
Z7} ASTE ¥3s= ChunkE Inner Chunk

31zl FAol o] 4753 Jel 2 WA s= Chunk
#-2 Inner Chunk® Outer Chunk® TAH+E
A7t A9 digReld. (2194 AAHE= AR,
Forwardi (3£ 2 CompressARI®] THAl &) o
w7} 7o) FpUAFA-& whalsle A3Ao] 9lrl

1. Inner Chunk”} Feedforward; & =33t
o] B7bsslc},

2. Matching-Check 7t¢] Inner Chunks<}
Outer Chunk® A AAAE stz
Outer Chunk® 3% F%to] Feedfor-
wardrs E33814 340 Erbssic).
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3. Matching-Check 7] Inner Chunks$}
Outer Chunk®] 3¢ ZAAE xgsix,
Outer Chunk?l A4 2] Feedfor-
ward; & EgsHd FHo] ¥rbssicl,

4219 Chunk® 4 Zgz9& ARIRANG-
2569 A28k Az}t 36A7A] 5ot 168 2R&
Wl 163folake] R-E-gaFo] =gl vt oA
A d Feedforward ¥ 448 m#ishd 35247}
A FAe] 7Fsdt AR EAHH e 22 v}
% & Chunk#2 4&F47t @A 24 G4
3674419 35AR 248 dTEEL A=
o]42 < glct. A WA Chunk: 24 4%€ oA
17(8) 4¥H 2 £33}1= Inner Chunke]x & H4)
Chunk® A 248 &4 371%], 28]z &4 23
(¢} Aub)¥e A 36€ EFslE Outer Chunk
ojc}.

A Wl Chunke] “-$=: g8 W5} F H4
Chunkell Wl¢=E 1 Woel )¢ B5F 150)v,
kerWi}t kerWo3 hEdhs dde u, v ohdd
zZ} u = (1,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0)%, v
= (1,0,0, 0,0.0,0,0,0.0.0,0,1,0,0,0 ). us} v}
EHlo] ofER vh-S WAz 16x16 ojxladd
R& o83}

R(mg’,....mi5)" = (mo,....m5)",
Id 7 ’ 7 r
mo &mu = me, my Smyp = myz, Mo = My,
mi = my forj = 2, 3, 4,
my = m;forj =5, .., 11, 13, ..., 15

geb 2 Rel dgd WiR(1,0....0)7 =
W2R(0, 1.0,....0)T = (0,...,0)& &3} a2
=g Rell s gt v AA 2 AE W = WR v
AAEE M = (mo,...mys)T = RMe s,
A WA, ¥ W8 Chunkd FHsl=r 22} my,
mo’e] Hr}.

3. ARIRANGS| 35EH| i&atof st J43H

#14] Chunk %3t FHA= 4L o]-4sp 355
dEFFE P ARIRANG-2569 d2le] &
Sgtel ¥ 2-EF 9AE He dREFE Y
4 Qlh, el S2lelA 4% Hot Felalvkn
7HEt A, dAARE A daElE Arg A

m;'&m;'® my'Emg'®
M3 @mys’ mg'®myo’

" omyemy my'®mg'®

mg'®myo’
s my
my' &My

=X Y HAZ 1Y, T FE Tkl B8
Ag wet A F ol

sjokgie}. whA| 49] 256H1E g1l T @& g
SHA) Adeist MAXYEEE my, . mis' HES
AdsiA Adeste] mAFo g 354 &S
SALAAS 3] 918k BAol AlAREILh T4 o)
AR Y= my gl e} bske g AAksEE A i)
Chunkd A3z T17,L°]37_ olZl3 EgAoR Ty
2RE HARYE me'2tel wel dupekez A4l
+ 5 ¥4 Chunk®] ZA3gE Torolth.

(¥ DA Reledl2 =& Ty 24 F
Wa Chunk®] AXEATETHE o]&38te] Ty 9 &
& % 9jEe] gk Ak 4 9lo) o) whem
5 Anzre] e4ules YR Aagd 4 gl
ARIRANG-2562] 3557 gt&dte] 2aldats
A= e o) o] Aol

1. = 49 25681 E §]Hal Ty 3e AdsiA
Agdeh my', ..., ms' & WHEA A3,

2. mi'9Y 2709 RE s FuHS) daliA
Ts, Ts. ..., Tir, 2 Tir$ Alkeks 2%
A9 (my,Tir1) Ag ol A},

3. mo'9) 2°709) 7t sbsat FRo| djale] TR
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B 9408 Ty, ToE AL, Ty = T8

H223e] 9408 Ty, Tas, ..., Tos, 28T

Tos s A4} 283 o8& e},

(a) Toar®HE (28 1)el wel AAE 640
A dAFRe ko] Holtel aleA] g
o}

(b) zLe]gt gte] elo] el glo H-$-E& my,
my 7ol tsle] e B E 2o dXAS
A =3},

(¢) BF dxsd = w9 M = mo'll
olmps 2R M2 = RIM'S Aitstn
H' = To& ¥& F (H' M»)E Hl o
g Ao ZA FHgI

9le) e oF 23192( = 9%x13.5/35 + 2%«
(15.5+ 4)/35)9] AAMEAEE 27}, o] A
2 A dAre Eash=d] A3d sgo] of 204/9%6
= 9% e $)o] FAL 219% ulEaiw H2 9
AlGAE IS de 5 9lS ALR J[dEd 5= o)
ape}a] o] A8 AREAIEE oF 9223%0)c) Ao
Al A" d2 Arg olgsle] FAEE 9AE o
2E|E A0 AXEAEE 220%0)n)  of 2¥xgs) 9]
328 E = sl vrerl 87}, o},
& wle @ ARIRANG-5129] 3554 shaghso
tate] FAEE G dwe] s Ay 2%0%e A
ArEArE 9l 984xg 64| E 9= vmelE RT3}

V. HAS-1600i CHat ojArZ
1. HAS-1602] oHA|gt

HAS-1609] AIg4+= SHA-0, SHA-19 27
s a9 fAksith. ® 48 HAS-1609) 2AESE
7lesta glrh. dAETY] &Y e Tie 160
H|Eo]ny, o]71& A3 ¢4k 4] 5719 32HE £
=R 3. 34 Fe vAds $-234e)q, 20%
Avtcl A 744 4 F shdE aAsEd, fele 3
AL F-EPe] AAS ol 4slx] ok Eanpragx
o ggeleg Fol oidk A ksl d) o
A 2ol £ 51, s2% 34 Aol A
"}, k= 2 Ak ALEE Abgeolr,

2. Chunk & % =gfI=

HAS-1609] 53 51202 wAA &5

(£ 4) HAS-1608] ctAEs

StepHAS(T;, ws)

1: Parse T to (to.....ts) where |to| =...={ts]=32;
20t — ta+to™ +F (1 to,ta) +wi ki

30 Tje1 < (to.t ™2 b2, ta, ta) ™™

4: return Tjrt

lehton] AR AAESE AR EES 320 E
2 16583k WAXYE mo, ..., misE A3}
T o)Az HAAAAZ FHpel osle] A
ol Ao Z wy, ... wrg AMdEd e
HAS-1609] #IAA2AZE 45 mo, ..., mis2F
B wo. ..., wioE A3k 80x16 o)Ald W 3
Ghi=

$2]9] Chunk® 74 =238 HAS-160°]
4435 A3}, Chunk #& 74% 4 ole A @A
$E 658 o= HAM=QY WAE P £
Chunk*#-& =4 0, ..., 642 TAE 65%A =
g8 FAsked o449 4 gtk 3 WA Chunk
= 4 16, ..., 36% X3sh= Inner Chunke]a
5 W5 Chunks 4 0, ..., 15, z8]3 <A 44,
..., 64% 233k Outer Chunkelt},

3 WA Chunkell W-¢=e 8 Wist 5 wig
Chunkel @& 84 Wpo| 99 BF 1509,
kerWi kerWe g st due u, ve ok
2} u = (1,0,0.0,0.0,0,0,0,0,1,0,0,0,0,0)", v
= (0,0,0.0, 0.0,0.0.0,0.0,0.1,0,1,0 )". us} vz}
Egolmg $el& udt vel vt A A4 Chunk9
FHHYEE me = muE, 7 HA Chunk?d| F3Y
=5 mp = mp2E AT 5 9k

3. HAS-1602] 65EH| t=at=e0il Chst HaZH

#19] Chunk 4% FHH = 245 o434 6554
g3 FAsls HAS-1602 <99 ai+gkel
gk ks e d3E S FAY 5 ot dl4ld
H'Y7} Foigivks 7bgsial. $4, JAleare e
duE)E Avg Aok,

Tari}h TeZkel] A& Azshy] $sh,
mi2(=mig) ¥ 15-0 WA vEEE a4z} (2
o 2)elAd o] FH& e bl Ty
miz(=mg) 2 ZAH v|Ee st} Ty 7} £
£Z Y=o 15-0MA vEE Ak}, z#d o]
@3 Tl 7P 9% =g 15-0A w2g) odx
eAE Az 4 ok
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#3525 : 37
| Ta | Ta ]
E
3 M3z
o 25 f k37
%) mg
o @5 ! k;?
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£ My
v 28 kz?

I Tas

(28 2] HAS-1602] 65‘*7ﬁ BZof AFREI... HEe
XY A3 J1Y. Ta7, TaaRE A2 TR
A2 Mg wa} Albt & v|m,

HAS-1609] 655 SHaatel olxeie e
4Lt 2o] He e,

1. &4 169 1608 E ¥ T @& dsds}
A Ad@c} mo, mi, miz, ..., misE A9
T AR 5L A st 1A%
k. mie(=me)® 15-0W5 ¥|EEE s}

A Aested zA g, mp?t mise AR
& UFA 7S AR

2. mia(= mig)®] 4] 168 20 gk 2709 =
T 7Hed FRAE WA T, o, Tard
ARSI 21709] (myo, Tar) %8 Bllo] el A
i

3. mo(= mio)?] 2%2H) 2t 715e Fxol dish
o T 224 E dEoE Tis, ... Tod A}
i, Tos = To®H CZHE AE2Z Teg, ...,
Tud AARsta o8 F38c),

(a) (2 2)¢} ol TuRFE mpd 24"

H|EE-S o]&sle] T419] /M4 2828 ¢
9] 319] 16vlEE Alksla, dolde] A3
F (mp,Ter) ¥ 247 dAsh= gkl 9l
=4 #qlght,

(b) <k 2%702] o) (a)9] A=ad T3¢ Ao
2 7], o] Ee tiste] Yz i
o] dAAE A=yl

() =5 dxspd 2 W] MY = moll... |
mi5, HY! = To2 ¥& 3 HV MY)E
HYl oig oatojate s 243t}

el g of 27 H(= 21°x21/65 + 27x(3T+
1.5)/65 + 2°x(4+1.5)/65)9] AAEAEE &
gtk o] Ao LAldAle EYsled AT 2
o] o 2%8/21%0 = oMlo|mz 91| siAl g 212 wh
B3 109 SAdg S1dE 4 ok debA A
o) AEAEE 2MMe)mg Ay¢) AXEAIEE
2120} o] FA o= 2'¥x67) 32M]E Y=o 3)
Fate lrer}l 875

VI. PKC98-Hash0il L&t HAT
1. PKC98-Hashel EHgis:

£ 5% PKC98-Hash® @A%sE 71438tz 9l
o}, A 315 Wl Tie 1608 =0]9, o]
AL g it Al 5719] 328 $j=2 Ray
o}, 3 Fe ulAdy $-g3<polt}, PKC98-Hash
o] gARE H&PE AYH MD4 =4 84
FFEFHe 2, T) A4S gJHute} 320 ES &
Hale g 2o vk e 249 R A
7R &4 F shhz mAgdh $99 34 &%
Fo] AL o] 4dA gz HHwtagAT F4ein
2, Fol digt Adw-& Akl g},

Z2eold 4 s WARHA=g e det v
gkeleh. o171 < pot Rell ojste] Aojgirt, WA,
i pe ohEt 2o Aef¥c)

Stepprc (T, wj)

1: Parse Tj to (to,...,t4) where |tol=...=]|ts] =32:
20ty « F(Ty) +wy+ks:

3 Tyer — 009 6,5 t, 1, £

4: return Tj+1

(# B) PKCY8-Hashel Azt
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(£ 6) Bt pol AERE

x (01|23 |4]|5[6|7]|8;9(10|11

p(x){ 4 (21|17 1 |23|18(12|/10| 5 (16| 8| O

x [12(13|14(15|16|17(18|19|20}21 |22]|23

n(x)] 20| 3 |22 6 [11(19(15| 2| 7 |14| 9 |13

g4 pell Wislel, P4 R 24 ARk} p°, o2 p,
1d2 AYH} sG)= s() = WR( mod 240 mod 32
24 A=}

2. Chunk # 4 F8I9|=

PKC98-Hash® $t5¢4= 5120 E WAIA &5
+ e, wARIAAESS VAR EES 320 E
2 1652351 HAXAE mo, ..., misE AA
g F, o] 16709 wlAX =2 RE 8719 wAXY
E mis, ..., Mg F7F2 AAZ) o] o, XOR ¥
2ol <date] Alg-ER]9t Zeo]AdE Chunk®
A o}l kg vz horn R e}, o
w o] 24709 AR N =B Aal o) g3
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2] Chunk* 74 Z=38 PKC98-Hash
o H4<3t A3}, Chunk #& 7AZ 4 ove
A = 8031 AL $AEc) $er) 2 s
£2 Chunk#®2 94 0, ..., 798 74 8054
E5TE FAsed o842 4 sink A HA
Chunke @A 15, ..., 44% %3sl= Inner
Chunke]3 & #HA Chunke 94 0, ..., 14, 2
22 w4 54, ..., 795 E¥3l= Outer Chunke]
t},

A WA Chunkel d$=e 4 Widt F A
Chunkel S5 B8 Wyo f]5= BF 150]d,
kerWi3} kerWyE sl dwe u, v ohes
2} u = (0,0,0,0.0,0,0.0,0,1,0,0,0,0,1,0)", v
= (0,0,0,0.0.0,0,0,0,0,0,0,0,0,0,1)". u}ea, A
W4 Chunk® FHYEE mis2, F W4 Chunk
o] FHYEE my = muE AAL 9l

3. PKC98-Hash®] 80T RI&E-0ll S Az

© 919 Chunk 45} SUHNE 44 o83k 80w

G&F4 FAEE PKCI8-Hashe 9299 a4
el tigk GAe A daeEe AT 4 9ok
A4z HYo) Fzkz 7 ebal, 4, Atgdate
Ae daEF Arg Aokl

Tas®} TsaZbe] F-H-AAAY-& A=A} S} &)
45, 46, 474 =RHeA4E 77 s(45)=0,
s(46)=10, s(47) =122 2AA A}, s(45)=
wo2®] 381 BRI Ee] 93] AR we = wigolE
2wt FHYAEY FE U] =) wol=wid)
o wis9] 3¢ 1681 EE zAAGE, (2 3)A
o} 7o) Zbzt Tys9t Tas2HE] FHH=S mAH v
EES o]4sle] Tyl Al WA H=9 3191 16¥E
5 SA R AAtste] via¥ 4 gl o] o, =A
474142 A= R E 1] g F A
7FsAd-& aefslo} et

PKC98-Hash®] 8024 4539 <JAatg4-&

‘ r 3
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kag é E N

/
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mys | f |

2 s(52
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o 58

Tsa

(28 3) PKCY98-Hashel 80¢tA| B0l AlRE & sg
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& ARSI, Ty = ToBH 224 H Heom
Tr, ..., Tss® ARSI V58 p8ah},
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dA sk Zo] sler] Falgk
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