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ABSTRACT

Recently, famous online shopping websites were hit by hacking attack, and many users’ personal information such as ID,
password, account number, personal number, credit card number etc. were compromised. Hackers are continuing to attack online
shopping websites, and the number of victims of these hacking is increasing. Especially, the exposure of credit card numbers is
dangerous, because hackers maliciously use disclosed card numbers to gain money. In 2007 Financial Cryptography Conference,
Ian Molly et al. firstly proposed dynamic card number generator, but it doesn’t meet reuse resistant. In this paper, we analyzed
security weaknesses of lan Molly’s scheme, and we proposed a new one-time virtual card number generator using a mobile
device which meets security requirements of one-time virtual card numbers. Then, we propose one-time credit card number
generation and transaction protocol using Integrated Authentication Center for user convenience and security enhancement.
Keywords: One Time Password, Virtual card generation, One-way hash function
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