Journal of Institute of Control, Robotics and Systems (2010) 16(8): 816-822

DOI 10.5302/J.ICR0OS.2010.16.8.816  ISSN 1976-5622

2M AdofAMe HA5X™ ECN2 0|28 TCP A s 7iM Hi

Improving TCP Performance for Wireless Networks
Based on Successive ECN
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Abstract: In this paper, we propose an algorithm to improve TCP performance over wireless links. TCP is known to have poor
performance over wireless links because TCP has no mechanism to differentiate congestion loss from wireless loss, and treats all
losses as congestive. We present a simple method to determine the cause of packet loss using the successive ECN. In addition, we
present an algorithm to control the congestion window size based on the estimated queue state in order to guarantee the fairness and

high link utilization.
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L. INTRODUCTION

TCP (Transmission Control Protocol) is designed for the wired
networks where the channel error rates are very low and
congestion is the primary cause of packet loss. TCP assumes that
every packet loss is an indication of the network congestion and
reduces the transmission rate. However, when a wireless link
forms a part of a network, the packet losses due to the wireless
link error are often more significant than the ones due to the
congestion. Since TCP has no mechanism to differentiate these
losses from congestion, it treats all losses as congestive by
reducing its transmission rate, and therefore TCP shows greatly
degraded performance over wireless networks.

Many algorithms to improve wireless TCP performance have
been proposed [1-16]. In [1,2], the source is informed of the
reason for a packet loss explicitly. The protocols in [3-8] decide
whether packet losses are likely to be due to congestion or
wireless link errors using the network information. The protocols
proposed in [9-11] eliminate the packet loss due to the buffer
overflows, so the source only sees the wireless losses. The
algorithms in [12,13] estimate the packet rate of the connection by
monitoring ACK reception rate. In [14-16], they develop a variant
of RCP (Rate Control Protocol) under the max-min criterion and
a -fairness. In [15,16], they study the local stability of RCP for a
single resource with a large or small buffer. However, there is far
less result on methods for wireless TCP to provide fair sharing of
the bandwidth and high link utilization. In this paper, we propose
an algorithm to identify losses due to congestion and those due to
noise on a wireless link based on successive ECN (Explicit
Congestion Notification), and propose a congestion window
control algorithm to guarantee fair sharing of the bandwidth
among active connections.

II. PROPOSED ALGORITHM
1. Preliminaries
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In our proposal, we assume that ECN is implemented in the
network and we consider a TCP network with a single bottleneck
link. Let M be the number of active connections routed through
the bottleneck link and let 7, be a RTT (Round Trip Time) of

connection i. In addition, 7, and 7, are the forward

y
/backward delay of connection i. The capacity of outgoing
bottleneck link is denoted by C [packet/s].

Assume that there exists a positive integer A, (1<i< M)

proportional to 7, such that
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with 7, <7, <---<7,_, <7, where 7_ isaconstant.

For a ECN router, we propose that the router marks the packet
with the following probability p, where p is a function of the
queue length:

q(n) .
max - i n) < max
pn =" max, 1A
1 else

where ¢q(n) is the queue length of the bottleneck link at time 7,

max , is the maximum packet marking probability, and max

th
is the maximum threshold of the queue length.

Since one-bit congestion indication by the ECN message is
insufficient to judge the network state properly, we use a number
of ECN messages to estimate the packet marking probability and
the queue state of the bottleneck link. That is, sending host i

counts the number of received ECN-Echo messages, N,, in N
number of the ACK packets during [n,7+1). Then we define
e(n)=N,/N. Consider the wired networks where the

transmission errors are negligible. Then from the fact the ECN
algorithm marks the incoming packet proportionally to the
window size of each connection [18], the overall ratio of N, and N
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is equal to the probability that the ECN algorithm randomly marks

the packet. Then without loosing much generality, we show
g(n)=p(n—d,) @

where d, =7,/1,.

2. Differentiation of congestion and wireless loss

Out-of-sequence packets are the indication of the packet losses
caused by the congestion or the wireless link error. Then the
receiver sends the duplicate acknowledgment to the sending host
irrespective of the cause of packet loss. When the third duplicate
ACK (acknowledgment) arrives, the sending host should
determine the cause of the packet loss and execute the proper
action based on the result. The proposed method to determine the
cause of packet losses consists of two steps: estimation of ECN
marking for the lost packet and detection of the cause of packet
loss.

First, we describe the method to estimate whether the lost
packet was marked by ECN or not. From the result in [4],
congestion neither happens nor disappears suddenly and
congestion losses are normally preceded and followed by marked
packets. Based on this result, we define the set of adjacent ACKs
of ACK k, ACK), asfollows:

ACK) ={ACK , ,,ACK, ,, ACK, ,}

where ACK; is the ACK of ith packet. When a sending host
receives the third duplicate ACK, it checks whether any ACK in
the adjacent ACKs is an ECN-Echo. Then,
¢ if any ACK in the set of adjacent ACKs contains an ECN-
Echo, we estimate that the lost packet corresponding to the
duplicate ACK was marked by ECN
¢ otherwise, when the set of adjacent ACKs contain no ECN-
Echo, we estimate that the lost packet corresponding to the
duplicate ACK was not marked by ECN.
Second, the sending host calculates e; (77) with consideration of the
estimated ECN-Echo from the first step. Then the cause of the
loss is classified as
* if ¢(n)2max,, then the duplicate ACK is caused by a

congestion loss.

* otherwise, the duplicate ACK is caused by a wireless loss.

Fig. 1 shows the error rate in determining the cause of packet
losses. The proposed algorithm makes the right estimation in most
cases, but it makes mistake when the wireless packet error rate is
very high. Therefore, when the wireless packet error rate lies in
the acceptable range (0-10%), we can say that (2) is also satisfied
in the wireless network. Then from (1)-(2), ¢ >max, implies

g > max,, and so, we can estimate the queue state.

3. Congestion window control

When the duplicate ACK is caused by a congestion loss, the
sending host triggers its congestion control mechanism by halving
its congestion window. However, this AIMD (Additive Increase/
Multiplicative Decrease) algorithm leads to the significantly
degraded throughput and it does not guarantee the fair bandwidth
sharing among connections. In this section, we propose a
congestion window control algorithm to guarantee the fair sharing
of the available bandwidth and high link utilization in TCP over
wireless link networks. We assume that a sending host updates its
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Fig. 1. Differentiation error rate.

congestion window size every its RTT (Round-Trip Time). Let
w; denote the congestion window size of the sending host i.
Then we introduce the following congestion window control
algorithm:

W, < [a(max ,—e)]" - RTT, 3)

i

where « is a control gain to be chosen, RT7, is the round-trip
time of connection i and []" =max(0,"). When max ,5e,

it means that the queue length of bottleneck link exceeds max,,,

and so the sending host sets the congestion window size to zero.
In contrast when max, >e, the sending host adapts the

congestion window size in proportional to (max,,— ¢q).

III. ANALYSIS
1. Network modeling
We assume that the waiting time of a packet at the router is
negligible in comparison with the round-trip propagation time.
Then the system can be represented by a discrete-time model
where 7, isthe duration of a normalized time slot [17].

Let w,(n) denote the congestion window size of the sending
host i at time n. From the assumption that the sending host
updates its congestion window size every 7;,, (3) can be

rewritten as follows:

[a(max,—e,(n)] -7, if ((n+1)modA;)=0
w;(n) else

w,(n+1)= {
Q)

Let p,(n) denote the stationary process of packet loss ratio at
time n on the wireless link. Then, the dynamics of the
bottleneck queue is described by the following difference
equation:

L w(n+l-dy)

g(n+1)= {q(n) +(Z

i=l i

-C- Pg(n))]fs} ®)

Originally, the window-based congestion control mechanism
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allows the sending host to send w, per its RTT. Since each

sender updates the window size independently every its RTT, it is
difficult to analyze the asymptotic stability in the heterogeneous
network. For the analysis, we approximate the network model
based on the sense of average. Specifically, we assume that
connection i sends w,/A; on the average and updates the
window size every normalized time slot. Thus, the window

dynamics of (4) and queue dynamics of (5) are rewritten by the
following equations.

W (n+1) = [a(max ,—e,(n)]" 7, ©)

M +

q(n+1):[q(n)+Zﬁ/,.(n+1—dl.f)—C(l—pe(n))TSi| @)
i=l1

We consider that the wireless packet error rate lies in the

acceptable range. Substituting (2) and (6) to (7), we derive the

closed-loop dynamics for the network model:

gn+1)=
max , & " ®
4+ oty (max,,— g(n - A)r, ~ (1 p, (M),
max,, 4
Let
x(ny = 22 ©
q(‘

and k =¢,/¢,k,=¢,/¢, where &,=amax, 7z /max,, & =
Cr,/q,, €=min(g,s,), and ¢q, is the total queue capacity.

Then (8) is rewritten as:
x(n+1) = x(n) + e®(x(n), x(n-1),---,x(n - D), p,(n)) (10)
where

D(x(n), x(n=1),+,x(n=D), p (1))

={hiﬂwrﬂﬂ—qu+hﬂ—ﬂmi
i-1 q

and D= mcg/x(Ai).

Since g, >>1 without loosing much generality, we assume

that £ <<1 Note that since @ can take arbitrarily large values
but with negligibly small probabilities, (10) represents a slow-in-
the-average Markov walk process [21-23]. Let y(n) denote the
averaged value of x(n). Applying the asymptotic theory for such
processes [21-23], we obtain the following asymptotic
approximation:

max th

ym+n=ymyﬂ{h§(ym—Aa— j+@ﬂ—pJJﬂD

where p, =E[p,(n)].
2. Steady state and asymptotic stability

Let g, and w, denote the steady state solution of ¢(n)
and W,(n). Note that in the neighborhood of the steady state, we
ignore the saturation nonlinearity. Thus from (6)-(9) and (11), if
max,, > C(1- p,) -max

/(@M -max ), the steady states are

obtained from

g, = max,,— C(l — pk) max,, (12)
aM  max,
. Cr
w,.=—2(1-p, 13
Oy a-p.) (13)

Note that ¢, cannot be greater than max, and can be
stabilized at a certain value smaller than max,. Since W, is

the steady state solution of (6), which represents the approximated
window dynamic at every normalized time slot, we obtain the
congestion window size of connection i at every RITT by

multiplying A, to (13). That is w, =Cr,(1-p,)/M for all
i. Then the transmission rate 4, of connection i at the steady
state is the same as C(1-p,)/M. Consequently, the

transmission rates of all the connections routed through the same
bottleneck link are same as C(l1-p,)/M and this result

guarantees the fair sharing of the bandwidth among the
connections. Therefore, the fairness index [25] equals to the value
of 1. Here, the average link capacity is C(1— p,). Therefore, if

max, is chosen such that max, >C(l- p,) -max,/(aM -
max ), the system guarantees the fair sharing of the bottleneck

link bandwidth and high link utilization.
Now we investigate the asymptotic stability of the steady state

shown in (12). Let y(n)=y(n)-y, where y =g, /q,..
Then

yn+D)=y(m)-¢,>.1,3(n-d) (14)

d=0

Let Y(n) be the state vector with respect to the queue dynamics
of the bottleneck link that is represented by

Y(m)=[y(n) y(n-1),y(n-D)J

Then, (14) can be written by the following state equation

Y(n+1)= AY(n) 15)
where
1*6({150 *Eail 76,_150_1 76&£D
1 0 .- 0 0
A =
0 0 - 1 0

For the bottleneck link, the characteristic polynomial of A of (15)
is obtained as follows:

D
P(z)=z""-z"+ EUZldsz"l (16)
a0

From [24], P(z) has all zeros within the unit circle and then, the
steady state is asymptotically stable if the control gain o
satisfies the following relation:

2 max
O<a<—

2 sin( T ) a7)
M max -7, 4D +2
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Accordingly, all eigenvalues of A are located within the unit circle.

Therefore, for the overall system, the steady state is
asymptotically stable. Finally, from the conditions of the high
utilization and of the stability, we conclude that if the control gain
a satisfies the following relation, the system guarantees the high
utilization and stability.

c-p) _
M -max,

<2 _max,, sin( T j (18)
M max -7, 4D +2

3. Steady state with high packet error rate

In this section, we investigate the steady state behavior when
the packet error rate is high and the mistake rate is not zero. We
define Q, E, Eg and T as

* Q : the number of ACKs with ECN-echo measured during

RIT

¢ E : the number of the lost packets during RTT

¢ Eg : the number of the lost packets which was ECN marked

¢ T : the number of the packets transmitted during RTT

We denote the packet marking probability at the steady state as
p. From the ECN marking estimation in Section 2.2, we show

p,=1-(~-p) where p, is the probability that the lost

packet is estimated to be ECN marked. Then we can express ¢; at
the steady state as

, _Q+E-(1-(1-p))
s T
_O+E+E-(1-(-p))-E,
T

19)
=p+0d
where
s EU-(-p")-E,
T
Since 0<E,<E, we can determine the range of J, ie.,
|0I<E/T.

When the packet error rate is high, the mistake rate is not zero
and so there is a deviation from e, in(2)as J. Because of this
deviation, we cannot determine the exact level of the steady states
of the window size and the queue length, but only the range of
theirs. From (6)-(7) and (19), we obtain the ranges of g, and W,

as
I'-d<q,<T'+¢
Cz E . _Cr E (20)
s(1-p,)-—ar, <W, <—=(1-p)+—ar
M( PL)TS s M(pe)Tx
where
F:maxm—M%, _ Emax,
aM  max, T max,

Similarly with Section 3.2, we obtain the range of the steady state
of the congestion window size of connection i at every RTT by
multiplying A, to (20):

Cr,
M

E Cr. E
l1-p)——ar, <w,_<—L(1- +—ar, 21
(1-p.) 7O =W M( p.) 7% @D

a4

or

D Ea - s 81

©

The steady state of the transmission rate 4, of connection iis

equal to the congestion window size divided by its round-trip time
(w,, / RTT;). We have

C E C E
—(-p)-—a<i <—(0-p)+—a 22
M( p.) pe M( p.) T (22)

From (22), we can see that as the packet error rate is larger, the
transmission rate varies largely. However, the transmission rates
of all the connections are converged to the same range, and we
can conclude that the proposed algorithm guarantees the fair
sharing even with high packet error rate.

IV. SIMULATION RESULTS

In this section, we describe simulation results of the proposed
algorithm. We compare our proposed algorithm with TCP Veno
[5] and RCP [14]. Let's consider a simplified network model
shown in Fig. 2. In the network model, there are two routers
connected through wireless bottleneck link and the wired network
is a LAN speed network. We use the following network
parameters: The wireless link capacity C is 1500 [packet/s],
max, is1,and max, is 100 packets.

The number of TCP connection M is 3 and the minimum RTT,
7,, of each TCP connection is 10, 20, and 30ms respectively. The

packet size is 512 bytes and we choose « =600 according to

(18).
Fig. 3 shows the results of TCP Veno [5] in terms of the
window size, queue length, throughput, and link utilization for a

TCP TcP
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l TcP TcP
Sender 2 R1 R2 Receiver 2
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Fig. 2. Network model.
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wireless BER (Bit Error Rate) of 1x107°, which corresponds to

the PER (Packet Error Rate) of 4%. As shown in Fig. 3, there is an
excessive oscillation in the window size and queue length, though
this algorithm employs the modified Reno that reduces the
sending rate less aggressively when random loss is detected. In
addition, the fair sharing of the bandwidth and the high link
utilization are not achieved for a considerable period.

Fig. 4 shows the results of RCP [14]. As shown in Fig. 4, the
link is fully utilized but TCP 1 occupies most of the link capacity.
Therefore the fair sharing of bandwidth is not achieved among
TCP connections. Moreover, the queue length is smaller than

max, but fluctuates rapidly.

th

Fig. 5 shows the results of the proposed algorithm. In Fig. 5(a),
the congestion window size controlled by the proposed algorithm
shows a superior behavior, i.e., the convergence speed is much
faster and there’s no excessive oscillation. In addition, the window
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Fig. 4. RCP[14]: (a) Congestion window size (b) Queue Length (c)
Throughput (d) Link utilization.
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Fig. 5. Proposed algorithm: (a) Congestion window size (b) Queue
length (c) Throughput (d) Link utilization.

size of the connection with larger RTT is larger than that of
connection with smaller RTT. This is due to the proper adaptation
of the window size in order to obtain fair bandwidth allocation. As
shown in Fig. 5(b), the queue length converges around the steady
state smaller than max,. The throughput has been converged to
the fair share and the high link utilization is achieved.

To show the fairness in the throughput, we measure the fairness
index [25], I(n), of the throughput of all connections, which is
given by

S 4’
I(n)= ':1‘17
MZ ﬂiz (n)

The value of this index is between 0 and 1. If the throughput of
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each connection is exactly the same each other, this index will be
the value of 1. The smaller the index, the larger the unfairness in
throughput. Fig. 6 shows the fairness index. Compared with RCP,
the fairness index of TCP Veno and that of the proposed algorithm
tend to converge to 1, but TCP Veno has the smaller index.

Fig. 7 shows the throughput averaged during 10 second of TCP
Veno, RCP, and the proposed algorithm for bit error rate ranging
from 1x107 to 5x107".
when the bit error rate is small, but as the bit error rate increases,
its performance degrades more quickly than that of the proposed
algorithm. The results of RCP shows the similar behavior with
TCP Veno but RCP does not achieve the fairness in terms of

TCP Veno performs reasonably well

throughput among TCP connections. However, we find that the
proposed algorithm guarantees the fair sharing of the bandwidth
for a wide range of bit error rate.

In Fig. 8, we illustrate the performance for the proposed
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algorithm with high wireless packet loss rate (PER=20%). This
figure shows a considerable oscillatory behavior because the
mistake rate is not negligible for high PER. However, the queue
length still lies around a value smaller than max,, .

Fig. 9 shows the approximate results of the proposed algorithm
for the high wireless packet loss rate in terms of (20)-(22), i.e., the
derived the range of the window, queue and throughput.
Compared with the results of Fig. 8, we observe that the behaviors
of the proposed algorithm are almost the same as the approximate
behaviors.

V. CONCLUSIONS
In this paper, we suggest a new algorithm to determine the
cause of packet losses using the ratio of the number of ECN-Echo
to ACK. In addition, based on that information, the window-based
congestion control algorithm is proposed. We observe significant
improvements in the performance over TCP wireless networks in
our proposed algorithm.
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