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Improved Access Control using Context-Aware Security Service

Seokhwan Yang', Mokdong Chung"

ABSTRACT

As the ubiquitous technology has penetrated into almost every aspect of modern life, the research
of the security technology to solve the weakness of security in the ubiquitous environment is received
much attention. Because, however, today's security systems are usually based on the fixed rules, many
security systems can not handle diverse situations in the ubiquitous environment appropriately. Although
many existing researches on context aware security service are based on ACL (Access Control List)
or RBAC (Role Based Access Control), they have an overhead in the management of security policy
and can not manipulate unexpected situations. Therefore, in this paper, we propose a context-aware
security service providing multiple authentications and authorization from a security level which is de-
cided dynamically in a context-aware environment using FCM (Fuzzy C-Means) clustering algorithm
and Fuzzy Decision Tree. We show proposed model can solve typical conflict problems of RBAC system
due to the fixed rules and improve overhead problem in the security policy management. We expect
to apply the proposed model to the various applications using contextual information of the user such
as healthcare system, rescue systems, and so on.
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