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Abstract Recently, there have been many research
efforts on privacy-preserving data mining., In privacy—
preserving data mining, accuracy preservation of mining
results is as important as privacy preservation. Random
perturbation privacy-preserving data mining technique is
known to well preserve privacy. However, it has a
problem that it destroys distance orders among time-
series. In this paper, we propose a notion of the noise
averaging effect of piecewise aggregate approximation
(PAA), which can be preserved the clustering accuracy
as high as possible in time-series data clustering. Based
on the noise averaging effect, we define the PAA dis-
tance in computing distance, And, we show that our PAA
distance can alleviate the problem of destroying distance
orders in random perturbing time series.

Key words : Time-series data, privacy preserving,

clustering

1T.ME

A2, AFEIL Ashs HolE %] Frkem 1 &
7 chgaldel we A Holee] ZejolmAl nE
o BE EA7 EHD gt ZejolwA BEE ol
Al B ARE 57 2 DAY Zoln, AR A
Zol Qo) dAsle] BAY BAoT ol =
oulA BT EAE B HolEHE gaes s )
ole] mlolde] dF FobME g AT} %ol
ASTH1-0] tlolE] ool el ZatolmAl BE B

AR =Fo] golx e AYE rlold ABRE 4
Aojtt, B ERdAE o] F AAE vy £
7Nt 2 AY dloje wE 7P oEC
TAAE HA AL dolg T FJHEAA ALE
4 ZA-S(white noise)?] H4& 4% F, ko]
HE3 AEE AAY oz HEFE WA Fe
9] Ho] 0o]7] W&o xel=E Fo] 0] 7R
EA40) Z¥te Euh BE AA AP (Piecewise
Aggregation Approximation: PAA)S AAIE EAd
A F2 AR AR A JHeER AALEE 2 A
9] FoE Ve & O ke tiE BEHE ALsi
TAEe] AAEE AAEY AAEE HEACH4] 2
wRdAT oS Wy Fgo §AL I E Zelo]
HAl B3d ANAEEY A ALl PAAE F &3k
&, ZE2HYE Y3 AHEY AYE A W JE
2] 4o Wi Az ALt gl dEZEY] oo 37
o thak Agl AN FHITE o] AEE B =74
£ PAA AZ(PAA distance)E A sl
Fo 2 B =M F82Hy AYEE vms)
7] sk Agl-4=M(distance-order)d] 7NFdE& AT

rir



ANAE wolele] ZaloluiA B Fe A o]z P& 5T 357

5l AZ-EA4 22 Z=c 48 doHAN AA=
o FdE &7t ZetolHA] BEF olFdx fAHE
AZ2H, ol AMSSte FE2E Y JFEE AT
F Aot pA"e R 71E9 A Heoly wg J)Ed
AE ZIE o83 kel oz A I
PAA A& FHE&3l9 PAA Axle] 484& FAgc

2. BHE 47

Agrawal¥® Srikant[1], Lindell®} Pinkas[2]el] <]3)
oolE wlolde] ZEle]lHAl B3I EAZF Aoz A
¢tdl &, tlolg| vlo|d HolflME ZEEolHA BE
77 %ol Al=Ea ok HE7kA] AYE vlofE vlo)
JolAe ZElelHAl BE AFe AA F Bl 1
g 4 vk R AT doly maEs AR Ty
Al BE 71HojtH37]. o] 71 7 Al FRE B
337 s 4 solEdl oo G FrHrandomi-
zation)[3], ¥E dlo]Ee] <] (distortion)[6] T A
g P& 9% F vlo]ds S Yotk o]
g 7129 dolg nd 7Ee ¥y s AEE
F e FAe] oy, AR dojgrt s =&
o] B AR (regression)olt ol BB F¥Kwavelet-
based) EEIHS AAFL AXE UEFH FAR wlolH
7 592 F it @] A7 olHS dRE B
¢el7] 3] dolER HFE AR J1He]l IFEHA
o o] 71Ye ko= HolElE AT dolER |
L A3 JPHeE UHER A4S AXE AR
HolElZ Bglo] HZA) Yv 7HE ZelolwlA] BE V)
Holtl{7]. & ¥dle SMC 7IHE ALE3 =ZdowA
BE 71HoIt}H2,80] ©] SMC 7L wloldg $8%
to]EEo] BitEo] Ql& uf AMgSe ZalolwA] B
3 71gelty €A, iEe] gl 4 FEEZ vlo)y
< FP3 £, 1 FAHNE 98 REY T8 3F
APlEZ A3, o] HAo] gF53 JYe] AHeE F
Uk gLoz, HE AlolEx z} REAAM A$sH =
T BAHAE FASS HF vlo|d AHE =&EFTL oY
& SMC 7% HolE HF A FFA AR
3 HolErt &2 & ks DAl Atk

. &20l= "HEs 51

3.1 =0|= BES

AP dlojy @ JiY F dEHQ) WP A4
(randomization)2 TY EX(uniform distribution)}
7}-A19t E¥(Gaussian distribution)& 7Rtez AA
g A9 ge A& dlojEd FUlste] vloldg 43
gk ol AYS e ZElelHAE & B3}
o] HFAHE RAA K3vke el UTHOL

5, @Y APIA AHgEE WA gee meolmA
239 A7} A B4 Adeld B W, 2] F
A gt Je, A9 7Me & AT AY-¢
A7t 2 BEEA @) el SdsEP) 3RS
2487 oY B3, ZejolwA XEE 95 AR A
AGel =ol2E ol HESE VT © Wojzs,
2 ERAAE o] BAE AAsy] N3 xol= BE3
e ALV B S AgRE WA g
o) BFEE 00)7] g o)F wolzEe] YAE 00 7}
ZA B G, o)z BEshe ZefolwA BE B

F2ERE A 1, AEF A2 A A AT W

Aol 2 A9 AA e B N AY ANE +HEA
olz9 el 09 ke o2 BES 2 AdlEe
Agelet F B =FAAM Adste =olz FES) A
£ zdlonjA 235 FHAEHYE I o, AlAE
o] B 7 AA9 Hidl o] A AL SH3WE F
H2eg Py} PgE Aojete Ao r|wgich

2 =FdAE PAAY ol BHFEE IE AT
. PAAE AAGEANNAN F2 AMgse AXLAg
ZlMeg Agto]l aslm Aol Ttz LA
Sith. PAATE o7t nl AlAIY X(={XI[1], -, X[nl})
E oL A (T Zo] HIgtH4l

n,
bt

HUEE A SR

2l—1+1

j=
F
where f is the number of averages. (1)
A D& AMEElY ZglolyA]l BIE  AAIE

Xp(={X"1], -, X"[n]h) =3 HEF £ 9ok A (D)
ofixsl o), PAAYE 7+ Fo=2RE TS AN
o} o}d PAAE F92HHELE A% A ALS T o
ALS-EPE wolRe] gEol 008 HEIJHE ko=
£3 EFE d& F A ol &, B =FdMEe
=akelHA] Ba® F AAE Atole] PAA AFE B
T o] Aot

A9 1. =FlelWA BEd F AAE X YP7)
Zo|AE W], & Al0)8 PAA AT(PAA distance)BHL
Aesln, PDX”, Y= U8 4& B3 7k
PD(x?, v?)=D(x7 , ¥* )= \/ﬁ (x* 13, 7* [9))

i=1
(2)

e A AR Al e 19 PAA AIE AL
oz, AY wHoly RPN rlojd A FEF
AL AFERA Eile EAE 2T = Utk

E =FoAs EollA] BE wrold VYoM &
o &3k vleld A3E dr] 9% WS A
Aok =, 71EY ZdolwA] BE uloly S A§




358 AERASE =FA: HAFB 24 2 98 A 16 9 A 3 2(20103)

& 2B AFs} B = M AUT NEE HE
g wlojelolA d Fe2E Adte) W wwrt F

g

WA BEE doled s Z FeiHPEE 5P
* 1 A9s Y duste Rtk 2t o WHe
A7) SsiME, A7kl Bo] 2ERFE 9 2EH
Y-S oy zglelwAl BE 7Y 2 o8 o)y I
& zizbel ojs) wiW FYsof e o g ulEdh
olo) Wi, B =EgdME S8y 2348 IF wa
she oA, o3 Zo| AAIgz fAMSY AdE £
£ vl Azl-&A9 AgS ArEa, ol Z¥s
B8 dxe AYx il AREE5]

A9 2. AAE O, X, Y7} FARI, olE 7+ A
g DOX)3}+ DOY)H 3AL E8, ol AlAgd =
glolHAl BE ¢ PE FEF A AE2E O
X* YPek dla, ©ol& 2t AsE D(0°,X"T D(O",Y")
2 kA, olw, AT D(OX)FH DOY)Y 4E 4
7t 8% ¥ Ay D% X7 DO, YP) e AdE &
el 2oy, Ppe Af-wAldistance-order) S HE3)
o APt = U 4 (3) BE @7 AYsE, P
= Ag-eAE nEIoe Aok

D(O,X) < D(OY) = DO X") <= DO Y") (3)
D(0,X) = D(OY) = D(O” X") = DO’ Y") (4)
O

2ol 44 13 28 1 PAAY o= BF3Z &

#2 53 Ag-eA7t vtAE EAC dlFd dAelk

AqA 1. 2Y 194 23, AAE O, X, Y7+ FR
3, 0% x9 AU DOX)7F 0% Y A
DOY)ET AtT 3kxk Z} AJAG vtk 20%<] WA

<& ¢ F AYUE AAEE wW, DO”XT
D(O? YP sk Folch &, AAE Alelel Ad-%A4
7t vt o2 @4 WA Fe-g Agse dWY
Fg7gelA F2 Jehdn, Ad AL ez e
2289 279 AT Be JBL Wtk vy,
PAAS xolz HEI EFE AMEstd PAA A
PD(O" X")$} PD(OPYP)E AHS o), PD(0O”X")
7} PD(O”YP)ET}t =tk .ol PAA A7t A#-&A
£ F 53%g g

3.2 @Y HolEl mekat PAA AHE

£ A F82HY JFEE #9)7] 98t PAA
Aglg d4 99 vy me 7PEd Feste g1
& ARBtnARIY. &, 7129 A9} JHE JdE
AMS-sPEN oY S ST 9, PAA A”E A
e Aok o]¥E H4gL Yehie ¢38lZE rando-
mization_PAA©] 1§ 20]T}. ¥uHFL BWE, HTo
00l EFAAI} 09l ZF-AQt BEE B8 999 #
& A% 4 GaussRand(0,002 ARR3te] 9B A
AL I o A= YA AL X7
HAEPolA AL

ag 32 I9 29 ¢uHES AMSE AAl 49 Z
ol Ao Zolrt 20432 #Y H= dHolHE
AHgslaT) 2 AAldETE PAA 542 2AE &3

distorted timevseties averaged sequences
original time-series with Gaussian noise of distorted time-series

3 b2 noise i PAA
- sy (20%) m

ey

. '
0 o WM e

—

R noise PAA
Y7 06%) | —y

DX EPO.Y)

D07, X7 ERD(O7, Y)

POV’ X7 EBDIO7 ¥?)

a¥ 1 PAA A9 =)= FES oA

Algorithm randomization_PAA (time-series X of length n, noise 0)
(1) Generate a noise time-seires N(={N[1],... N[n]}} where N[i]:= Gaussrand(0, o );
(2) Construct a privacy-preserved time-series Xp from Xand N;  // Xpli] = X[i] + N[i];

(3) Clustering the privacy-preserved time-series Xp;
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