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Abstract

This paper proposes RSA cryptosystem based anonymous electronic prescription which is issued from university and
local hospitals by authorized medical professionals. Electronic prescription is now being used in domestic hospitals where
sharing medical records and images are prevailing, facilitated by digitalizing medical information and building network
infrastructure between the institutes. Proposed RSA based anonymous electronic prescription makes use of PKI protects
the identity exposure of doctors and privacy of patients. While traditional prescription fails to protect identities to mandates
party or to health insurance, the proposed RSA based prescription opens the contents of the prescription to health
insurance authority only after its prescribing function is finished. The proposed approach along with soon to be deployed
electronic ID card will help national health insurance corporation to increase the transparency of national prescription
system.
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Fig. 1. Flow of Order Communication System.
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