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Abstract

The term “spoofing” refers to the transmission of counterfeit signals to provide undetectable falsification of GPS

service. A spoofing can be accomplished using information from open literature which defines the signal format

and the data structure. Spoofing is intended either to produce erroneous navigation solutions or saturate the

processor of the victim receiver. The GPS receiver has no way to get rid of the effect of a spoofing because GPS

receivers for civil service do not have an anti-spoofing scheme. This paper analyzes the spoofing characteristics,

spoofing methods and environment conditions. And the spoofing effects on GPS receiver are analyzed in detail

using the designed software-based spoofer and the Nordnav receiver.

Keywords : GPS(Global Positioning System), Interference(*d3ll.2.4~), Spoofing(X1& 7]%h), Spoofer(71%F7]), Anti-spoofing
(71%+th-8), Spoofing signal(7]%+ A1&), C/A code spoofing(ZE=7]57H
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